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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk38 related to the title of this CR.

Contact:
Shaun Harry

shaun.harry@keysight.com
2 Corrections required
2.1 Change 1
	Function name
	fl_TC_9_1_1_2_TestBody()

	Reason for change
	5. At step 6 after the authentication completes unsuccessfully, the NW shall transport EAP-failure in the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message
From 24.501, cl.5.4.1.2.1:
If the authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message of the EAP result message transport procedure or in a response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.
      UE will not accept a new EAP AKA challenge request until it has received EAP-failure to conclude the previous attempt.

6. From RFC3748:

If a peer receives a valid duplicate Request for which it has already sent a Response, it MUST resend its original Response without reprocessing the Request

…

In order to avoid confusion between new Requests and retransmissions, the Identifier value chosen for each new Request need only be different from the previous Request, but need not be unique within the conversation

Currently all EAP messages sent from the SS have identifier value 0. In otder for the UE to diffferntiate between two consecutive EAP-ChallengeReq messages, the should have different identifier values.
7. At step 8, AT_RESULT_IND is expected to be included. From RFC 4187, 6.2
The peer MUST NOT include AT_RESULT_IND if it did not receive AT_RESULT_IND from the server.
        AT_RESULT_IND is not included in the EAP request set at step 7 so the UE will not include it in the response at step 8.

8. With the current implementation, if an incorrect EAP response is received from the UE, the test case execution will continue regardless.

	Summary of change
	5. Add new step to send Authentication Result with EAP Failure after Step 6.

6. Provide a new Identifier value for the for EAP-ChallengeReq and response at step 7 and 8, and another new identifier value for step 11.

7. Remove AT_RESULT_IND attribute from expected EAP response at Step 8.

8. Add fail verdicts at steps 8 and 10.

Note : Prose CR R5-205579 on 38.523-1 is raised at RAN5#89 associated with changes 1 and 3

	TTCN module
	Authentication_NR5GC.ttcn

	MCC160 Comment
	Accepted in principle


Before change:

function fl_TC_9_1_1_2_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_CellsOnDifferentPLMN);

    var NR_CellId_Type v_NGC_NASCellE := f_NR5GC_MapNASCell(ngc_CellE, NG_CellsOnDifferentPLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var PLMN_Identity v_ASN_WrongPLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellE);

    var NAS_PlmnId v_WrongPLMN := f_NR_Asn2Nas_PlmnId(v_ASN_WrongPLMN);

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT);

    //@siclog "Steps 2-4" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");

    }

    //@siclog "Step 5" siclog@

    // use incorrect SNN

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_WrongPLMN))));

    //@siclog "Step 6" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (f_Check_EAP_AuthReject_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    }

    //@siclog "Step 7" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN))));

    //@siclog "Step 8" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_EAP_AT_RESULT_IND)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    }

    //@siclog "Step 9" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                     f_Get_EAP_OtherAuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, f_NG_EAP_Notification(cs_EAP_AT_NOTIFICATION ('0'B, '1'B, int2bit (0, 14))))))); // @sic R5s201021 sic@

    //@siclog "Step 10" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (f_Check_EAP_Notification_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 10");

    }

    //@siclog "Step 11" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                     cs_NG_AUTHENTICATION_REJECT(cs_EAP_Message(bit2oct(encvalue(cs_EAP_Failure)))))));

    //@siclog "Step 12" siclog@

    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Step 13" siclog@

    f_NG_CheckNoRRCSetupReq (v_NGC_NASCellA, 30.0);

    //@siclog "Step 14" siclog@

    f_NR_UE_DeRegisterOnSwitchOff (v_NGC_NASCellA, STATE_DEREGISTERED);

    //@siclog "Step 15" siclog@

    f_UT_SwitchOnUE(UT);

    //@siclog "Step 16" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection); // @sic R5s201025 sic@

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, cr_NG_MobileIdentitySUCI(?, ?), '111'B, ?, -, -, -, -, omit)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 16");

    }

    //@siclog Step 17 siclog@

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, v_NGC_NASCellA, v_ReceivedMsg, TESTMode_OFF, rrcConnectionRelease, Initial_NoSecurity);  // @sic R5s201025 sic@

  }
After change:

  function fl_TC_9_1_1_2_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_CellsOnDifferentPLMN);

    var NR_CellId_Type v_NGC_NASCellE := f_NR5GC_MapNASCell(ngc_CellE, NG_CellsOnDifferentPLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var PLMN_Identity v_ASN_WrongPLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellE);

    var NAS_PlmnId v_WrongPLMN := f_NR_Asn2Nas_PlmnId(v_ASN_WrongPLMN);

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT);

    //@siclog "Steps 2-4" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");

    }

    //@siclog "Step 5" siclog@

    // use incorrect SNN

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_WrongPLMN))));

    //@siclog "Step 6" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (f_Check_EAP_AuthReject_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    }

    //@siclog "Step 6A" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                     f_Get_NG_AuthenticationResultWithEAPFailureMsg(v_NAS_SecurityParams))));
    //@siclog "Step 7" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                                        f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, '01'O)))); 

    //@siclog "Step 8" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, -, '01'O)) { 

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    }

    else{ 

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 8");

    }
    //@siclog "Step 9" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                     f_Get_EAP_OtherAuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, f_NG_EAP_Notification(cs_EAP_AT_NOTIFICATION ('0'B, '1'B, int2bit (0, 14))))))); // @sic R5s201021 sic@

    //@siclog "Step 10" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (f_Check_EAP_Notification_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 10");

    }

    else{

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10");

    }
    //@siclog "Step 11" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

  cs_NG_AUTHENTICATION_REJECT(cs_EAP_Message(bit2oct(encvalue(cs_EAP_Failure('01'O))))))));

    //@siclog "Step 12" siclog@

    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Step 13" siclog@

    f_NG_CheckNoRRCSetupReq (v_NGC_NASCellA, 30.0);

    //@siclog "Step 14" siclog@

    f_NR_UE_DeRegisterOnSwitchOff (v_NGC_NASCellA, STATE_DEREGISTERED);
        //@siclog "Step 15" siclog@

    f_UT_SwitchOnUE(UT);

    //@siclog "Step 16" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection); // @sic R5s201025 sic@

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, cr_NG_MobileIdentitySUCI(?, ?), '111'B, ?, -, -, -, -, omit)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 16");

    }

    //@siclog Step 17 siclog@

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, v_NGC_NASCellA, v_ReceivedMsg, TESTMode_OFF, rrcConnectionRelease, Initial_NoSecurity);  // @sic R5s201025 sic@

  }
2.2 Change 2
	Template name
	template cs_EAP_Request_AKAChallenge()

	Reason for change
	Currently all EAP messages sent from the SS have identifier value 0. In otder for the UE to diffferntiate between two consecutive EAP-ChallengeReq messages, the should have different identifier values.

	Summary of change
	Replace ‘00’0 identifier value with the parameter

	TTCN module
	NG_NAS_SecurityFunctions.ttcn

	MCC160 Comment
	Already implemented under R5s201410 


Before change:

template (value) EAP_Message_Type cs_EAP_Request_AKAChallenge(O2_Type p_Length,

                                                                template (value) EAP_AT_RAND p_RAND,

                                                                template (value) EAP_AT_AUTN p_AUTN,

                                                                template (value) EAP_AT_KDF p_KDF,

                                                                template (value) EAP_AT_KDF_INPUT p_KDF_INPUT,

                                                                template (value) EAP_AT_MAC p_MAC) :=

  { /* @status    APPROVED (NR5GC, NR5GC_IRAT) */

   akaChallenge_Req := { // @sic R5s200288 sic@

    code      := '01'O,    // Request - RFC 4187 cl. 8.1

    id        := '00'O,    // RFC 3748 cl. 4

    len       := p_Length, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '01'O,    // AKA-Challenge  as in RFC 4187 cl. 11

    reserved  := '0000'O,  // Set to 0 when sending, ignored by the receiver

    attributes := {

      rand := p_RAND,

      autn := p_AUTN,

      kdf  := p_KDF,

      kdfInput := p_KDF_INPUT,

      mac  := p_MAC,

      res  := omit,

      auts := omit,

      padd := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      iv   := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      checkCode  := omit,

      resultInd  := omit

    }

   }

  };
After change:

  template (value) EAP_Message_Type cs_EAP_Request_AKAChallenge(O2_Type p_Length,

                                                                template (value) EAP_AT_RAND p_RAND,

                                                                template (value) EAP_AT_AUTN p_AUTN,

                                                                template (value) EAP_AT_KDF p_KDF,

                                                                template (value) EAP_AT_KDF_INPUT p_KDF_INPUT,

                                                                template (value) EAP_AT_MAC p_MAC) :=

                                                                template (value) EAP_AT_MAC p_MAC,

                                                                O1_Type p_Identifier := '00'O) := 

  { /* @status    APPROVED (NR5GC, NR5GC_IRAT) */

   akaChallenge_Req := { // @sic R5s200288 sic@

    code      := '01'O,    // Request - RFC 4187 cl. 8.1
    id        := p_Identifier,    // RFC 3748 cl. 4 

    len       := p_Length, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '01'O,    // AKA-Challenge  as in RFC 4187 cl. 11

    reserved  := '0000'O,  // Set to 0 when sending, ignored by the receiver

    attributes := {

      rand := p_RAND,

      autn := p_AUTN,

      kdf  := p_KDF,

      kdfInput := p_KDF_INPUT,

      mac  := p_MAC,

      res  := omit,

      auts := omit,

      padd := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      iv   := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      checkCode  := omit,

      resultInd  := omit

    }

   }

  };
2.3 Change 3
	Template name
	template (cr_EAP_Response_AKAChallenge

	Reason for change
	Currently all EAP messages sent from the SS have identifier value 0. In otder for the UE to diffferntiate between two consecutive EAP-ChallengeReq messages, the should have different identifier values.

	Summary of change
	Replace ‘00’0 identifier value with the paramter

	TTCN module
	NG_NAS_SecurityFunctions.ttcn

	MCC160 Comment
	Accepted


Before change:

template (present) EAP_Message_Type cr_EAP_Response_AKAChallenge(O2_Type p_Length,

                                                                    template (present) EAP_AT_RES p_RES,

                                                                    template (present) EAP_AT_MAC p_MAC,

                                                                    template EAP_AT_RESULT_IND p_ResultInd := *) :=

  { /* @status    APPROVED (NR5GC, NR5GC_IRAT) */

   akaChallenge_Rsp := { // @sic R5200288, R5s200400 sic@

    code      := '02'O,    // Response - RFC 4187 cl. 8.1

    id        := '00'O,    // RFC 3748 cl. 4

    len       := p_Length, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '01'O,    // AKA-Challenge  as in RFC 4187 cl. 11

    reserved  := ?,        // Set to 0 when sending, ignored by the receiver

    attributes := {

      res  := p_RES,

      mac  := p_MAC,

      resultInd  := p_ResultInd, // @sic R5-201142 sic@

      padd := *,

      iv   := *,

      checkCode  := *,

      rand := omit,

      autn := omit,

      auts := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      kdf  := omit,

      kdfInput := omit

    }

   }

  };
After change:

  template (present) EAP_Message_Type cr_EAP_Response_AKAChallenge(O2_Type p_Length,

                                                                    template (present) EAP_AT_RES p_RES,

                                                                    template (present) EAP_AT_MAC p_MAC,

                                                                    template EAP_AT_RESULT_IND p_ResultInd := *) :=

                                                                    template EAP_AT_RESULT_IND p_ResultInd := *,
                                                                    O1_Type p_Identifier := '00'O) := 

  { /* @status    APPROVED (NR5GC, NR5GC_IRAT) */

   akaChallenge_Rsp := { // @sic R5200288, R5s200400 sic@

    code      := '02'O,    // Response - RFC 4187 cl. 8.1

    id        := p_Identifier, //'01'O,    // RFC 3748 cl. 4 

    len       := p_Length, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '01'O,    // AKA-Challenge  as in RFC 4187 cl. 11

    reserved  := ?,        // Set to 0 when sending, ignored by the receiver

    attributes := {

      res  := p_RES,

      mac  := p_MAC,

      resultInd  := p_ResultInd, // @sic R5-201142 sic@

      padd := *,

      iv   := *,

      checkCode  := *,

      rand := omit,

      autn := omit,

      auts := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      kdf  := omit,

      kdfInput := omit

    }

   }

  };

2.4 Change 4
	Function name
	f_NG_EAP_ChallengeReq()

	Reason for change
	Currently all EAP messages sent from the SS have identifier value 0. In otder for the UE to diffferntiate between two consecutive EAP-ChallengeReq messages, the should have different identifier values.

	Summary of change
	Pass parameter for identifier value

	TTCN module
	NG_NAS_SecurityFunctions.ttcn

	MCC160 Comment
	Already implemented under R5s201410


Before change:

function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,

                                 NAS_PlmnId p_PLMN)

    return octetstring

  {

    var template (value) EAP_AT_RAND v_RAND;

    var template (value) EAP_AT_AUTN v_AUTN;  // @sic R5s200400 sic@

    var template (value) EAP_AT_KDF v_KDF;

    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;

    var template (value) EAP_AT_MAC v_MAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var template (value) EAP_Message_Type v_EAP_Message;

    var integer v_Msglen := 8; // @sic R5s200400 sic@

    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN);

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    v_RAND := cs_EAP_AT_RAND (bit2oct(p_Auth_Params.AuthParams.RandValue));

    v_Msglen := v_Msglen + 5*4;

    v_AUTN := cs_EAP_AT_AUTN (bit2oct(p_Auth_Params.AuthParams.AUTN));

    v_Msglen := v_Msglen + 5*4;

    v_KDF := cs_EAP_AT_KDF;

    v_Msglen := v_Msglen + 4;

    v_Len := lengthof(v_NetworkName);

    if (v_Len mod 4 > 0) {

      v_Paddinglen := 4 - v_Len mod 4;

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_NetworkName := v_NetworkName & '00'O;

      }

    }

    v_KDF_INPUT := cs_EAP_AT_KDF_INPUT (v_NetworkName, int2oct(v_Len, 2));

    v_Msglen := v_Msglen + lengthof(v_NetworkName) + 4;

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    v_Msglen := v_Msglen + 5*4;

    // Build the message with MAC=0

    v_EAP_Message := cs_EAP_Request_AKAChallenge(int2oct(v_Msglen, 2),

                                                 v_RAND, v_AUTN, v_KDF,

                                                 v_KDF_INPUT, v_MAC);

    // Compute MAC according to RFC 5448 cl. 3.4.2

    v_EncodedMsg := encvalue(v_EAP_Message);

    v_K_aut := substr(p_Auth_Params.MK, 128,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC @sic R5s200400 sic@

    v_MACValue := bit2oct(substr(f_HMAC_SHA_256(v_K_aut, bit2oct(v_EncodedMsg)), 0, 128)); // @sic R5s200400 sic@

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    // Finally return the complete EAP-AKA' challenge with correct MAC

    return (bit2oct(encvalue(cs_EAP_Request_AKAChallenge (int2oct(v_Msglen, 2),

                                                          v_RAND, v_AUTN, v_KDF,

                                                          v_KDF_INPUT, v_MAC))));

  }
After change:

  function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,

                                 NAS_PlmnId p_PLMN,
                                 O1_Type p_Identifier := '00'O)

    return octetstring

  {

    var template (value) EAP_AT_RAND v_RAND;

    var template (value) EAP_AT_AUTN v_AUTN;  // @sic R5s200400 sic@

    var template (value) EAP_AT_KDF v_KDF;

    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;

    var template (value) EAP_AT_MAC v_MAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var template (value) EAP_Message_Type v_EAP_Message;

    var integer v_Msglen := 8; // @sic R5s200400 sic@

    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN);

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    v_RAND := cs_EAP_AT_RAND (bit2oct(p_Auth_Params.AuthParams.RandValue));

    v_Msglen := v_Msglen + 5*4;

    v_AUTN := cs_EAP_AT_AUTN (bit2oct(p_Auth_Params.AuthParams.AUTN));

    v_Msglen := v_Msglen + 5*4;

    v_KDF := cs_EAP_AT_KDF;

    v_Msglen := v_Msglen + 4;

    v_Len := lengthof(v_NetworkName);

    if (v_Len mod 4 > 0) {

      v_Paddinglen := 4 - v_Len mod 4;

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_NetworkName := v_NetworkName & '00'O;

      }

    }

    v_KDF_INPUT := cs_EAP_AT_KDF_INPUT (v_NetworkName, int2oct(v_Len, 2));

    v_Msglen := v_Msglen + lengthof(v_NetworkName) + 4;

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    v_Msglen := v_Msglen + 5*4;

    // Build the message with MAC=0

    v_EAP_Message := cs_EAP_Request_AKAChallenge(int2oct(v_Msglen, 2),

                                                 v_RAND, v_AUTN, v_KDF,

                                                 v_KDF_INPUT, v_MAC);

                                                 v_KDF_INPUT, v_MAC, p_Identifier);                                                 

    // Compute MAC according to RFC 5448 cl. 3.4.2

    v_EncodedMsg := encvalue(v_EAP_Message);

    v_K_aut := substr(p_Auth_Params.MK, 128,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC @sic R5s200400 sic@

    v_MACValue := bit2oct(substr(f_HMAC_SHA_256(v_K_aut, bit2oct(v_EncodedMsg)), 0, 128)); // @sic R5s200400 sic@

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    // Finally return the complete EAP-AKA' challenge with correct MAC

    return (bit2oct(encvalue(cs_EAP_Request_AKAChallenge (int2oct(v_Msglen, 2),

                                                          v_RAND, v_AUTN, v_KDF,

                                                          v_KDF_INPUT, v_MAC))));

                                                          v_KDF_INPUT, v_MAC, p_Identifier)))); 

  }
2.5 Change 5
	Function name
	f_NG_EAP_SuccessfulAuthenticationResponse()

	Reason for change
	Currently all EAP messages sent from the SS have identifier value 0. In otder for the UE to diffferntiate between two consecutive EAP-ChallengeReq messages, the should have different identifier values.

	Summary of change
	Pass parameter for EAP identifier

	TTCN module
	NG_NAS_SecurityFunctions.ttcn

	MCC160 Comment
	Accepted


Before change:

function f_NG_EAP_SuccessfulAuthenticationResponse(inout NG_NAS_SecurityParams_Type p_Auth_Params,

                                                     octetstring p_ReceivedEAP,

                                                     template EAP_AT_RESULT_IND p_ResultInd := *)

                                                     template EAP_AT_RESULT_IND p_ResultInd := *,







      O1_Type p_Identifier := '00'O)

    return boolean

  {

    var boolean v_Result := false;

    var bitstring v_ReceivedEAP := oct2bit(p_ReceivedEAP);

    var O16_Type v_RxdMAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var EAP_Message_Type v_EAP_Message;

    var B32_128_Type v_RESValue;

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    if (decvalue(v_ReceivedEAP, v_EAP_Message) != 0) {

      FatalError(__FILE__, __LINE__, "EAP message cannot be decoded");

    }

    //get length in bits of received RES (as it's a variable length, need to compare the correct length)

    v_Len := oct2int(v_EAP_Message.akaChallenge_Rsp.attributes.res.reslen);

    // store this in the global info

    p_Auth_Params.AuthParams.XRESLength := v_Len / 8;

    // Get the RES value from the global info

    v_RESValue := substr(p_Auth_Params.AuthParams.XRES, 0, v_Len);

    // Now pad it so that it's (hopefully) the same length of the received value

    if (v_Len mod 8 > 0 or (v_Len/8) mod 4 > 0) {

      v_Paddinglen := 8 - v_Len mod 8;   // pad to end of octet, in bits

      v_Paddinglen := (4 - ((v_Len + v_Paddinglen)/8) mod 4)*8; // pad to multiple of 4 octets, in bits

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_RESValue := v_RESValue & '0'B;

      }

    }

    // Check message is AKAChallenge, length and AT_RES is correct

    if (match (v_EAP_Message, cr_EAP_Response_AKAChallenge(int2oct(lengthof(p_ReceivedEAP), 2), cr_EAP_AT_RES (bit2oct(v_RESValue), int2oct(v_Len, 2)), ?, p_ResultInd))) { // @sic R5-201142 sic@

    if (match (v_EAP_Message, cr_EAP_Response_AKAChallenge(int2oct(lengthof(p_ReceivedEAP), 2), cr_EAP_AT_RES (bit2oct(v_RESValue), int2oct(v_Len, 2)), ?, p_ResultInd, p_Identifier))) { // @sic R5-201142 sic@

      // Then test MAC

      v_RxdMAC := v_EAP_Message.akaChallenge_Rsp.attributes.mac.mac;  

   ….

   }
After change:

  function f_NG_EAP_SuccessfulAuthenticationResponse(inout NG_NAS_SecurityParams_Type p_Auth_Params,

                                                     octetstring p_ReceivedEAP,

                                                     template EAP_AT_RESULT_IND p_ResultInd := *,







      O1_Type p_Identifier := '00'O)

    return boolean

  {

    var boolean v_Result := false;

    var bitstring v_ReceivedEAP := oct2bit(p_ReceivedEAP);

    var O16_Type v_RxdMAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var EAP_Message_Type v_EAP_Message;

    var B32_128_Type v_RESValue;

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    if (decvalue(v_ReceivedEAP, v_EAP_Message) != 0) {

      FatalError(__FILE__, __LINE__, "EAP message cannot be decoded");

    }

    //get length in bits of received RES (as it's a variable length, need to compare the correct length)

    v_Len := oct2int(v_EAP_Message.akaChallenge_Rsp.attributes.res.reslen);

    // store this in the global info

    p_Auth_Params.AuthParams.XRESLength := v_Len / 8;

    // Get the RES value from the global info

    v_RESValue := substr(p_Auth_Params.AuthParams.XRES, 0, v_Len);

    // Now pad it so that it's (hopefully) the same length of the received value

    if (v_Len mod 8 > 0 or (v_Len/8) mod 4 > 0) {

      v_Paddinglen := 8 - v_Len mod 8;   // pad to end of octet, in bits

      v_Paddinglen := (4 - ((v_Len + v_Paddinglen)/8) mod 4)*8; // pad to multiple of 4 octets, in bits

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_RESValue := v_RESValue & '0'B;

      }

    }

    // Check message is AKAChallenge, length and AT_RES is correct

    if (match (v_EAP_Message, cr_EAP_Response_AKAChallenge(int2oct(lengthof(p_ReceivedEAP), 2), cr_EAP_AT_RES (bit2oct(v_RESValue), int2oct(v_Len, 2)), ?, p_ResultInd, p_Identifier))) { // @sic R5-201142 sic@

      // Then test MAC

      v_RxdMAC := v_EAP_Message.akaChallenge_Rsp.attributes.mac.mac;
    …

}
2.6 Change 6
	Function name
	f_Get_EAP_AuthenticationReqMsg()

	Reason for change
	Currently all EAP messages sent from the SS have identifier value 0. In otder for the UE to diffferntiate between two consecutive EAP-ChallengeReq messages, the should have different identifier values.

	Summary of change
	Pass parameter for EAP identifier

	TTCN module
	NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	Not needed.  Used existing function f_Get_EAP_OtherAuthenticationReqMsg in step 7 instead


Before change:

function f_Get_EAP_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,

                                          NAS_PlmnId p_PLMN) return template (value) NG_NAS_DL_Message_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_NASMsg;

    var template (value) EAP_Message v_EAP;

    // Evaluate Authentication parameters and generate new keys

    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def)); // FFS Is this all we need for SUPI??

    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (p_SecurityParams, p_PLMN));

    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,

                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@

                                              -,

                                              -,

                                              v_EAP);

    return v_NASMsg;

  }
After change:

   function f_Get_EAP_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,

                                          NAS_PlmnId p_PLMN,
                                          O1_Type p_Identifier := '00'O) return template (value) NG_NAS_DL_Message_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_NASMsg;

    var template (value) EAP_Message v_EAP;

    // Evaluate Authentication parameters and generate new keys

    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def)); // FFS Is this all we need for SUPI??

    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (p_SecurityParams, p_PLMN, p_Identifier));

    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,

                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@

                                              -,

                                              -,

                                              v_EAP);

    return v_NASMsg;

  }
2.7 Change 7
	Function name
	f_Check_EAPAKA_AuthenticationResponse()

	Reason for change
	Currently all EAP messages sent from the SS have identifier value 0. In otder for the UE to diffferntiate between two consecutive EAP-ChallengeReq messages, the should have different identifier values.

	Summary of change
	Pass parameter for EAP identifier

	TTCN module
	NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	Accepted


Before change:

function f_Check_EAPAKA_AuthenticationResponse (inout NG_NAS_SecurityParams_Type p_SecurityParams,

                                                  NG_NAS_UL_Message_Type p_ReceivedMsg,

                                                  template EAP_AT_RESULT_IND p_ResultInd := *) return boolean

  {

    if (not match (p_ReceivedMsg, cr_NG_AUTHENTICATION_RESPONSE (omit, cr_EAP_Message()))) { // @sic R5-201142 sic@

      return false;

    }

     return f_NG_EAP_SuccessfulAuthenticationResponse(p_SecurityParams, p_ReceivedMsg.authentication_Response.eapMessage.eapMsg, p_ResultInd); // @sic R5-201142 sic@

  }
After change:

  function f_Check_EAPAKA_AuthenticationResponse (inout NG_NAS_SecurityParams_Type p_SecurityParams,

                                                  NG_NAS_UL_Message_Type p_ReceivedMsg,

                                                  template EAP_AT_RESULT_IND p_ResultInd := *,






  O1_Type p_Identifier := '00'O) return boolean

  {

    if (not match (p_ReceivedMsg, cr_NG_AUTHENTICATION_RESPONSE (omit, cr_EAP_Message()))) { // @sic R5-201142 sic@

      return false;

    }

     return f_NG_EAP_SuccessfulAuthenticationResponse(p_SecurityParams, p_ReceivedMsg.authentication_Response.eapMessage.eapMsg, p_ResultInd, p_Identifier); // @sic R5-201142 sic@

  }
2.8 Change 8
	Function name
	f_Get_NG_AuthenticationResultWithEAPFailureMsg()

	Reason for change
	UE will not accept a new EAP AKA challenge request until it has received EAP-failure to conclude the previous attempt.

	Summary of change
	Pass a parameter to include EAP message in AUTHENTICATION RESULT

	TTCN module
	NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	Accepted in priniciple


Before change:

function f_Get_NG_AuthenticationResultMsg(NG_NAS_SecurityParams_Type p_SecurityParams) return template (value) NG_NAS_DL_Message_Type

  {

    return cs_NG_AUTHENTICATION_RESULT(p_SecurityParams.KSIamf,

                                       cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success)), omit), // @sic R5s201223 sic@

                                       cs_ABBA (p_SecurityParams.ABBA));

  }
After change:

  function f_Get_NG_AuthenticationResultMsg(NG_NAS_SecurityParams_Type p_SecurityParams,

                                            EAP_Message_Type p_Message := cs_EAP_Success ) return template (value) NG_NAS_DL_Message_Type

  {

    return cs_NG_AUTHENTICATION_RESULT(p_SecurityParams.KSIamf,

                                       cs_EAP_Message(bit2oct(encvalue(p_Message)),omit), // @sic R5s201223 sic@
                                       cs_ABBA (p_SecurityParams.ABBA));
}
