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3. According to TS24.501 table 8.2.3.1.1, 

The iei of AUTHENTICATION RESULT should be omit.

4. Currently TTCN does not support EAP SQN failure solution.

5. According to RFC 4187 clause 6.2,
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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk25 related to the title of this CR.

Contact:
Ting, Gao

gaoting@starpointcomm.com
2 Corrections required 
2.1 Change 1

	template name
	cr_EAP_Response_SyncFailure

	Reason for change
	According to the spec, the length of EAP message should include all the IEs. However, in currently TTCN, the length of auts is not taken into account.

	Summary of change
	Add len from '0008'O to '0018'O.

	TTCN module
	Authentication_NR5GC

	MCC160 Comment
	Accepted


Before change:

  template (present) EAP_Message_Type cr_EAP_Response_SyncFailure(template (present) EAP_AT_AUTS p_AUTS) :=

  {

   akaSynchronizationFailure := {

    code      := '02'O,    // Response - RFC 4187 cl. 8.1

    id        := '00'O,    // RFC 3748 cl. 4

    len       := '0008'O, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '04'O,    // Sync Failure  as in RFC 4187 cl. 11

    reserved  := ?,        // Set to 0 when sending, ignored by the receiver

    attributes := {

      auts := p_AUTS,

      rand := omit,

      autn := omit,

      res  := omit,

      padd := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      iv   := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      checkCode  := omit,

      resultInd  := omit,

      kdf  := omit,

      kdfInput := omit,

      mac  := omit

    }

   }

  };
After change:

  template (present) EAP_Message_Type cr_EAP_Response_SyncFailure(template (present) EAP_AT_AUTS p_AUTS) :=

  {

   akaSynchronizationFailure := {

    code      := '02'O,    // Response - RFC 4187 cl. 8.1

    id        := '00'O,    // RFC 3748 cl. 4

    len       := '0018'O, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '04'O,    // Sync Failure  as in RFC 4187 cl. 11

    reserved  := ?,        // Set to 0 when sending, ignored by the receiver

    attributes := {

      auts := p_AUTS,

      rand := omit,

      autn := omit,

      res  := omit,

      padd := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      iv   := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      checkCode  := omit,

      resultInd  := omit,

      kdf  := omit,

      kdfInput := omit,

      mac  := omit

    }

   }

  };

2.2 Change 2

	Function name
	f_NG_EAP_IdentityDef

	Reason for change
	The length of EAP message aka notification request  contains attribute, the length of attribute should be taken into account.

	Summary of change
	Modify 8 to 12.

	TTCN module
	Authentication_NR5GC

	MCC160 Comment
	Accepted


Before change:

   function f_NG_EAP_IdentityDef() return octetstring

  {

    return (bit2oct(encvalue(cs_EAP_Request_AKAIdentityReq(int2oct((4+4), 2),

                                                cs_EAP_AT_ANY_ID_REQ))));

  }
After change:

    function f_NG_EAP_IdentityDef() return octetstring

  {

    return (bit2oct(encvalue(cs_EAP_Request_AKAIdentityReq(int2oct((8+4), 2),//4+4 modified by gy 0704.2020

                                                cs_EAP_AT_ANY_ID_REQ))));

  }

2.3 Change 3

	Function name
	f_Get_NG_AuthenticationResultMsg

	Reason for change
	According to TS24.501 table 8.2.3.1.1, 
The iei of AUTHENTICATION RESULT should be omit.

	Summary of change
	Change the iei of EAP message from '78'O to omit.

	TTCN module
	NG_NASTemplateFunctions

	MCC160 Comment
	Accepted


Before change:

   function f_Get_NG_AuthenticationResultMsg(NG_NAS_SecurityParams_Type p_SecurityParams) return template (value) NG_NAS_DL_Message_Type

  {

    return cs_NG_AUTHENTICATION_RESULT(p_SecurityParams.KSIamf,

                                       cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success))),

                                       cs_ABBA (p_SecurityParams.ABBA));

  }
After change:

   function f_Get_NG_AuthenticationResultMsg(NG_NAS_SecurityParams_Type p_SecurityParams) return template (value) NG_NAS_DL_Message_Type

  {

    return cs_NG_AUTHENTICATION_RESULT(p_SecurityParams.KSIamf,

                                       cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success)),omit),

                                       cs_ABBA (p_SecurityParams.ABBA));

  }

2.4 Change 4

	Function name
	f_NG_EAP_AuthenticationInit

	Reason for change
	Currently TTCN does not support EAP SQN failure solution.

	Summary of change
	Add parameter for supporting EAP SQN failure solution.

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	Accepted


Before change:

   function f_NG_EAP_AuthenticationInit(NG_NAS_SecurityParams_Type p_Auth_Params,

                                       NAS_PlmnId p_PLMN,

                                       charstring p_Identity,

                                       template (omit) Common_AuthenticationParams_Type p_Common_AuthenticationParams := omit) return NG_NAS_SecurityParams_Type

  {

    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    var B256_Type v_Ck_Ik_;

    var B128_Type v_Ck_;

    var B128_Type v_Ik_;

    var bitstring v_MK;

    var B256_Type v_K;

    var charstring v_S;

    if (isvalue(p_Common_AuthenticationParams)) {

      v_Auth_Params.AuthParams := valueof(p_Common_AuthenticationParams);

    } else {

      // Generates Ck, Ik, AUTN, XRES according to TS 33.102 and TS 34.108

      v_Auth_Params.AuthParams := f_AuthenticationInit(v_Auth_Params.AuthParams);

    }

    v_Auth_Params.Ks := v_Auth_Params.AuthParams.CK & v_Auth_Params.AuthParams.IK;

    // Generates Ck' and IK'

    v_Ck_Ik_ := f_NG_Authentication_A3(v_Auth_Params.AuthParams,

                                       v_Auth_Params.KDF,

                                       v_Auth_Params.Ks,

                                       p_PLMN);

    v_Ck_ := substr (v_Ck_Ik_, 0, 128);

    v_Ik_ := substr (v_Ck_Ik_, 128, 128);

    // RFC 5448 cl. 3.3

    v_K := v_Ik_ & v_Ck_;

    v_S := "EAP-AKA'" & p_Identity;

    // Master Key

    v_MK := f_ExtendedEAPAKA_PRF (v_K, char2oct (v_S));

    v_Auth_Params.MK := v_MK;

    // As per 33.501 clause 6.1.3.1

    // KAUSF is EMSK in RFC 5448 cl. 3.3

    v_Auth_Params.KAUSF := substr (v_MK, 1152, 256);

    // Now update the other parameters (common to 5GAKA and EAP)

    v_Auth_Params := fl_NG_NAS_AuthenticationInitOtherParams (v_Auth_Params, p_PLMN);

    return v_Auth_Params;

  }
After change:

    function f_NG_EAP_AuthenticationInit(NG_NAS_SecurityParams_Type p_Auth_Params,

                                       NAS_PlmnId p_PLMN,

                                       charstring p_Identity,

                                       template (omit) Common_AuthenticationParams_Type p_Common_AuthenticationParams := omit,










   AuthenticationError_Type p_AuthenticationError := noError) return NG_NAS_SecurityParams_Type

  {

    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    var B256_Type v_Ck_Ik_;

    var B128_Type v_Ck_;

    var B128_Type v_Ik_;

    var bitstring v_MK;

    var B256_Type v_K;

    var charstring v_S;

    if (isvalue(p_Common_AuthenticationParams)) {

      v_Auth_Params.AuthParams := valueof(p_Common_AuthenticationParams);

    } else {

      // Generates Ck, Ik, AUTN, XRES according to TS 33.102 and TS 34.108

      v_Auth_Params.AuthParams := f_AuthenticationInit(v_Auth_Params.AuthParams, p_AuthenticationError);

    }

    v_Auth_Params.Ks := v_Auth_Params.AuthParams.CK & v_Auth_Params.AuthParams.IK;

    // Generates Ck' and IK'

    v_Ck_Ik_ := f_NG_Authentication_A3(v_Auth_Params.AuthParams,

                                       v_Auth_Params.KDF,

                                       v_Auth_Params.Ks,

                                       p_PLMN);

    v_Ck_ := substr (v_Ck_Ik_, 0, 128);

    v_Ik_ := substr (v_Ck_Ik_, 128, 128);

    // RFC 5448 cl. 3.3

    v_K := v_Ik_ & v_Ck_;

    v_S := "EAP-AKA'" & p_Identity;

    // Master Key


v_MK := f_ExtendedEAPAKA_PRF (v_K, char2oct (v_S));

    v_Auth_Params.MK := v_MK;

    // As per 33.501 clause 6.1.3.1

    // KAUSF is EMSK in RFC 5448 cl. 3.3

    v_Auth_Params.KAUSF := substr (v_MK, 1152, 256);

    // Now update the other parameters (common to 5GAKA and EAP)

    v_Auth_Params := fl_NG_NAS_AuthenticationInitOtherParams (v_Auth_Params, p_PLMN);

    return v_Auth_Params;

  }

2.5 Change 5
	Function name
	f_Get_EAP_AuthenticationReqMsg

	Reason for change
	According to RFC 4187 clause 6.2,
EAP-AKA also supports optional protected success indications from the server to the peer. If the EAP server wants to use protected success indications, it includes the AT_RESULT_IND attribute in the EAP-Request/AKA-Challenge or the EAP-Request/AKA-Reauthentication packet. This attribute indicates that the EAP server would like to use result indications in both successful and unsuccessful cases. If the peer also wants this, the peer includes AT_RESULT_IND in EAP-Response/AKA-Challenge or EAP-Response/AKA-Reauthentication. The peer MUST NOT include AT_RESULT_IND if it did not receive AT_RESULT_IND from the server. If both the peer and the server used AT_RESULT_IND, then the EAP exchange is not complete yet, but an EAP-AKA notification round will follow. The following EAP-AKA notification may indicate either failure or success.

In currently TTCN, the AT_RESULT_IND attribute in EAP-Request/AKA-Challenge is fixed omit.

	Summary of change
	Add AT_RESULT_IND parameter for supporting the protected success indications.

	TTCN module
	NG_NASTemplateFunctions

	MCC160 Comment
	Rejected.  Not specified in 38.508-1 table 4.7.3.2-2


Before change:

   function f_Get_EAP_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,

                                          NAS_PlmnId p_PLMN) return template (value) NG_NAS_DL_Message_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_NASMsg;

    var template (value) EAP_Message v_EAP;

    // Evaluate Authentication parameters and generate new keys

    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def)); // FFS Is this all we need for SUPI??

    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (p_SecurityParams, p_PLMN));

    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,

                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@

                                              -,

                                              -,

                                              v_EAP);

    return v_NASMsg;

  }
After change:

   function f_Get_EAP_AuthenticationReqMsg(inout NG_NAS_SecurityParams_Type p_SecurityParams,

                                          NAS_PlmnId p_PLMN,











  template (omit) EAP_AT_RESULT_IND p_RESULT_IND := omit) return template (value) NG_NAS_DL_Message_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_NASMsg;

    var template (value) EAP_Message v_EAP;

    // Evaluate Authentication parameters and generate new keys

    p_SecurityParams := f_NG_EAP_AuthenticationInit(p_SecurityParams, p_PLMN, hex2str(px_IMSI_Def)); // FFS Is this all we need for SUPI??

    v_EAP := cs_EAP_Message (f_NG_EAP_ChallengeReq (p_SecurityParams, p_PLMN, p_RESULT_IND));    v_NASMsg := cs_NG_AUTHENTICATION_REQUEST (p_SecurityParams.KSIamf,

                                              cs_ABBA (p_SecurityParams.ABBA, omit), // @sic R5s190109 sic@

                                              -,

                                              -,

                                              v_EAP);

    return v_NASMsg;

  }

2.6 Change 6
	Function name
	f_NG_EAP_ChallengeReq

	Reason for change
	As same as change 5.

	Summary of change
	As same as change 5.

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	Rejected.  Not specified in 38.508-1 table 4.7.3.2-2


Before change:

   function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,

                                 NAS_PlmnId p_PLMN)

    return octetstring

  {

    var template (value) EAP_AT_RAND v_RAND;

    var template (value) EAP_AT_AUTN v_AUTN;  // @sic R5s200400 sic@

    var template (value) EAP_AT_KDF v_KDF;

    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;

    var template (value) EAP_AT_MAC v_MAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var template (value) EAP_Message_Type v_EAP_Message;

    var integer v_Msglen := 8; // @sic R5s200400 sic@

    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN);

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    v_RAND := cs_EAP_AT_RAND (bit2oct(p_Auth_Params.AuthParams.RandValue));

    v_Msglen := v_Msglen + 5*4;

    v_AUTN := cs_EAP_AT_AUTN (bit2oct(p_Auth_Params.AuthParams.AUTN));

    v_Msglen := v_Msglen + 5*4;

    v_KDF := cs_EAP_AT_KDF;

    v_Msglen := v_Msglen + 4;

    v_Len := lengthof(v_NetworkName);

    if (v_Len mod 4 > 0) {

      v_Paddinglen := 4 - v_Len mod 4;

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_NetworkName := v_NetworkName & '00'O;

      }

    }

    v_KDF_INPUT := cs_EAP_AT_KDF_INPUT (v_NetworkName, int2oct(v_Len, 2));

    v_Msglen := v_Msglen + lengthof(v_NetworkName) + 4;

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    v_Msglen := v_Msglen + 5*4;

    // Build the message with MAC=0

    v_EAP_Message := cs_EAP_Request_AKAChallenge(int2oct(v_Msglen, 2),

                                                 v_RAND, v_AUTN, v_KDF,

                                                 v_KDF_INPUT, v_MAC);

    // Compute MAC according to RFC 5448 cl. 3.4.2

    v_EncodedMsg := encvalue(v_EAP_Message);

    v_K_aut := substr(p_Auth_Params.MK, 128,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC @sic R5s200400 sic@

    v_MACValue := bit2oct(substr(f_HMAC_SHA_256(v_K_aut, bit2oct(v_EncodedMsg)), 0, 128)); // @sic R5s200400 sic@

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    // Finally return the complete EAP-AKA' challenge with correct MAC

    return (bit2oct(encvalue(cs_EAP_Request_AKAChallenge (int2oct(v_Msglen, 2),

                                                          v_RAND, v_AUTN, v_KDF,

                                                          v_KDF_INPUT, v_MAC))));

  }
After change:

    function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,

                                 NAS_PlmnId p_PLMN,









 template (omit) EAP_AT_RESULT_IND p_RESULT_IND := omit)

    return octetstring

  {

    var template (value) EAP_AT_RAND v_RAND;

    var template (value) EAP_AT_AUTN v_AUTN;  // @sic R5s200400 sic@

    var template (value) EAP_AT_KDF v_KDF;

    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;

    var template (value) EAP_AT_MAC v_MAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var template (value) EAP_Message_Type v_EAP_Message;

    var integer v_Msglen := 8; // @sic R5s200400 sic@

    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN);

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    v_RAND := cs_EAP_AT_RAND (bit2oct(p_Auth_Params.AuthParams.RandValue));

    v_Msglen := v_Msglen + 5*4;

    v_AUTN := cs_EAP_AT_AUTN (bit2oct(p_Auth_Params.AuthParams.AUTN));

    v_Msglen := v_Msglen + 5*4;

    v_KDF := cs_EAP_AT_KDF;

    v_Msglen := v_Msglen + 4;


if(isvalue(p_RESULT_IND)){

      v_Msglen := v_Msglen + 4;


}

    v_Len := lengthof(v_NetworkName);

    if (v_Len mod 4 > 0) {

      v_Paddinglen := 4 - v_Len mod 4;

      for (i:=0; i < v_Paddinglen; i:=i+1) {

        v_NetworkName := v_NetworkName & '00'O;

      }

    }

    v_KDF_INPUT := cs_EAP_AT_KDF_INPUT (v_NetworkName, int2oct(v_Len, 2));

    v_Msglen := v_Msglen + lengthof(v_NetworkName) + 4;

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    v_Msglen := v_Msglen + 5*4;

    // Build the message with MAC=0

    v_EAP_Message := cs_EAP_Request_AKAChallenge(int2oct(v_Msglen, 2),

                                                 v_RAND, v_AUTN, v_KDF,

                                                 v_KDF_INPUT, v_MAC, p_RESULT_IND);

    // Compute MAC according to RFC 5448 cl. 3.4.2

    v_EncodedMsg := encvalue(v_EAP_Message);

    v_K_aut := substr(p_Auth_Params.MK, 128,256); // RFC 5448 cl. 3.3 K_aut to be used for computing MAC @sic R5s200400 sic@

    v_MACValue := bit2oct(substr(f_HMAC_SHA_256(v_K_aut, bit2oct(v_EncodedMsg)), 0, 128)); // @sic R5s200400 sic@

    v_MAC := cs_EAP_AT_MAC (v_MACValue);

    // Finally return the complete EAP-AKA' challenge with correct MAC

    return (bit2oct(encvalue(cs_EAP_Request_AKAChallenge (int2oct(v_Msglen, 2),

                                                          v_RAND, v_AUTN, v_KDF,

                                                          v_KDF_INPUT, v_MAC,















  p_RESULT_IND))));

  }

2.7 Change 7
	Template name
	cs_EAP_Request_AKAChallenge

	Reason for change
	As same as change 5.

	Summary of change
	As same as change 5.

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	Rejected.  Not specified in 38.508-1 table 4.7.3.2-2


Before change:

   template (value) EAP_Message_Type cs_EAP_Request_AKAChallenge(O2_Type p_Length,

                                                                template (value) EAP_AT_RAND p_RAND,

                                                                template (value) EAP_AT_AUTN p_AUTN,

                                                                template (value) EAP_AT_KDF p_KDF,

                                                                template (value) EAP_AT_KDF_INPUT p_KDF_INPUT,

                                                                template (value) EAP_AT_MAC p_MAC) :=

  { /* @status    APPROVED (NR5GC, NR5GC_IRAT) */

   akaChallenge_Req := { // @sic R5s200288 sic@

    code      := '01'O,    // Request - RFC 4187 cl. 8.1

    id        := '00'O,    // RFC 3748 cl. 4

    len       := p_Length, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '01'O,    // AKA-Challenge  as in RFC 4187 cl. 11

    reserved  := '0000'O,  // Set to 0 when sending, ignored by the receiver

    attributes := {

      rand := p_RAND,

      autn := p_AUTN,

      kdf  := p_KDF,

      kdfInput := p_KDF_INPUT,

      mac  := p_MAC,

      res  := omit,

      auts := omit,

      padd := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      iv   := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      checkCode  := omit,

      resultInd  := omit

    }

   }

  };
After change:

    template (value) EAP_Message_Type cs_EAP_Request_AKAChallenge(O2_Type p_Length,

                                                                template (value) EAP_AT_RAND p_RAND,

                                                                template (value) EAP_AT_AUTN p_AUTN,

                                                                template (value) EAP_AT_KDF p_KDF,

                                                                template (value) EAP_AT_KDF_INPUT p_KDF_INPUT,

                                                                template (value) EAP_AT_MAC p_MAC,

















template (omit) EAP_AT_RESULT_IND p_RESULT_IND := omit) :=

  { /* @status    APPROVED (NR5GC, NR5GC_IRAT) */

   akaChallenge_Req := { // @sic R5s200288 sic@

    code      := '01'O,    // Request - RFC 4187 cl. 8.1

    id        := '00'O,    // RFC 3748 cl. 4

    len       := p_Length, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '01'O,    // AKA-Challenge  as in RFC 4187 cl. 11

    reserved  := '0000'O,  // Set to 0 when sending, ignored by the receiver

    attributes := {

      rand := p_RAND,

      autn := p_AUTN,

      res  := omit,

      auts := omit,

      padd := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      iv   := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      checkCode  := omit,

      resultInd  := p_RESULT_IND,

      kdf  := p_KDF,

      kdfInput := p_KDF_INPUT,

      mac  := p_MAC

    }

   }

  };

