3GPP TS 38.523-1 V16.4.0 (2020-06)
1672
Release 16


3GPP TSG-RAN5 Meeting #xxR5-2
xxxxx

	CR-Form-v12.0

	CHANGE REQUEST

	

	
	38.523-1
	CR
	
	rev
	-
	Current version:
	
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	Correction to NR5GC testcase 10.1.1.2

	
	

	Source to WG:
	Rohde & Schwarz

	Source to TSG:
	R5

	
	

	Work item code:
	5GS_NR_LTE-UEConTest
	
	Date:
	

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	In the current Prose, at Step 6 the PDU session Release command with cause #26 is transmitted, and the special messge content also sets the T3396 to 0. After the UE transimts the PDU Session release Complete message at Step 7, the SS releases the rrc connection.

As per 24.501 cl 6.3.3.3

Quote

If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #26 "insufficient resources" and the Back-off timer value IE, the UE shall ignore the 5GSM congestion re-attempt indicator IE provided by the network, if any, and the UE shall take different actions depending on the timer value received for timer T3396 in the Back-off timer value:
<<skipped text>>

c)
if the timer value indicates zero, the UE:
1)
shall stop timer T3396 associated with the corresponding DNN, if running, and may send a PDU SESSION ESTABLISHMENT REQUEST message or PDU SESSION MODIFICATION REQUEST message for the same DNN; and
2)
if no DNN was provided during the PDU session establishment and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN, if running, and may send a PDU SESSION ESTABLISHMENT REQUEST message without a DNN, or a PDU SESSION MODIFICATION REQUEST message without an DNN provided by the UE.
Unquote

Thus, it might happen that before the user gets a chance to trigger a PDU session according to Step8, the UE may transmit a rrcREQ for establishing a PDU session. This is not handled in current Prose.

Also, the TP2 is achieved by transmitting a PDU Session Release Command with cause #29 at Step 18, AFTER a successful PDU Session Authentication Command/Complete is performed at Steps 16 and 17.

It can be seen that the same procedure (PDU Session Authentication Command/Complete) is also performed at Steps 4 -5. The steps (6 – 17) after this don’t really serve any purpose for TP testing and are only adding additional signalling that is avoidable. Moreover, voiding the steps 6-17 will also avoid the issue highlighted above with cause #26 (Steps 6-17).
At Step 18, the PDU session release command should also contain EAP-failure IE. This is in-line with TP2 description. The special message content for Step 18 should include this. Current prose is not doing this.

Finally, as per the preamble only one PDU session is established in the testcase which is being played with. Some UEs may try to initiate a PDU session after Step 19, as there will be no PDU session active. To avoid such a possibility, it is proposed that the preamble be changed to state 3N-A, and New steps 0A and 0B are introduced where a second PDU session is established to be played with.

	
	

	Summary of change:
	Voided Steps 6-17.
Added new Steps 0A and 0B for a second PDU session establishment

Updated the preamble from 1N-A to 3N-A
Updated the special message content for step 18 to include EAP-failure IE.
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10.1.1.2
PDU session authentication and authorization / after the UE-requested PDU session procedure

10.1.1.2.1
Test Purpose (TP)

(1)

with { the UE is in 5GMM-REGISTERED state with an established PDU session }

ensure that {

  when { UE receives a PDU SESSION AUTHENTICATION COMMAND message }

    then { UE transmits a PDU SESSION AUTHENTICATION COMPLETE message }

            }

(2)

with { PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure }

ensure that {

  when { UE receives EAP-failure message in the PDU SESSION RELEASE COMMAND message }

    then { the 5GSM state of the UE is PDU SESSION INACTIVE state }

            }

(3)

with { PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure }

ensure that {

  when { UE receives EAP-success message in the PDU SESSION AUTHENTICATION RESULT message }

    then { the 5GSM state of the UE is PDU SESSION ACTIVE state }

            }

10.1.1.2.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.501, clause 6.3.1.1, clause 6.3.1.2.1, 6.3.1.2.2 and 6.3.1.3.1. Unless otherwise stated these are Rel-15 requirements.
[TS 24.501 clause 6.3.1.1]

The purpose of the PDU session authentication and authorization procedure is to enable the DN:

a)
to authenticate the upper layers of the UE, when establishing the PDU session;

b)
to authorize the upper layers of the UE, when establishing the PDU session;

c)
both of the above; or

d)
to re-authenticate the upper layers of the UE after establishment of the PDU session.

The PDU session authentication and authorization procedure can be performed only during or after the UE-requested PDU session procedure establishing a non-emergency PDU session. The PDU session authentication and authorization procedure shall not be performed during or after the UE-requested PDU session establishment procedure establishing an emergency PDU session.

The network authenticates the UE using the Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [32].

EAP has defined four types of EAP messages:

a)
an EAP-request message;

b)
an EAP-response message;

c)
an EAP-success message; and

d)
an EAP-failure message.

The EAP-request message is transported from the network to the UE using the PDU SESSION AUTHENTICATION COMMAND message of the PDU EAP message reliable transport procedure.

The EAP-response message to the EAP-request message is transported from the UE to the network using the PDU SESSION AUTHENTICATION COMPLETE message of the PDU EAP message reliable transport procedure.

If the PDU session authentication and authorization procedure is performed during the UE-requested PDU session establishment procedure:

a)
and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message.

b)
and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure:

a)
and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE using the PDU SESSION AUTHENTICATION RESULT message of the PDU EAP result message transport procedure.

b)
and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the PDU SESSION RELEASE COMMAND message of the network-requested PDU session release procedure.

There can be several rounds of exchange of an EAP-request message and a related EAP-response message for the DN to complete the authentication and authorization of the request for a PDU session (see example in figure 6.3.1.1).

The SMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite value.

NOTE:
The PDU session authentication and authorization procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer of the SMF do not occur.
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Figure 6.3.1.1: PDU session authentication and authorization procedure

[TS 24.501 clause 6.3.1.2.1]

In order to initiate the PDU EAP message reliable transport procedure, the SMF shall create a PDU SESSION AUTHENTICATION COMMAND message.

The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION COMMAND message to "No procedure transaction identity assigned".

The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message to the EAP-request message provided by the DN or generated locally.

The SMF shall send the PDU SESSION AUTHENTICATION COMMAND message, and the SMF shall start timer T3590 (see example in figure 6.3.1.1).

Upon receipt of a PDU SESSION AUTHENTICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

[TS 24.501 clause 6.3.1.2.2]

When the upper layers provide an EAP-response message responding to the received EAP-request message, the UE shall create a PDU SESSION AUTHENTICATION COMPLETE message.

The UE shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the EAP-response message.

The UE shall transport the PDU SESSION AUTHENTICATION COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

Upon receipt of a PDU SESSION AUTHENTICATION COMPLETE message, the SMF shall stop timer T3590 and provides the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the DN or handles it locally.

[TS 24.501 clause 6.3.1.3.1]

In order to initiate the PDU EAP result message transport procedure, the SMF shall create a PDU SESSION AUTHENTICATION RESULT message.

The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION RESULT message to "No procedure transaction identity assigned".

The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message to the EAP-success message provided by the DN.

The SMF shall send the PDU SESSION AUTHENTICATION RESULT message.

Upon receipt of a PDU SESSION AUTHENTICATION RESULT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

10.1.1.2.3
Test description

10.1.1.2.3.1
Pre-test conditions

System Simulator:

NGC Cell A
UE:

None.

Preamble:


The UE is in state 3N-A, on NGC Cell A with at least one PDU Session X (1<= X <= 15) active according to TS 38.508-1 [4].

10.1.1.2.3.2
Test procedure sequence

Table 10.1.1.2.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	0A
	Cause the UE to request establishment of PDU session Y to the DN.(Note 1)
	-
	
	-
	-

	0B
	The PDU session establishment procedure as specified in TS 38.508-1 [4] subclause 4.5A.2  take place.
	-
	
	-
	-

	1
	The SS transmits PDU SESSION AUTHENTICATION COMMAND including an EAP-Request message for PDU Sesion Y.
	<--
	PDU SESSION AUTHENTICATION COMMAND
	-
	-

	2
	Check: Does the UE transmit a PDU SESSION AUTHENTICATION COMPLETE containing EAP-Response message?
	-->
	PDU SESSION AUTHENTICATION COMPLETE
	1
	P

	3
	The SS transmits PDU SESSION AUTHENTICATION RESULT message containing an EAP-Success message for PDU Session Y.
	<--
	PDU SESSION AUTHENTICATION RESULT
	-
	-

	4
	The SS transmits PDU SESSION AUTHENTICATION COMMAND including an EAP-Request message for PDU Sesion Y.
	<--
	PDU SESSION AUTHENTICATION COMMAND
	-
	-

	5
	Check: Does the UE transmit a PDU SESSION AUTHENTICATION COMPLETE containing EAP-Response message?
	-->
	PDU SESSION AUTHENTICATION COMPLETE
	3
	P

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	

	
	
	
	

	
	
	
	
	
	

	
	


	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	18
	SS transmits a PDU SESSION RELEASE COMMAND including 5GSM cause #29 “user authentication or authorization failed " for PDU Sesion Y.
	-->
	PDU SESSION RELEASE COMMAND
	-
	-

	19
	Check: Does UE transmit a PDU SESSION RELEASE COMPLETE message?
	-->
	PDU SESSION PDU SESSION RELEASE COMPLETE
	2
	P

	Note 1:
The request of connectivity to an additional PDU session may be performed by MMI or AT command.


10.1.1.2.3.3
Specific message contents

Table 10.1.1.2.3.3-1: Void
Table 10.1.1.2.3.3-2: Void
Table 10.1.1.2.3.3-2A: PDU SESSION AUTHENTICATION RESULT (step 3, Table 10.1.1.2.3.2-1)
	Derivation Path: TS 38.508-1 table 4.7.2-6

	Information Element
	Value/remark
	Comment
	Condition

	EAP message
	EAP-success
	See TS 24.501 [25] subclause 9.11.2.2
	


 Void
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Table 10.1.1.2.3.3-5: PDU SESSION RELEASE COMMAND (step 18, Table 10.1.1.2.3.2-1)

	Derivation Path: TS 38.508-1 [4] Table 4.7.2-14

	Information Element
	Value/remark
	Comment
	Condition

	PDU session ID
	The same ID as the ID of PDU session which UE request in step 13 in Table 10.1.1.2.3.2-1
	
	

	5GSM cause
	'0001 1101'B
	user authentication or authorization failed
	

	Back-off timer value 
	‘1010 0000’B
	0 minutes
	

	EAP message
	EAP-failure
	See TS 24.501 [25] subclause 9.11.2.2
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