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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D19wk50 related to the title of this CR.

Contact:
Yongsheng Ma


mayongsheng@starpointcomm.com
2 Corrections required

2.1 Change 1

	Template name
	 cs_EAP_Success

	Reason for change
	EAP success message should contain the code string of EAP success itself only  When is used in function f_NR_NASSecurityModeProcedure. However, the output after encoding will include union index and optional indication of the EAP message type due to the definition in current TTCN.

	Summary of change
	Use EAP_Success_Type instead of EAP_Message_Type in template definition.


	TTCN module
	EAP_TypeDefs.ttcn

	MCC160 Comment
	The EAP type definitions should be encoded the same as the NAS types - so that no extra bits indicate the union type.  Alternative solution implemented: _AKAChallenge templates changed to use EAP_Message_Type


Before Change:

	  template (value) EAP_Message_Type cs_EAP_Success (O1_Type p_Id := '00'O) :=

  { /* @status    APPROVED (NR5GC) */

    success := {

      code      := '03'O, // Success

      id        := p_Id,    // RFC 3748 cl. 4

      len      := '0004'O // RFC 3748 cl. 4.1

    }
  };  


After Change:

	   template (value) EAP_Success_Type cs_EAP_Success (O1_Type p_Id := '00'O) :=

  { /* @status    APPROVED (NR5GC) */

      code      := '03'O, // Success

      id        := p_Id,    // RFC 3748 cl. 4

      len      := '0004'O // RFC 3748 cl. 4.1

   };  


2.2 Change 2
	Template name
	cs_EAP_FAilure

	Reason for change
	EAP failure message should contain the code string of EAP failure itself only. However, the output after encoding will include union index and optional indication of the EAP message type due to the definition in current TTCN.

	Summary of change
	1. Use EAP_Failure_Type instead of EAP_Message_Type in template definition.
2. Modify an editorial error.

	TTCN module
	EAP_TypeDefs.ttcn

	MCC160 Comment
	Not needed


Before Change:

	  template (value) EAP_Message_Type cs_EAP_FAilure (O1_Type p_Id := '00'O) :=

  {

    failure := {

      code      := '04'O, // Failure

      id        := p_Id,    // RFC 3748 cl. 4

      len      := '0004'O // RFC 3748 cl. 4.1

    }
  };


After Change:

	  template (value) EAP_Failure_Type cs_EAP_Failure (O1_Type p_Id := '00'O) :=

  {

      code      := '04'O, // Failure

      id        := p_Id,    // RFC 3748 cl. 4

      len      := '0004'O // RFC 3748 cl. 4.1

  };


MCC160 Implementation:
  template (value) EAP_Message_Type cs_EAP_Request_AKAChallenge(O2_Type p_Length,

                                                                template (value) EAP_AT_RAND p_RAND,

                                                                template (value) EAP_AT_AUTN p_AUTN,

                                                                template (value) EAP_AT_KDF p_KDF,

                                                                template (value) EAP_AT_KDF_INPUT p_KDF_INPUT,

                                                                template (value) EAP_AT_MAC p_MAC) :=

  { /* @status    APPROVED (NR5GC) */
   akaChallenge_Req := {
    code      := '01'O,    // Request - RFC 4187 cl. 8.1

    id        := '00'O,    // RFC 3748 cl. 4

    len       := p_Length, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '01'O,    // AKA-Challenge  as in RFC 4187 cl. 11

    reserved  := '0000'O,  // Set to 0 when sending, ignored by the receiver

    attributes := {

      rand := p_RAND,

      autn := p_AUTN,

      res  := omit,

      auts := omit,

      padd := omit,

      permIdReq := omit,

      notification := omit,

      anyIdReq := omit,

      id   := omit,

      versionList := omit,

      selectedVersion := omit,

      fullauthIdReq := omit,

      counter := omit,

      counterTooSmall := omit,

      nonceS  := omit,

      clientErrorCode := omit,

      iv   := omit,

      nextPseudonym := omit,

      nextReauthId  := omit,

      checkCode  := omit,

      resultInd  := omit,

      kdf  := p_KDF,

      kdfInput := p_KDF_INPUT,

      mac  := p_MAC

    }
   }
  };

  template (present) EAP_Message_Type cr_EAP_Response_AKAChallenge(O2_Type p_Length,

                                                                    template (present) EAP_AT_RES p_RES,

                                                                    template (present) EAP_AT_MAC p_MAC) :=

  { /* @status    APPROVED (NR5GC) */
   akaChallenge_Rsp := {
    code      := '02'O,    // Response - RFC 4187 cl. 8.1

    id        := '00'O,    // RFC 3748 cl. 4

    len       := p_Length, // RFC 3748 cl. 4

    type_     := '32'O,    // RFC 5448 cl. 6.1

    subtype   := '01'O,    // AKA-Challenge  as in RFC 4187 cl. 11

    reserved  := ?,        // Set to 0 when sending, ignored by the receiver

    attributes := {

      rand := *,

      autn := *,

      res  := p_RES,

      auts := *,

      padd := *,

      permIdReq := *,

      notification := *,

      anyIdReq := *,

      id   := *,

      versionList := *,

      selectedVersion := *,

      fullauthIdReq := *,

      counter := *,

      counterTooSmall := *,

      nonceS  := *,

      clientErrorCode := *,

      iv   := *,

      nextPseudonym := *,

      nextReauthId  := *,

      checkCode  := *,

      resultInd  := *,

      kdf  := *,

      kdfInput := *,

      mac  := p_MAC

    }
   }
  };
  function f_NG_EAP_ChallengeReq(NG_NAS_SecurityParams_Type p_Auth_Params,

                                 NAS_PlmnId p_PLMN)

    return octetstring

  {

    var template (value) EAP_AT_RAND v_RAND;

    var template (value) EAP_AT_RAND v_AUTN;

    var template (value) EAP_AT_KDF v_KDF;

    var template (value) EAP_AT_KDF_INPUT v_KDF_INPUT;

    var template (value) EAP_AT_MAC v_MAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var template (value) EAP_Message_Type v_EAP_Message;

    var integer v_Msglen := 0;

    var octetstring v_NetworkName := fl_GetServingNetworkName (p_PLMN);

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

   ...

  function f_NG_EAP_SuccessfulAuthenticationResponse(inout NG_NAS_SecurityParams_Type p_Auth_Params,

                                                     octetstring p_ReceivedEAP)

    return boolean

  {

    var boolean v_Result := false;

    var bitstring v_ReceivedEAP := oct2bit(p_ReceivedEAP);

    var O16_Type v_RxdMAC;

    var O16_Type v_MACValue := '00000000000000000000000000000000'O;

    var bitstring v_K_aut;

    var EAP_Message_Type v_EAP_Message;

    var B32_128_Type v_RESValue;

    var bitstring v_EncodedMsg;

    var integer v_Len;

    var integer v_Paddinglen;

    var integer i;

    ...
