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	Reason for change:
	In the current TTCN implementation of function f_NR5GC_RRC_Idle_Steps5_9_AKA, when the UE transmits RegistrationREQ with ngKSI set to a value other than ‘111’B, the KSIamf is updated. 

However, the UE also haas a security context, and hence the variable v_SecurityHeaderResponse should also be changed from tsc_SHT_NoSecurityProtection ( tsc_SHT_IntegrityProtected.

This needs to be corrected.

	
	

	Summary of change:
	Update function f_NR5GC_RRC_Idle_Steps5_9_AKA to accommodate the above mentioned issue.

Please see below.
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Change 1
	Function name
	f_NR5GC_RRC_Idle_Steps5_9_AKA

	Reason for change
	In the current TTCN implementation of function f_NR5GC_RRC_Idle_Steps5_9_AKA, when the UE transmits RegistrationREQ with ngKSI set to a value other than ‘111’B, the KSIamf is updated. 

However, the UE also haas a security context, and hence the variable v_SecurityHeaderResponse should also be changed from tsc_SHT_NoSecurityProtection ( tsc_SHT_IntegrityProtected.

This needs to be corrected.

	Summary of change
	Update function f_NR5GC_RRC_Idle_Steps5_9_AKA to accommodate the above mentioned issue.

Please see below.

	TTCN module
	NR5GC_NASSteps.ttcn

	MCC160 Comment
	Accepted in principle.  Implemented as per R5-200477  


Before change:
	<<SKIPPED CODE>>
if (v_ReceivedMsg.Pdu.Msg.registration_Request.ngNasKSI.nasKeySetId != '111'B) { // @sic R5s190929 sic@
      v_SecurityParams.KSIamf := v_ReceivedMsg.Pdu.Msg.registration_Request.ngNasKSI.nasKeySetId;
      f_NR5GC_Security_Set(v_SecurityParams);      
    }
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {
      f_NR_Authentication5G_AKA(p_CellId, v_SentSecurityHeader, v_SecurityHeaderResponse, p_PLMN);
    } else {
      f_NR_AuthenticationEAP_AKA(p_CellId, v_SentSecurityHeader, v_SecurityHeaderResponse, p_PLMN);
    }
<<SKIPPED CODE>>


After change:
	<<SKIPPED CODE>>
if (v_ReceivedMsg.Pdu.Msg.registration_Request.ngNasKSI.nasKeySetId != '111'B) { // @sic R5s190929 sic@
      v_SecurityParams.KSIamf := v_ReceivedMsg.Pdu.Msg.registration_Request.ngNasKSI.nasKeySetId;
      f_NR5GC_Security_Set(v_SecurityParams);
      v_SentSecurityHeader := tsc_SHT_NoSecurityProtection; //WA#R&S
 
  v_SecurityHeaderResponse := tsc_SHT_IntegrityProtected; //WA#R&S UE has security context
    }
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {
      f_NR_Authentication5G_AKA(p_CellId, v_SentSecurityHeader, v_SecurityHeaderResponse, p_PLMN);
    } else {
      f_NR_AuthenticationEAP_AKA(p_CellId, v_SentSecurityHeader, v_SecurityHeaderResponse, p_PLMN);
    }
<<SKIPPED CODE>>


