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	Reason for change:
	Security Keys is not activated while activateing the EPS Bearer duraing Reconfiguration.
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Change 1
	Function name
	fl_TC_8_2_3_14_1_ENDC_EUTRA_TestBody

	Reason for change
	No need of the coordination message as security params need to be updated 

	Summary of change
	Remove the Coordination message at step 1

	TTCN module
	RRCHandover_ENDC_EUTRA.ttcn

	MCC160 Comment
	Rejected.  See change 2


Before Change
function fl_TC_8_2_3_14_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    // @siclog "Steps 1 - 2" siclog@

    // T1 power levels not changed on EUTRA

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger); // @sic R5s190925 sic@
    // Update SgNB Keys for new SK Counter value

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR, 1);

    // Need to change the link to NR Cell 2

    f_EUTRA_SS_CommonRadioBearerConfig (eutra_Cell1, {cs_RadioBearer_Reconfig_SplitDRB2(nr_Cell2)});

    f_EUTRA38_RRC_PSCellChange_InterCell (eutra_Cell1, v_Security_Params.SK_Counter);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 2");

    // @siclog "Steps 3 - 4" siclog@      // @siclog "Steps 3 - 4" siclog@

    // Send trigger to NR to test DRB2

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

  }

}
After change

function fl_TC_8_2_3_14_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    // @siclog "Steps 1 - 2" siclog@

    // T1 power levels not changed on EUTRA
    // Update SgNB Keys for new SK Counter value

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR, 1);

    // Need to change the link to NR Cell 2

    f_EUTRA_SS_CommonRadioBearerConfig (eutra_Cell1, {cs_RadioBearer_Reconfig_SplitDRB2(nr_Cell2)});

    f_EUTRA38_RRC_PSCellChange_InterCell (eutra_Cell1, v_Security_Params.SK_Counter);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 2");

    // @siclog "Steps 3 - 4" siclog@      // @siclog "Steps 3 - 4" siclog@

    // Send trigger to NR to test DRB2

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

  }

}
Change 2
	Function name
	fl_TC_8_2_3_14_1_ENDC_NR_TestBody

	Reason for change
	1. Security keys need to be configured before handover and same will be used after handover
2. Security keys need not to be generated again after handover.

	Summary of change
	1. Activate the security keys before handover while configure EPS bearer
2. Pass a parameter as false in function to avoid generating the security keys again.

	TTCN module
	RRCHandover_ENDC_NR.ttcn

	MCC160 Comment
	Rejected.  Security keys are configured in step 5 in f_NR_RRC_PSCellChange_InterCell.


Before Change

function fl_TC_8_2_3_14_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC

  {

    // @siclog "Step 1" siclog@

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  // @sic R5s190925 sic@
    // Now change to T1 power levels

    f_NR_SetCellPower (nr_Cell1, -88, -91);

    f_NR_SetCellPower (nr_Cell2, -82, -82);

    // Configure DRB2 on Cell 2

    f_NR_RRC_PSCellChange_InterCell(nr_Cell1, nr_Cell2, hex2int('4148'H));

    // @siclog "Step 4" siclog@

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

     // @sic R5s190541 sic@

    f_NR_CheckDataPath (nr_Cell2, PDN_2, dedicatedBearer, tsc_NR_DRB2, cs_RlcBearerRouting_NR(nr_Cell2), -, "Step 4");

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger);

  }

}
After change

function fl_TC_8_2_3_14_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC

  {

    // @siclog "Step 1" siclog@

    // Now change to T1 power levels

    f_NR_SetCellPower (nr_Cell1, -88, -91);

    f_NR_SetCellPower (nr_Cell2, -82, -82);

    f_ENDC_GetKeysActivateSecurity(nr_Cell2, EUTRA);
    // Configure DRB2 on Cell 2

    f_NR_RRC_PSCellChange_InterCell(nr_Cell1, nr_Cell2, hex2int('4148'H), -, -, -, -, -, false);
    // @siclog "Step 4" siclog@

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

     // @sic R5s190541 sic@

    f_NR_CheckDataPath (nr_Cell2, PDN_2, dedicatedBearer, tsc_NR_DRB2, cs_RlcBearerRouting_NR(nr_Cell2), -, "Step 4");

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger);

  }

}
Change 3
	Function name
	f_NR_RRC_PSCellChange_InterCell

	Reason for change
	Pass a parameter in the function for a check if keys need to be generated.

	Summary of change
	Added a parameter p_KeysTobeRegenerated in the function

	TTCN module
	NR_Handover_ENDC.ttcn

	MCC160 Comment
	Rejected.  See change 2


Before Change

function f_NR_RRC_PSCellChange_InterCell(NR_CellId_Type                       p_SourceCellId,

                                           NR_CellId_Type                       p_TargetCellId,

                                           RNTI_Value                           p_RNTI_Value :=  tsc_C_RNTI_Value3,

                                           boolean                              p_IsSrb3Configured := false,

                                           boolean                              p_RBConfig_KeyChange := true,

                                           NR_KeyToUse_Type                     p_KeyToUse := secondary,

                                           template (omit) ReconfigurationWithSync.rach_ConfigDedicated p_RACH_ConfigDedicated := omit,

                                           template (omit)  MeasConfig          p_MeasConfig  := omit

                                           template (omit)  MeasConfig          p_MeasConfig  := omit

                                           ) runs on NR_BASE_PTC

  { //@sic R5-195240 sic@

    var template (value) NR_RachProcedureConfig_Type v_RachProcedureConfig;

    var template (value) CellGroupConfig v_SCGConfig := f_NR_CellGroupConfig_PSCellChange( p_TargetCellId, p_RNTI_Value, p_IsSrb3Configured, p_RACH_ConfigDedicated);

    var template (value) RadioBearerConfig v_RadioBearerConfig := f_NR_RetreiveRadioBearerConfig_PSCellChange( p_RBConfig_KeyChange, p_IsSrb3Configured, p_KeyToUse);

    v_RachProcedureConfig := f_NR_GetRACHProcedureConfigPScell( p_TargetCellId, p_RACH_ConfigDedicated);

    f_NR_RRC_PSCellChange_InterCell_Common(p_SourceCellId,

                                           p_TargetCellId,

                                           p_RNTI_Value,

                                           v_RadioBearerConfig,

                                           v_SCGConfig,

                                           p_RBConfig_KeyChange,

                                           p_IsSrb3Configured,

                                           v_RachProcedureConfig,

                                           p_RACH_ConfigDedicated,

                                           p_MeasConfig);

                                           p_MeasConfig);
} 
After change

function f_NR_RRC_PSCellChange_InterCell(NR_CellId_Type                       p_SourceCellId,

                                           NR_CellId_Type                       p_TargetCellId,

                                           RNTI_Value                           p_RNTI_Value :=  tsc_C_RNTI_Value3,

                                           boolean                              p_IsSrb3Configured := false,

                                           boolean                              p_RBConfig_KeyChange := true,

                                           NR_KeyToUse_Type                     p_KeyToUse := secondary,

                                           template (omit) ReconfigurationWithSync.rach_ConfigDedicated p_RACH_ConfigDedicated := omit,

                                           template (omit)  MeasConfig          p_MeasConfig  := omit

                                           template (omit)  MeasConfig          p_MeasConfig  := omit,

                                           boolean                              p_KeysTobeRegenerated := true
                                           ) runs on NR_BASE_PTC

  { //@sic R5-195240 sic@

    var template (value) NR_RachProcedureConfig_Type v_RachProcedureConfig;

    var template (value) CellGroupConfig v_SCGConfig := f_NR_CellGroupConfig_PSCellChange( p_TargetCellId, p_RNTI_Value, p_IsSrb3Configured, p_RACH_ConfigDedicated);

    var template (value) RadioBearerConfig v_RadioBearerConfig := f_NR_RetreiveRadioBearerConfig_PSCellChange( p_RBConfig_KeyChange, p_IsSrb3Configured, p_KeyToUse);

    v_RachProcedureConfig := f_NR_GetRACHProcedureConfigPScell( p_TargetCellId, p_RACH_ConfigDedicated);

    f_NR_RRC_PSCellChange_InterCell_Common(p_SourceCellId,

                                           p_TargetCellId,

                                           p_RNTI_Value,

                                           v_RadioBearerConfig,

                                           v_SCGConfig,

                                           p_RBConfig_KeyChange,

                                           p_IsSrb3Configured,

                                           v_RachProcedureConfig,

                                           p_RACH_ConfigDedicated,

                                           p_MeasConfig);

                                           p_MeasConfig,

                                           -,

                                           p_KeysTobeRegenerated); 

  }
Change 4
	Function name
	f_NR_RRC_PSCellChange_InterCell_Common

	Reason for change
	At step 5, After handover activate the current security keys instead of new keys.

	Summary of change
	Activate the current security keys.

	TTCN module
	NR_Handover_ENDC.ttcn

	MCC160 Comment
	Rejected.  See change 2


Before Change

function f_NR_RRC_PSCellChange_InterCell_Common(NR_CellId_Type                       p_SourceCellId,

                                                    NR_CellId_Type                       p_TargetCellId,

                                                    RNTI_Value                           p_RNTI_Value :=  tsc_C_RNTI_Value3,

                                                    template (omit) RadioBearerConfig   p_RadioBearerConfig,

                                                    template (value) CellGroupConfig     p_SCGConfig,

                                                    boolean                              p_RBConfig_KeyChange := true,

                                                    boolean                              p_IsSrb3Configured := false,

                                                    template (value) NR_RachProcedureConfig_Type p_RachProcedureConfig,

                                                    template (omit) ReconfigurationWithSync.rach_ConfigDedicated p_RACH_ConfigDedicated := omit,

                                                    template (omit) MeasConfig           p_MeasConfig := omit,

                                                    template (value) UL_GrantConfig_Type p_UL_GrantConfig_TargetCell := cs_UL_GrantConfig_OnSR

                                                    ) runs on NR_BASE_PTC

  {

    var template (value) NR_RadioBearer_Type v_RadioBearerDRB2 := f_NR_GetRadioBearerConfig_FullAM_DRB2(p_TargetCellId);

    var template (value) NR_RadioBearerList_Type v_RadioBearerList := {v_RadioBearerDRB2};

    var template (value) NR_RadioBearerList_Type v_RadioBearerToReleaseList := {cs_NR_SS_DRB_Release(tsc_NR_DRB2)};

    //@sic R5s190934: p_RadioBearerConfig changed to template(omit) sic@

   // Step 1 NR Target Cell: Configuration of SRB3 (if necessary) and DRBs

    if (p_IsSrb3Configured) {

        v_RadioBearerList := { cs_NR_SS_RadioBearer_Config(tsc_NR_RbId_SRB3, cs_NR_PDCP_Configuration_RBTerminating(cs_NR_PDCP_RbConfig_ParamsSRB, crs_RlcBearerRouting_None)),

                               v_RadioBearerDRB2 };

    f_NR_SS_PdcpHandoverCtrl(p_TargetCellId, cas_NR_PdcpHandoverInit_REQ(p_SourceCellId, p_TargetCellId));

…..

    //Step 4. NR Target Cell: Configure RACH procedure either dedicated or C-RNTI based.

    // Save new C-RNTI in cell configuration for p_TargetCellId

    f_NR_CellInfo_SetRNTI(p_TargetCellId, p_RNTI_Value);

    f_NR_SS_C_RNTI_Config(p_TargetCellId, p_RNTI_Value);  //@sic R5s190970 sic@

    f_NR_SS_RachProcedureConfigHO(p_TargetCellId, p_RachProcedureConfig, -, p_RACH_ConfigDedicated);

    //Step 5 NR Target Cell: Activate security.

    // get latest SK Counter value

    f_ENDC_GetKeysActivateSecurity(p_TargetCellId, EUTRA); // @sic R5s190491 sic@

    //Step 6 NR Target Cell: Configure UL grant configuration ("OnSR", default grant).

    //NOTE 3:   Unless explicitly specified UL grant configuration keeps configured as per default at the NR source cell.

    f_NR_ULGrantConfiguration_Start(p_TargetCellId, -, -, -, -, p_UL_GrantConfig_TargetCell);

    // Step 7 E-UTRA Cell Send RRCConnectionReconfiguration

    // Step 8 E-UTRA Cell: Receive RRCConnectionReconfigurationComplete.

    f_NR_SendRRCReconfigurationContentsToEUTRA(p_RadioBearerConfig, p_SCGConfig, p_MeasConfig);

    // Step 9 NR Target Cell: Inform the SS about completion of the PSCell change (e.g. to trigger PDCP STATUS REPORT PDU).

    f_NR_SS_PdcpHandoverCtrl(p_TargetCellId, cas_NR_PdcpHandoverComplete_REQ(p_TargetCellId));

    //Step 10 NR Source Cell: Release SRB3 (if necessary) and DRBs.

    if (p_IsSrb3Configured) {

      v_RadioBearerToReleaseList := { cs_NR_SS_RadioBearer_Release(tsc_NR_RbId_SRB3), cs_NR_SS_DRB_Release(tsc_NR_DRB2)};

    }

    f_NR_SS_CommonRadioBearerConfig(p_SourceCellId, v_RadioBearerToReleaseList);

  }
After change

function f_NR_RRC_PSCellChange_InterCell_Common(NR_CellId_Type                       p_SourceCellId,

                                                    NR_CellId_Type                       p_TargetCellId,

                                                    RNTI_Value                           p_RNTI_Value :=  tsc_C_RNTI_Value3,

                                                    template (omit) RadioBearerConfig   p_RadioBearerConfig,

                                                    template (value) CellGroupConfig     p_SCGConfig,

                                                    boolean                              p_RBConfig_KeyChange := true,

                                                    boolean                              p_IsSrb3Configured := false,

                                                    template (value) NR_RachProcedureConfig_Type p_RachProcedureConfig,

                                                    template (omit) ReconfigurationWithSync.rach_ConfigDedicated p_RACH_ConfigDedicated := omit,

                                                    template (omit) MeasConfig           p_MeasConfig := omit,

                                                    template (value) UL_GrantConfig_Type p_UL_GrantConfig_TargetCell := cs_UL_GrantConfig_OnSR,

                                                    boolean                              p_KeysTobeRegenerated := true 

                                                    ) runs on NR_BASE_PTC

  {

    var template (value) NR_RadioBearer_Type v_RadioBearerDRB2 := f_NR_GetRadioBearerConfig_FullAM_DRB2(p_TargetCellId);

    var template (value) NR_RadioBearerList_Type v_RadioBearerList := {v_RadioBearerDRB2};

    var template (value) NR_RadioBearerList_Type v_RadioBearerToReleaseList := {cs_NR_SS_DRB_Release(tsc_NR_DRB2)};

    //@sic R5s190934: p_RadioBearerConfig changed to template(omit) sic@

   // Step 1 NR Target Cell: Configuration of SRB3 (if necessary) and DRBs

    if (p_IsSrb3Configured) {

        v_RadioBearerList := { cs_NR_SS_RadioBearer_Config(tsc_NR_RbId_SRB3, cs_NR_PDCP_Configuration_RBTerminating(cs_NR_PDCP_RbConfig_ParamsSRB, crs_RlcBearerRouting_None)),

                               v_RadioBearerDRB2 };

    f_NR_SS_PdcpHandoverCtrl(p_TargetCellId, cas_NR_PdcpHandoverInit_REQ(p_SourceCellId, p_TargetCellId));

…..

    //Step 4. NR Target Cell: Configure RACH procedure either dedicated or C-RNTI based.

    // Save new C-RNTI in cell configuration for p_TargetCellId

    f_NR_CellInfo_SetRNTI(p_TargetCellId, p_RNTI_Value);

    f_NR_SS_C_RNTI_Config(p_TargetCellId, p_RNTI_Value);  //@sic R5s190970 sic@

    f_NR_SS_RachProcedureConfigHO(p_TargetCellId, p_RachProcedureConfig, -, p_RACH_ConfigDedicated);

    //Step 5 NR Target Cell: Activate security.

    // get latest SK Counter value

    f_NR_SS_AS_ActivateSecurity_Current(p_TargetCellId, -, -, p_KeysTobeRegenerated);
    //Step 6 NR Target Cell: Configure UL grant configuration ("OnSR", default grant).

    //NOTE 3:   Unless explicitly specified UL grant configuration keeps configured as per default at the NR source cell.

    f_NR_ULGrantConfiguration_Start(p_TargetCellId, -, -, -, -, p_UL_GrantConfig_TargetCell);

    // Step 7 E-UTRA Cell Send RRCConnectionReconfiguration

    // Step 8 E-UTRA Cell: Receive RRCConnectionReconfigurationComplete.

    f_NR_SendRRCReconfigurationContentsToEUTRA(p_RadioBearerConfig, p_SCGConfig, p_MeasConfig);

    // Step 9 NR Target Cell: Inform the SS about completion of the PSCell change (e.g. to trigger PDCP STATUS REPORT PDU).

    f_NR_SS_PdcpHandoverCtrl(p_TargetCellId, cas_NR_PdcpHandoverComplete_REQ(p_TargetCellId));

    //Step 10 NR Source Cell: Release SRB3 (if necessary) and DRBs.

    if (p_IsSrb3Configured) {

      v_RadioBearerToReleaseList := { cs_NR_SS_RadioBearer_Release(tsc_NR_RbId_SRB3), cs_NR_SS_DRB_Release(tsc_NR_DRB2)};

    }

    f_NR_SS_CommonRadioBearerConfig(p_SourceCellId, v_RadioBearerToReleaseList);
}
Change 5
	Function name
	f_NR_SS_AS_ActivateSecurity_Current

	Reason for change
	Integrity keys is not activated after handover so no need to refresh security key.

	Summary of change
	Make a check to not to refresh the integrity keys again.

	TTCN module
	NR_SecuritySteps.ttcn

	MCC160 Comment
	Rejected.  See change 2


Before Change

function f_NR_SS_AS_ActivateSecurity_Current(NR_CellId_Type p_CellId,

                                               NextHopChainingCount p_NCC := tsc_NR_38508_NextHopChainingCount,

                                               template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now

                                               ) runs on NR_BASE_PTC

  {

    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

      // refresh security keys

      v_RRC_SecurityParams := f_NR_InitAS_KeyChaining_KeyRefresh(f_NR_CellInfo_GetPhysicalCellId(p_CellId),

                                                                 f_NR_CellInfo_GetFrequencySSB(p_CellId),

                                                                 v_RRC_SecurityParams,

                                                                 p_NCC);
    // reset the PDCP sequence numbers for ciphering

    v_RRC_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_CellId, false);

    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_CellId,

                                          v_RRC_SecurityParams.AS_Integrity,

                                          v_RRC_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);

    f_NR_Security_Set(v_RRC_SecurityParams);

  }
After change

function f_NR_SS_AS_ActivateSecurity_Current(NR_CellId_Type p_CellId,

                                               NextHopChainingCount p_NCC := tsc_NR_38508_NextHopChainingCount,

                                               template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                               boolean p_KeysTobeRegenerated := true
                                               ) runs on NR_BASE_PTC

  {

    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    if(p_KeysTobeRegenerated)

    {

      // refresh security keys
      v_RRC_SecurityParams := f_NR_InitAS_KeyChaining_KeyRefresh(f_NR_CellInfo_GetPhysicalCellId(p_CellId),

                                                                 f_NR_CellInfo_GetFrequencySSB(p_CellId),

                                                                 v_RRC_SecurityParams,

                                                                 p_NCC);

    }
    // reset the PDCP sequence numbers for ciphering

    v_RRC_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_CellId, false);

    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_CellId,

                                          v_RRC_SecurityParams.AS_Integrity,

                                          v_RRC_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);

    f_NR_Security_Set(v_RRC_SecurityParams);

  }
