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1 Corrections required

1.1 function f_NR_InitAS_KeyChaining_SKgNB ()
	Function name
	f_NR_InitAS_KeyChaining_SKgNB ()

	Reason for change
	In the current TTCN implementation, the function initialises just the elements AS_Ciphering_S and AS_Integrity_S which are meant for NR-DC. However, the elements AS_Ciphering and AS_Integrity also need to be initialised with the Ciphering and Integrity keys.

	Summary of change
	Initialised AS_Ciphering and AS_Integrity elements

	TTCN module
	Common/NR/NR_SecurityFunctions.ttcn

	MCC160 Comment
	


Before Change:

	function f_NR_InitAS_KeyChaining_SKgNB(NR_SecurityParams_Type p_Auth_Params, boolean p_ENDC := true) return NR_SecurityParams_Type

  {

    var NR_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    // Derives KRRCenc key

    v_Auth_Params.AS_Ciphering_S.KRRCenc := f_EUTRA_NR_Authentication_S69(tsc_RRC_Enc_Alg,

                                                                        f_NR_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Ciphering_S.KUPenc := f_EUTRA_NR_Authentication_S69(tsc_UP_Enc_Alg,

                                                                       f_NR_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                       v_Auth_Params.S_KGNB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCint key

    v_Auth_Params.AS_Integrity_S.KRRCint := f_EUTRA_NR_Authentication_S69(tsc_RRC_Int_Alg,

                                                                        f_NR_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF);

    if (not p_ENDC) { // Derives KUPint key @sic R5-204475 sic@

      v_Auth_Params.AS_Integrity_S.KUPint := f_EUTRA_NR_Authentication_S69(tsc_N_UP_Int_Alg,

                                                                        f_NR_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF);

    }

    return v_Auth_Params;

  }




After Change:

	function f_NR_InitAS_KeyChaining_SKgNB(NR_SecurityParams_Type p_Auth_Params, boolean p_ENDC := true) return NR_SecurityParams_Type

  {

    var NR_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    // Derives KRRCenc key

    v_Auth_Params.AS_Ciphering_S.KRRCenc := f_EUTRA_NR_Authentication_S69(tsc_RRC_Enc_Alg,

                                                                        f_NR_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF);
    //WA#Derivation of keys for EN-DC

    v_Auth_Params.AS_Ciphering.KRRCenc := f_EUTRA_NR_Authentication_S69(tsc_RRC_Enc_Alg,

                                                                        f_NR_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF); 
    // Derives KRRCenc key

    v_Auth_Params.AS_Ciphering_S.KUPenc := f_EUTRA_NR_Authentication_S69(tsc_UP_Enc_Alg,

                                                                       f_NR_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                       v_Auth_Params.S_KGNB,

                                                                       v_Auth_Params.KDF);

    //WA#Derivation of keys for EN-DC

    v_Auth_Params.AS_Ciphering.KUPenc := f_EUTRA_NR_Authentication_S69(tsc_UP_Enc_Alg,

                                                                       f_NR_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                       v_Auth_Params.S_KGNB,

                                                                       v_Auth_Params.KDF);
    // Derives KRRCint key

    v_Auth_Params.AS_Integrity_S.KRRCint := f_EUTRA_NR_Authentication_S69(tsc_RRC_Int_Alg,

                                                                        f_NR_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF);

    //WA#Derivation of keys for EN-DC

    v_Auth_Params.AS_Integrity.KRRCint := f_EUTRA_NR_Authentication_S69(tsc_RRC_Int_Alg,

                                                                        f_NR_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF);
    if (not p_ENDC) { // Derives KUPint key @sic R5-204475 sic@

      v_Auth_Params.AS_Integrity_S.KUPint := f_EUTRA_NR_Authentication_S69(tsc_N_UP_Int_Alg,

                                                                        f_NR_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF);

      //WA#Derivation of keys for EN-DC

      v_Auth_Params.AS_Integrity.KUPint := f_EUTRA_NR_Authentication_S69(tsc_N_UP_Int_Alg,

                                                                        f_NR_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                        v_Auth_Params.S_KGNB,

                                                                        v_Auth_Params.KDF);
    }

    return v_Auth_Params;

  }




