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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk25 related to the title of this CR.

Contact:
Daiwei Zhou

daiwei.zhou@mediatek.com
2 Corrections required
2.1 Change 1
	Function name
	fl_TC_9_1_5_1_8_TestBody

	Reason for change
	According to Rel-16 version of TS 24.501 cl. 5.5.1.2.5, after receving a REGISTRATION REJECT with cause #73 the UE shall delete the ngKSI. Therefore the REGISTRATION REQUEST message within RRCSetupComplete will be transmited without integrity protection in Step 14 for a Rel-16 UE.

#73
(Serving network not authorized).


This cause value received from a cell belonging to an SNPN is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.5.1.2.7.


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI.

But current TTCN only covers Rel-15 UE behavior as valid security context expected.

	Summary of change
	NoSecurityProtection was added in step 14 to cover both Rel-15 & Rel-16 UEs.

	TTCN module
	Initial_Registration_NR5GC.ttcn

	MCC160 Comment
	


Before change

  function fl_TC_9_1_5_1_8_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellE := f_NR5GC_MapNASCell(ngc_CellE, NG_CellsOnDifferentPLMN);

    var NR_CellId_Type v_NGC_NASCellI := f_NR5GC_MapNASCell(ngc_CellI, NG_CellsOnDifferentPLMN);

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_CellsOnDifferentPLMN);

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellE);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    timer t_Wait := 30.0;

    //The UE is switched on

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT);

    //Steps 2-9 of Table 4.5.2.2-2 in TS38.508-1 [4] are performed on NGC Cell E.

    //@siclog "Step 2-9" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellE, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    f_NR5GC_RRC_Idle_Steps5_9_AKA (v_GMM_MobilityInfo, v_NGC_NASCellE, v_ReceivedMsg, v_PLMN, Initial_Secure);

    //The SS transmits a REGISTRATION REJECT with cause #73 (Serving network not authorized).

    //@siclog "Step 10" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellE,//@sic R5s200154 sic@

                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1

                                   cs_TimingInfo_Now,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause(omit, tsc_NR5GCCause_ServNetNotAuthorized)))));

    //The SS releases RRC connection.

    //@siclog "Step 11" siclog@

    f_NR_RRCRelease(v_NGC_NASCellE);

    //@siclog "Step 12" siclog@

    //Check: Does the UE send in the next 30 sec a request for RRC connection establishment on Cell E or Cell I.

    t_Wait.start;

    alt {

      [] SRB.receive(car_NR_SRB0_RrcPdu_IND(v_NGC_NASCellE, cr_38508_RRCSetupRequest(cr_NR_EstablishmentCause_Any)))

        {

          t_Wait.stop;

          f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12: RRCSetupRequest received");

        }

      [] SRB.receive(car_NR_SRB0_RrcPdu_IND(v_NGC_NASCellI, cr_38508_RRCSetupRequest(cr_NR_EstablishmentCause_Any)))

        {

          t_Wait.stop;

          f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12: RRCSetupRequest received");

        }

      [] t_Wait.timeout {}

    }

    //@siclog "Step 13" siclog@

    //The SS configures-NGC Cell A as "Serving Cell"?

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    //@siclog "Step 14" siclog@

    //Check: Does the UE perform Registration procedure on NGC Cell A as specified in TS 38.508-1 [4] subclause 4.5.2?

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);//@sic R5 200154 sic@

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {

        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

      }

      else {

      f_NR_PreliminaryPass (__FILE__, __LINE__, "Step 14");

      }

    //Steps 5-20 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed.

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,

                                v_NGC_NASCellA,

                                v_ReceivedMsg,

                                TESTMode_OFF);

    //@siclog "Step 15" siclog@

    //The SS configures-NGC Cell A as "Non-Suitable cell"?

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableCellSSS_EPRE_FR1, tsc_NR_NonSuitableCellSSS_EPRE_FR2); //@sic R5-194879 sic@

    //@siclog "Step 16" siclog@

    //Set the UE in manual PLMN selection mode or request a PLMN search.

    //@siclog "Step 17" siclog@

    //The user selects the PLMN of NGC Cell E.

    f_UT_ManualPLMN_Select (UT, v_PLMN);

    //@siclog "Step 18" siclog@

    //The UE performs Registration procedure on NGC Cell E as specified in TS 38.508-1 [4] subclause 4.5.2 with 'connected without release'.

    f_NR5GC_RRC_IdleState1N_Def(v_NGC_NASCellE);//@sic R5-200102, R5s200154 sic@

    //@siclog "Step 19" siclog@

    //Set the UE in Automatic PLMN selection mode.

    f_UT_AutomaticPLMN_Select(UT);

    //wait 300 seconds to let UE complete automatic PLMN search

    f_Delay(300.0);

  }
After change

  function fl_TC_9_1_5_1_8_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellE := f_NR5GC_MapNASCell(ngc_CellE, NG_CellsOnDifferentPLMN);

    var NR_CellId_Type v_NGC_NASCellI := f_NR5GC_MapNASCell(ngc_CellI, NG_CellsOnDifferentPLMN);

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_CellsOnDifferentPLMN);

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellE);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    timer t_Wait := 30.0;

    //The UE is switched on

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT);

    //Steps 2-9 of Table 4.5.2.2-2 in TS38.508-1 [4] are performed on NGC Cell E.

    //@siclog "Step 2-9" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellE, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    f_NR5GC_RRC_Idle_Steps5_9_AKA (v_GMM_MobilityInfo, v_NGC_NASCellE, v_ReceivedMsg, v_PLMN, Initial_Secure);

    //The SS transmits a REGISTRATION REJECT with cause #73 (Serving network not authorized).

    //@siclog "Step 10" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellE,//@sic R5s200154 sic@

                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1

                                   cs_TimingInfo_Now,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause(omit, tsc_NR5GCCause_ServNetNotAuthorized)))));

    //The SS releases RRC connection.

    //@siclog "Step 11" siclog@

    f_NR_RRCRelease(v_NGC_NASCellE);

    //@siclog "Step 12" siclog@

    //Check: Does the UE send in the next 30 sec a request for RRC connection establishment on Cell E or Cell I.

    t_Wait.start;

    alt {

      [] SRB.receive(car_NR_SRB0_RrcPdu_IND(v_NGC_NASCellE, cr_38508_RRCSetupRequest(cr_NR_EstablishmentCause_Any)))

        {

          t_Wait.stop;

          f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12: RRCSetupRequest received");

        }

      [] SRB.receive(car_NR_SRB0_RrcPdu_IND(v_NGC_NASCellI, cr_38508_RRCSetupRequest(cr_NR_EstablishmentCause_Any)))

        {

          t_Wait.stop;

          f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12: RRCSetupRequest received");

        }

      [] t_Wait.timeout {}

    }

    //@siclog "Step 13" siclog@

    //The SS configures-NGC Cell A as "Serving Cell"?

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    //@siclog "Step 14" siclog@

    //Check: Does the UE perform Registration procedure on NGC Cell A as specified in TS 38.508-1 [4] subclause 4.5.2?

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));//@sic R5 200154 sic@

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) {

        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

      }

      else {

      f_NR_PreliminaryPass (__FILE__, __LINE__, "Step 14");

      }

    //Steps 5-20 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed.

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,

                                v_NGC_NASCellA,

                                v_ReceivedMsg,

                                TESTMode_OFF,

                                -,
                                    Initial_NoSecurity);

    //@siclog "Step 15" siclog@

    //The SS configures-NGC Cell A as "Non-Suitable cell"?

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableCellSSS_EPRE_FR1, tsc_NR_NonSuitableCellSSS_EPRE_FR2); //@sic R5-194879 sic@

    //@siclog "Step 16" siclog@

    //Set the UE in manual PLMN selection mode or request a PLMN search.

    //@siclog "Step 17" siclog@

    //The user selects the PLMN of NGC Cell E.

    f_UT_ManualPLMN_Select (UT, v_PLMN);

    //@siclog "Step 18" siclog@

    //The UE performs Registration procedure on NGC Cell E as specified in TS 38.508-1 [4] subclause 4.5.2 with 'connected without release'.

    f_NR5GC_RRC_IdleState1N_Def(v_NGC_NASCellE);//@sic R5-200102, R5s200154 sic@

    //@siclog "Step 19" siclog@

    //Set the UE in Automatic PLMN selection mode.

    f_UT_AutomaticPLMN_Select(UT);

    //wait 300 seconds to let UE complete automatic PLMN search

    f_Delay(300.0);

  }
