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1 Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 9.1.1.2 which is part of the ATS iwd-TTCN3-B2019-06_D20wk25 test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Fu Wang

wangfu@datangmobile.cn
1.1 Verification Test Summary

Test Case: 
9.1.1.2
ATS Version:
iwd-TTCN3-B2019-06_D20wk25
System Simulator used:
Datang LinkTester 5G Protocol Conformance Test System ECT9610
UE used:
HiSilicon Balong 5000
Verification Status:
PASS
2 Corrections required

2.1 Change 1
	Function name
	fl_TC_9_1_1_2_TestBody ()

	Reason for change
	1. According to 24.501 clause  5.4.1.2.2.11 after EAP authentication fail, registration is no security protection. 

	Summary of change
	1. Modify the tsc_SHT_IntegrityProtected to tsc_SHT_NoSecurityProtection at step16 and modify Initial_Secure to Initial_NoSecurity at step17.

	TTCN module
	Authentication_NR5GC.ttcn

	MCC160 Comment
	


Before change

function fl_TC_9_1_1_2_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_CellsOnDifferentPLMN);

    var NR_CellId_Type v_NGC_NASCellE := f_NR5GC_MapNASCell(ngc_CellE, NG_CellsOnDifferentPLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var PLMN_Identity v_ASN_WrongPLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellE);

    var NAS_PlmnId v_WrongPLMN := f_NR_Asn2Nas_PlmnId(v_ASN_WrongPLMN);

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

......

    //@siclog "Step 15" siclog@

    f_UT_SwitchOnUE(UT);

    //@siclog "Step 16" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, cr_NG_MobileIdentitySUCI(?, ?), '111'B, ?, -, -, -, -, omit)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 16");

    }

    //@siclog Step 17 siclog@

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, v_NGC_NASCellA, v_ReceivedMsg, TESTMode_OFF, rrcConnectionRelease);

  }
After change

function fl_TC_9_1_1_2_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_CellsOnDifferentPLMN);

    var NR_CellId_Type v_NGC_NASCellE := f_NR5GC_MapNASCell(ngc_CellE, NG_CellsOnDifferentPLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var PLMN_Identity v_ASN_WrongPLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellE);

    var NAS_PlmnId v_WrongPLMN := f_NR_Asn2Nas_PlmnId(v_ASN_WrongPLMN);

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

......

    //@siclog "Step 15" siclog@

    f_UT_SwitchOnUE(UT);

    //@siclog "Step 16" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, cr_NG_MobileIdentitySUCI(?, ?), '111'B, ?, -, -, -, -, omit)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 16");

    }
    //@siclog Step 17 siclog@
    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, v_NGC_NASCellA, v_ReceivedMsg, TESTMode_OFF, rrcConnectionRelease, Initial_NoSecurity);

  }
2.2 Change 2
	Function name
	f_NG_EAP_Notification ()

	Reason for change
	1. EAP message aka notification request length contains attribute, it misses the length of attribute.

	Summary of change
	1. Modify 8 to 12.

	TTCN module
	Authentication_NR5GC.ttcn

	MCC160 Comment
	


Before change

function f_NG_EAP_Notification(template (value) EAP_AT_NOTIFICATION p_Note) return octetstring

  {

    return (bit2oct(encvalue(cs_EAP_Request_AKANotification(int2oct((4+4), 2), p_Note))));

  }
After change

function f_NG_EAP_Notification(template (value) EAP_AT_NOTIFICATION p_Note) return octetstring

  {

    return (bit2oct(encvalue(cs_EAP_Request_AKANotification(int2oct((4+4+4), 2), p_Note))));
  }
3 Branches executed

4 Execution Log Files

4.1 HiSilicon Balong 5000
The HiSilicon Balong 5000 passed this test case on Datang LinkTester 5G Protocol Conformance Test System ECT9610. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file:
\ TC_9_1_1_2_NR5GC_N79.log
· PIXCIT settings used:
\ Pics(HiSilicon).xml

\Pixit(TC_9_1_1_2_NR5GC).xml
5 References

	[1]
	R5s201026:   Supporting information for agreement of NR5GC test case 9.1.1.2 in FR1



