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	Reason for change:
	In the current TTCN, f_NR5GC_RRC_Idle_Steps5_9_AKA( f_NR_NASSecurityModeProcedure  is called for Steps 9Aa1 – 9Aa2, which was introduced by R5-202564.

In the function f_NR_NASSecurityModeProcedure ( f_Check_NG_SecurityModeCompleteMsg , the variable v_ExpectedMsg  is set to ? which means that the TTCN expects nasmessage in this SecurityModeComplete, even though this particular SMC procedure (Step 9Aa1- 9Aa2) is a followup procedure.

Since this is a followup SecurityMode Command procedure based on replayed security capabilities, the UE will not include a nas message in SecurityModeComplete.

The TTCN needs to be corrected.


	
	

	Summary of change:
	Parameterised the functions f_NR_NASSecurityModeProcedure and f_Check_NG_SecurityModeCompleteMsg. Added a parameter p_followupSMC and set its default to false.

Also updated the call to function f_NR_NASSecurityModeProcedure for Step 9Aa1- 9Aa2 in function f_NR5GC_RRC_Idle_Steps5_9_AKA.

Please see below.

	
	

	Consequences if not approved:
	A conformant UE will fail the testcase.

	
	

	Clauses affected:
	

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	

	affected:
	
	x
	 Test specifications
	

	(show related CRs)
	
	x
	 O&M Specifications
	

	
	

	Other comments:
	

	
	

	This CR's revision history:
	


Table of Contents
3Table of Contents

1
Corrections required
4
1.1
function f_NR5GC_RRC_Idle_Steps5_9_AKA
4
1.2
function f_NR_NASSecurityModeProcedure
6
1.3
function f_Check_NG_SecurityModeCompleteMsg
10



1 Corrections required
1.1 function f_NR5GC_RRC_Idle_Steps5_9_AKA
	Function name
	f_NR5GC_RRC_Idle_Steps5_9_AKA

	Reason for change
	In the current TTCN, f_NR5GC_RRC_Idle_Steps5_9_AKA( f_NR_NASSecurityModeProcedure  is called for Steps 9Aa1 – 9Aa2, which was introduced by R5-202564.

In the function f_NR_NASSecurityModeProcedure ( f_Check_NG_SecurityModeCompleteMsg , the variable v_ExpectedMsg  is set to ? which means that the TTCN expects nasmessage in this SecurityModeComplete, even though this particular SMC procedure (Step 9Aa1- 9Aa2) is a followup procedure.

Since this is a followup SecurityMode Command procedure based on replayed security capabilities, the UE will not include a nas message in SecurityModeComplete.

The TTCN needs to be corrected.


	Summary of change
	Parameterised the functions f_NR_NASSecurityModeProcedure and f_Check_NG_SecurityModeCompleteMsg. Added a parameter p_followupSMC and set its default to false.

Also updated the call to function f_NR_NASSecurityModeProcedure for Step 9Aa1- 9Aa2 in function f_NR5GC_RRC_Idle_Steps5_9_AKA.

NOTE : This change is required after implementing R5s200972
Please see below.

	TTCN module
	Common\NR5GC\NR5GC_NASSteps.ttcn

	MCC160 Comment
	


Before Change:

	<<SKIPPED CODE>>
// Step 9Aa1 - 9Aa2
    if (p_RegType == Initial_NoSecurity or p_RegType == Initial_Secure) { // @sic R5-202564 sic@
      if (isvalue(p_GMM_MobilityInfo_Type.GMMCap)) {
        if (match('1'B, p_GMM_MobilityInfo_Type.GMMCap.s1Cap)  and p_IwkN26 == NOT_SUPPORTED) {
          v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(p_CellId, v_SecurityParams, p_RegType, p_GMM_MobilityInfo_Type, omit); //WA#R5s200972
       }
      }
    }
<<SKIPPED CODE>>


After Change:

	<<SKIPPED CODE>>

// Step 9Aa1 - 9Aa2
    if (p_RegType == Initial_NoSecurity or p_RegType == Initial_Secure) { // @sic R5-202564 sic@
      if (isvalue(p_GMM_MobilityInfo_Type.GMMCap)) {
        if (match('1'B, p_GMM_MobilityInfo_Type.GMMCap.s1Cap)  and p_IwkN26 == NOT_SUPPORTED) {
          v_NAS_SecurityReturnValue := f_NR_NASSecurityModeProcedure(p_CellId, v_SecurityParams, p_RegType, p_GMM_MobilityInfo_Type, omit,
          














-, -, -, -, true); //WA#R5s200972 WA#R&S_Change
       }
      }
    }
<<SKIPPED CODE>>


1.2 function f_NR_NASSecurityModeProcedure
	Function name
	f_NR_NASSecurityModeProcedure

	Reason for change
	Please see change 1.1

	Summary of change
	Added a new parameter p_followupSMC to function arguments, and passed it to function f_Check_NG_SecurityModeCompleteMsg in function body.

	TTCN module
	Common\NR5GC\NR5GC_NASSteps.ttcn

	MCC160 Comment
	


Before Change:

	function f_NR_NASSecurityModeProcedure(NR_CellId_Type p_CellId,
                                         NG_NAS_SecurityParams_Type p_SecurityParams,
                                         TypeOfRegistration_Type p_ConnectionType,
                                         GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,
                                         template (omit) Null_Type p_NasCountReset := true,
                                         boolean p_IMEISVReq := false,
                                         template (omit) AdditionalSecurityInfo p_AddInfo := omit,
                                         template (omit) EAP_Message p_EAP := cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success))),
                                         NR_RadioBearerId_Type p_SRB := tsc_NR_RbId_SRB1)
    runs on NR5GC_PTC return template (value) NAS_SecurityReturnType
  {
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var boolean v_Result;
    var NasCount_Type v_NasCountUL;
    var NG_NAS_SecurityParams_Type v_SecurityParams := p_SecurityParams;
    var template (omit) EAP_Message v_EAP := p_EAP;
    var template (omit) ABBA v_ABBA := cs_ABBA(v_SecurityParams.ABBA);
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication
      v_EAP := omit;
      v_ABBA := omit;
    }
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, p_NasCountReset); /* download security keys and reset NAS COUNT */
    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(p_SecurityParams,
                                               p_ConnectionType,
                                               p_GMM_MobilityInfo_Type,
                                               p_IMEISVReq,
                                               p_AddInfo,
                                               v_EAP,
                                               v_ABBA);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, p_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend))); // @sic R5s200509 sic@
    // receive SECURITY MODE COMPLETE
    SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, p_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;
    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, p_ConnectionType, p_IMEISVReq);
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    if (not v_Result) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");
    }
    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s190109 sic@
      return cs_NAS_SecurityReturnValue(v_NasCountUL, v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg);
    } else {
      return cs_NAS_SecurityReturnValue(v_NasCountUL, omit);
    }
  }


After Change:

	function f_NR_NASSecurityModeProcedure(NR_CellId_Type p_CellId,
                                         NG_NAS_SecurityParams_Type p_SecurityParams,
                                         TypeOfRegistration_Type p_ConnectionType,
                                         GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,
                                         template (omit) Null_Type p_NasCountReset := true,
                                         boolean p_IMEISVReq := false,
                                         template (omit) AdditionalSecurityInfo p_AddInfo := omit,
                                         template (omit) EAP_Message p_EAP := cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success))),
                                         NR_RadioBearerId_Type p_SRB := tsc_NR_RbId_SRB1,
                                         boolean p_followupSMC := false /*WA#R&S_Change*/)
    runs on NR5GC_PTC return template (value) NAS_SecurityReturnType
  {
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var boolean v_Result;
    var NasCount_Type v_NasCountUL;
    var NG_NAS_SecurityParams_Type v_SecurityParams := p_SecurityParams;
    var template (omit) EAP_Message v_EAP := p_EAP;
    var template (omit) ABBA v_ABBA := cs_ABBA(v_SecurityParams.ABBA);
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication
      v_EAP := omit;
      v_ABBA := omit;
    }
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, p_NasCountReset); /* download security keys and reset NAS COUNT */
    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(p_SecurityParams,
                                               p_ConnectionType,
                                               p_GMM_MobilityInfo_Type,
                                               p_IMEISVReq,
                                               p_AddInfo,
                                               v_EAP,
                                               v_ABBA);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, p_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend))); // @sic R5s200509 sic@
    // receive SECURITY MODE COMPLETE
    SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, p_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;
    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, p_ConnectionType, p_IMEISVReq, p_followupSMC /*WA#R&S_Change*/ );
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    if (not v_Result) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");
    }
    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s190109 sic@
      return cs_NAS_SecurityReturnValue(v_NasCountUL, v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg);
    } else {
      return cs_NAS_SecurityReturnValue(v_NasCountUL, omit);
    }
  }


1.3 function f_Check_NG_SecurityModeCompleteMsg
	Function name
	f_Check_NG_SecurityModeCompleteMsg

	Reason for change
	Please see change 1.1

	Summary of change
	Added a new parameter p_followupSMC to function arguments, and based on this parameter plus p_regType assigned ? to v_ExpectedMsg.

Please see below.

	TTCN module
	Common\NG_NAS\NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	


Before Change:

	function f_Check_NG_SecurityModeCompleteMsg(NG_NAS_UL_Pdu_Type p_NASMsgs,
                                              TypeOfRegistration_Type p_RegType,
                                              boolean p_IMEISVReq := false) return boolean
  {
    var template NG_MobileIdentity v_IMEISV := omit;
    var template ReplayedNASMessageContainer v_ExpectedMsg := omit;
    if (p_IMEISVReq) { // if IMEISV is requested
      v_IMEISV := f_NG_Imeisv2MobileIdentity (px_IMEISV_Def);
      v_IMEISV.iei := '77'O;
    }
    if (p_RegType == Initial_NoSecurity) {
      // don't check the contents here as it's encoded, but it should be present
      v_ExpectedMsg := ?;
    }
    return match(p_NASMsgs.Msg, cr_NG_SECURITY_MODE_COMPLETE (v_IMEISV, v_ExpectedMsg));
  }


After Change:

	function f_Check_NG_SecurityModeCompleteMsg(NG_NAS_UL_Pdu_Type p_NASMsgs,
                                              TypeOfRegistration_Type p_RegType,
                                              boolean p_IMEISVReq := false,
                                              boolean p_followupSMC := false /*WA#R&S_Change*/) return boolean
  {
    var template NG_MobileIdentity v_IMEISV := omit;
    var template ReplayedNASMessageContainer v_ExpectedMsg := omit;
    if (p_IMEISVReq) { // if IMEISV is requested
      v_IMEISV := f_NG_Imeisv2MobileIdentity (px_IMEISV_Def);
      v_IMEISV.iei := '77'O;
    }
    //WA#R&S_Change if (p_RegType == Initial_NoSecurity) {
    if ((p_RegType == Initial_NoSecurity)and (not p_followupSMC)) {
      // don't check the contents here as it's encoded, but it should be present
      v_ExpectedMsg := ?;
    }
    return match(p_NASMsgs.Msg, cr_NG_SECURITY_MODE_COMPLETE (v_IMEISV, v_ExpectedMsg));
  }


