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	Reason for change:
	In the current TTCN implementation, at Step 10 the Registration REQ is expected to be integrity protected. The UE is also expected to include the Last visited TAI.

However, at Step 5, after UE receives a Registration reject with cause implicity de-registered the UE should perform initial registration, and when performing initial registration, UE shall mark the 5G NAS security context as invalid.

[24.501 cl 5.5.1.3.5] 

#10   (implicitly de-registered).

      The UE shall enter the state 5GMM-DEREGISTERED.NORMAL-SERVICE. The UE shall delete any mapped 5G NAS security context or partial native 5G NAS security context.

      If the registration rejected request was not for initiating an emergency PDU session, the UE shall perform a new registration procedure for initial registration.

[24.501 cl 4.4.2.1] 

The UE shall mark the 5G NAS security context on the USIM or in the non-volatile memory as invalid when the UE initiates an initial registration procedure as described in subclause 5.5.1.2 or when the UE leaves state 5GMM-DEREGISTERED for any other state except 5GMM-NULL.

Thus, at Step 10, the UE will send the Registration REQ without integrity protection, and also the ngKSI will be set to “No key”. Since the Registration REQ is unprotected, the UE will not include the non-cleartext IEs.

TTCN for Registration REQ at step needs correction.
A Prose CR will be raised for this.

	
	

	Summary of change:
	1) At Step 10, set the ngKSI to ‘111’B, removed the check for Last visited TAI and also change the securtity protection status to unprotected.

2) As a result of change 1, the Security Mode REJECT at Step 12 will alos be unprotected. This is also corrected.

3) Instead of calling function f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease); for Steps 13-27a, called function f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease,Initial_NoSecurity);

	
	

	Consequences if not approved:
	A conformant UE may fail this testcase.
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1 Corrections required
1.1 Correction to function fl_TC_9_1_5_2_8_TestBody
	Function name
	fl_TC_9_1_5_2_8_TestBody

	Reason for change
	In the current TTCN implementation, at Step 10 the Registration REQ is expected to be integrity protected. The UE is also expected to include the Last visited TAI.

However, at Step 5, after UE receives a Registration reject with cause implicity de-registered the UE should perform initial registration, and when performing initial registration, UE shall mark the 5G NAS security context as invalid.

[24.501 cl 5.5.1.3.5] 

#10   (implicitly de-registered).

      The UE shall enter the state 5GMM-DEREGISTERED.NORMAL-SERVICE. The UE shall delete any mapped 5G NAS security context or partial native 5G NAS security context.

      If the registration rejected request was not for initiating an emergency PDU session, the UE shall perform a new registration procedure for initial registration.

[24.501 cl 4.4.2.1] 

The UE shall mark the 5G NAS security context on the USIM or in the non-volatile memory as invalid when the UE initiates an initial registration procedure as described in subclause 5.5.1.2 or when the UE leaves state 5GMM-DEREGISTERED for any other state except 5GMM-NULL.

Thus, at Step 10, the UE will send the Registration REQ without integrity protection, and also the ngKSI will be set to “No key”. Since the Registration REQ is unprotected, the UE will not include the non-cleartext IEs.

TTCN for Registration REQ at step needs correction.

	Summary of change
	1) At Step 10, set the ngKSI to ‘111’B, removed the check for Last visited TAI and also change the securtity protection status to unprotected.

2) As a result of change 1, the Security Mode REJECT at Step 12 will alos be unprotected. This is also corrected.
3) Instead of calling function f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease); for Steps 13-27a, called function f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease,Initial_NoSecurity);

	TTCN module
	Initial_Registration_NR5GC.ttcn

	MCC160 Comment
	


Before Change:

	  function fl_TC_9_1_5_2_8_TestBody() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellB);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC(v_NGC_NASCellA);/* @sic R5s190761 change 4.1 sic@ */
    var NG_NAS_SecurityParams_Type v_SecurityParams;
    var template (omit) EAP_Message v_EAP;
    var template (omit) ABBA v_ABBA;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    /* @sic R5s190761 change 4.1 sic@ */
    var template (present) NAS_KsiValue v_KeySetId:= f_NR_SecurityKSIamf_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams_save := f_NR_Security_Get();
    var NG_NAS_SecurityParams_Type v_SecurityParams_save := f_NR5GC_Security_Get();
    var NasCountInfo_Type v_NasCountInfo_save:= f_SS_NG_NAS_CountGet(NASCTRL);
    //@siclog "Step 1" siclog@
    //The SS configures: - NGC Cell B as "Serving cell"  - NGC Cell A as "Non-Suitable "Off" cell".
    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);
    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);
    //---need a prose to establish the RRCConnection.
    //@siclog "Step 2" siclog@
    //The UE transmits an REGISTRATION REQUEST message indicating "mobility registration updating".
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility,
                                           f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellA, omit),/* @sic R5s190761 change 4.1 sic@ */
                                           f_NR_SecurityKSIamf_Get(),
                                           -,-,-,-,-,
                                           f_LastVisited_TAI(v_NGC_NASCellA))) {
    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
    //@siclog "Step 3-4" siclog@
    //The SS transmits an AUTHENTICATION REQUEST message to establish a new security context.
    //The UE transmits an AUTHENTICATION RESPONSE message.
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {
      f_NR_Authentication5G_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected, v_PLMN);/* @sic R5s190761 change 4.1 sic@ */
    } else {
      f_NR_AuthenticationEAP_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected, v_PLMN);/* @sic R5s190761 change 4.1 sic@ */
    }
    v_SecurityParams := f_NR5GC_Security_Get();
    //@siclog "Step 5" siclog@
    //The SS transmits a REGISTRATION REJECT message including 5GMM cause value #10 (implicitly de-registered) prior to imitating a SMC to take into account the created during the steps 3-4 partial native 5G security context. (NOTE 1)
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB,
                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause (omit, '00001010'B)))));/* @sic R5-196755 sic@ */
    //@siclog "Step 6" siclog@
    //SS releases the RRC connection.
    f_NR_RRCRelease(v_NGC_NASCellB);
    //@siclog "Step 7-9" siclog@
    //Steps 1-3 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);
    //@siclog "Step 10" siclog@
    //Check: Does the UE send a REGISTRATION REQUEST message, 5GS registration type IE set to Initial registration?
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity,
                                                               f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellB, omit),/* @sic R5s190761 change 4.1 sic@ */
                                                               v_KeySetId,/* @sic R5s190761 change 4.1 sic@ */
                                                               -,omit,-,-,-,cr_NG_TAI(v_PLMN, bit2oct(v_TAC)))) {
    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10 Failed");
    }
    //@siclog "Step 11" siclog@
    //The SS transmits a SECURITY MODE COMMAND message indicating the ngKSI of the partial native 5G security context assigned in the AUTHENTICATION REQUEST message sent in step 3.
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication
      v_EAP := omit;
      v_ABBA := omit;
    }
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */
    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Initial_Secure,
                                               v_GMM_MobilityInfo,
                                               false,
                                               omit,
                                               v_EAP,
                                               v_ABBA);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));
    //@siclog "Step 12" siclog@
    //The UE transmits a SECURITY MODE REJECT message.
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB,
                                      tsc_NR_RbId_SRB1,
                                      cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp;/* @sic R5s190761 change 4.1 sic@ */
    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_SECURITY_MODE_REJECT(cr_GMM_GSM_Cause(omit, '00011000'B)))) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12");
    } else {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");
    }
    //@siclog "13-27a1" siclog@
    //Steps 5-19a1 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.
    /* @sic R5s190761 change 4.1 sic@ */
    vc_NR5GC_Global.Security := v_SecurityParams_save;
    vc_NR_Global.Security := v_RRC_SecurityParams_save;
    f_SS_NG_NAS_CountSet(NASCTRL,f_NasSecurity_IncrementCOUNT(v_NasCountInfo_save.DL), f_NasSecurity_IncrementCOUNT(v_NasCountInfo_save.UL));
    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease);
  }//End of 9_1_5_2_8 test body


After Change:

	  function fl_TC_9_1_5_2_8_TestBody() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellB);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC(v_NGC_NASCellA);/* @sic R5s190761 change 4.1 sic@ */
    var NG_NAS_SecurityParams_Type v_SecurityParams;
    var template (omit) EAP_Message v_EAP;
    var template (omit) ABBA v_ABBA;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    /* @sic R5s190761 change 4.1 sic@ */
    var template (present) NAS_KsiValue v_KeySetId:= f_NR_SecurityKSIamf_Get();
    var NR_SecurityParams_Type v_RRC_SecurityParams_save := f_NR_Security_Get();
    var NG_NAS_SecurityParams_Type v_SecurityParams_save := f_NR5GC_Security_Get();
    var NasCountInfo_Type v_NasCountInfo_save:= f_SS_NG_NAS_CountGet(NASCTRL);
    //@siclog "Step 1" siclog@
    //The SS configures: - NGC Cell B as "Serving cell"  - NGC Cell A as "Non-Suitable "Off" cell".
    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);
    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);
    //---need a prose to establish the RRCConnection.
    //@siclog "Step 2" siclog@
    //The UE transmits an REGISTRATION REQUEST message indicating "mobility registration updating".
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility,
                                           f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellA, omit),/* @sic R5s190761 change 4.1 sic@ */
                                           f_NR_SecurityKSIamf_Get(),
                                           -,-,-,-,-,
                                           f_LastVisited_TAI(v_NGC_NASCellA))) {
    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
    //@siclog "Step 3-4" siclog@
    //The SS transmits an AUTHENTICATION REQUEST message to establish a new security context.
    //The UE transmits an AUTHENTICATION RESPONSE message.
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {
      f_NR_Authentication5G_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected, v_PLMN);/* @sic R5s190761 change 4.1 sic@ */
    } else {
      f_NR_AuthenticationEAP_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected, v_PLMN);/* @sic R5s190761 change 4.1 sic@ */
    }
    v_SecurityParams := f_NR5GC_Security_Get();
    //@siclog "Step 5" siclog@
    //The SS transmits a REGISTRATION REJECT message including 5GMM cause value #10 (implicitly de-registered) prior to imitating a SMC to take into account the created during the steps 3-4 partial native 5G security context. (NOTE 1)
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB,
                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause (omit, '00001010'B)))));/* @sic R5-196755 sic@ */
    //@siclog "Step 6" siclog@
    //SS releases the RRC connection.
    f_NR_RRCRelease(v_NGC_NASCellB);
    //@siclog "Step 7-9" siclog@
    //Steps 1-3 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection /*WA#9_1_5_2_8 tsc_SHT_IntegrityProtected*/);
    //@siclog "Step 10" siclog@
    //Check: Does the UE send a REGISTRATION REQUEST message, 5GS registration type IE set to Initial registration?
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity,
                                                               f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellB, omit),/* @sic R5s190761 change 4.1 sic@ */
                                                               '111'B,/* @sic R5s190761 change 4.1 sic@ */ //WA#9_1_5_2_8 v_KeySetId->'111'B
                                                               -,omit,-,-,-,omit)) {//WA#9_1_5_2_8 cr_NG_TAI(v_PLMN, bit2oct(v_TAC)) --> omit
    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10 Failed");
    }
    //@siclog "Step 11" siclog@
    //The SS transmits a SECURITY MODE COMMAND message indicating the ngKSI of the partial native 5G security context assigned in the AUTHENTICATION REQUEST message sent in step 3.
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication
      v_EAP := omit;
      v_ABBA := omit;
    }
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */
    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Initial_Secure,
                                               v_GMM_MobilityInfo,
                                               false,
                                               omit,
                                               v_EAP,
                                               v_ABBA);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));
    //@siclog "Step 12" siclog@
    //The UE transmits a SECURITY MODE REJECT message.
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB,
                                      tsc_NR_RbId_SRB1,
                                      cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection /*WA#9_1_5_2_8 tsc_SHT_IntegrityProtected*/))) -> value v_ReceivedAsp;/* @sic R5s190761 change 4.1 sic@ */
    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_SECURITY_MODE_REJECT(cr_GMM_GSM_Cause(omit, '00011000'B)))) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12");
    } else {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");
    }
    //@siclog "13-27a1" siclog@
    //Steps 5-19a1 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.
    /* @sic R5s190761 change 4.1 sic@ */
    vc_NR5GC_Global.Security := v_SecurityParams_save;
    vc_NR_Global.Security := v_RRC_SecurityParams_save;
    f_SS_NG_NAS_CountSet(NASCTRL,f_NasSecurity_IncrementCOUNT(v_NasCountInfo_save.DL), f_NasSecurity_IncrementCOUNT(v_NasCountInfo_save.UL));
    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease, Initial_NoSecurity/*WA#9_1_5_2_8*/);
  }//End of 9_1_5_2_8 test body


