Page 1



3GPP TSG-RAN5 Meeting #2020-TTCN email
R5s200237
Online, 16th Dec 2019,  - 31st Dec 2020
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	38.523-3
	CR
	0684
	rev
	-
	Current version:
	15.6.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	NR5GC FR1 : Addition of 5GMM test case 9.1.1.6

	
	

	Source to WG:
	Keysight Technologies UK

	Source to TSG:
	R5

	
	

	Work item code:
	5GS_NR_LTE-UEConTest
	
	Date:
	2020-01-28

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	To add 5GMM test case 9.1.1.6 to the 5G/NR5GC ATS.

	
	

	Summary of change:
	This document lists all changes applied to 5GMM test case 9.1.1.6 required for approval. See detailed change description for further information

	
	

	Consequences if not approved:
	Test case will not be added to ATS

	
	

	Clauses affected:
	9.1.1.6

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	


Table of Contents
2Table of Contents

1
Overview
3
1.1
Verification Test Summary
3
2
Corrections required
3
3
Execution Log Files
14
3.1
HiSilicon Balong 5000
14
4
References
14



1 Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 9.1.1.6 which is part of the 5G NR5GC test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Shaun Harry


Shaun.harry@keysight.com
1.1 Verification Test Summary 
Test Case: 
9.1.1.6
ATS Version:
iwd-TTCN3-B2019-06_D19wk50
System Simulator used:
Keysight 5G Protocol Conformance Toolset 

UE used:
HiSilicon Balong 5000
Verification Status:
PASS
2 Corrections required

In addition to the changes below the CR R5s200069 is also required and applied.
2.1 Change 1
	Function name
	fl_TC_9_1_1_3_6_Body()

	Reason for change
	1. Cell B is not used for signaling until step 7

2. Since the UE still has an existing NAS security context, all AUTHENTICATION REQUEST messages should be sent with security protection
3. PASS verdict at step 10 is not logged
4. REGISTRATION REQUEST at steps 10, 18 and 35-38 is still within an active NAS security context
5. AUTHENTICATION RESPONSE at step 42 is received on cell C
6. At step 46, the recievd AUTHENTICATION RESPONSE is checked with the function f_Check_EAPAKA_AuthenticationResponse regardless of if EAP is being used.
7. AUTHENTICATION REQUEST at step 48 should have the same contents as at step 41 (both derived from 38.523-1 9.1.1.6.3.3-3. This should not be regenerated via f_Get_5GAKA_AuthenticationReqMsg() since this would increment the ngKSI value used (currently done twice)

	Summary of change
	1. Remove changing of cell ID inside the loop
2. Remove changing of security header type inside the loop

3. Log PASS verict at step 10

4. Use registration type “initial_secure” at steps 10, 18 and 35-38 

5. Use cell C at step 42
6. Use checking function  f_Check_EAPAKA_AuthenticationResponse() or f_Check_5GAKA_AuthenticationResponseFailure() depending on p_UseEAP parameter.

7. Remove updating of v_msgToSend between steps 41 and 48

	TTCN module
	Authentication_NR5GC

	MCC160 Comment
	


Before 

  function fl_TC_9_1_1_3_6_Body(boolean p_UseEAP ) runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellC := f_NR5GC_MapNASCell(ngc_CellC, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellD := f_NR5GC_MapNASCell(ngc_CellD, NG_AllCellsOnSamePLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

    var B3_Type v_KSI_InUse := v_NAS_SecurityParams.KSIamf;

    var SecurityHeaderType v_SecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

    var integer i;

    var NR_CellId_Type v_CellId := v_NGC_NASCellA; // @sic R5-199098 sic@

    timer t_T3511 := f_NR_SetTimerToleranceMin(v_NGC_NASCellD, nasTimer, 10.0);

    // Get normal message

    if (p_UseEAP) {

      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3

    } else {

    v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN);

    }

    // now update with "old" KSI value

    v_MsgToSend.authentication_Request.ngNasKeySetId.nasKeySetId := v_KSI_InUse;

    for (i := 0; i < 3; i := i+1) {

      if(p_UseEAP){

      //@siclog "TC 9_1_1_3 Step 6/8/10" siclog@

      }else{

       //@siclog "TC 9_1_1_6 Step 1/3/6" siclog@

      }

      if ((i == 2) and ( p_UseEAP == false)){

      //@siclog "TC 9_1_1_6 Step 5" siclog@

      f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

      f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

      }

      SRB.send(cas_NR_SRB_NasPdu_REQ(v_CellId, // @sic R5-199098 sic@

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(v_SecurityHeader, v_MsgToSend)));

      if (i == 2) { // don't wait for 3rd failure msg

        break;

      }

      //For testcase 9_1_1_6 the Steps 7 -9 are on NGC Cell B

      if (not p_UseEAP) {

      v_CellId := v_NGC_NASCellB; // @sic R5-199098 sic@

      }
      if(p_UseEAP){

      //@siclog "Step 7/9" siclog@ // This is for testcase 9_1_1_3

      }else{

      //@siclog "Step 2/4" siclog@ // This is for testcase 9_1_1_6

      }

      SRB.receive(car_NR_SRB_NasPdu_IND(v_CellId, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(v_SecurityHeader))) -> value v_ReceivedAsp; // @sic R5-199098 sic@

      if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_AUTHENTICATION_FAILURE(cr_GMM_GSM_Cause(omit, '01000111'B)))) {  // ngKSI already in use

        f_NR_PreliminaryPass(__FILE__, __LINE__, "Step "&int2str((2*i)+7));

      }

      v_SecurityHeader := tsc_SHT_NoSecurityProtection;

    }

    if (p_UseEAP) { //For testcase 9_1_1_3 // @sic R5-199098 sic@

    //@siclog "Step 11" siclog@

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_SuitableInterFreqCellSSS_EPRE_FR1, tsc_NR_SuitableInterFreqCellSSS_EPRE_FR2);

    }

    if(p_UseEAP){

      //@siclog "Step 12 - 15" siclog@ // This is for 9_1_1_3

      }else{

      //@siclog "Step 7 - 10" siclog@ //This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 15");

    }

    if(p_UseEAP){

      //@siclog "Step 16" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 11" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection, v_MsgToSend)));

    if(p_UseEAP){

      //@siclog "Step 17" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 12" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection))) -> value v_ReceivedAsp;

    if (match (v_ReceivedMsg.Pdu.Msg, cr_NG_AUTHENTICATION_FAILURE(cr_GMM_GSM_Cause(omit, '01000111'B)))) {  // ngKSI already in use

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 17");

    }

    if(not p_UseEAP){

      //@siclog "Step 13" siclog@ //This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    }

    if(p_UseEAP){

      //@siclog "Step 18" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 14" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_Delay(f_NR_SetTimerToleranceMax(v_NGC_NASCellB, nasTimer, 15.0));

    if(p_UseEAP){ //This is for Testcase 9_1_1_3

    //@siclog "Step 19" siclog@

    f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    }

    if(p_UseEAP){

      //@siclog "Step 20 - 23" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 15 - 17" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellC, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) {

      if(p_UseEAP){

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 23"); //This is for Testcase 9_1_1_3

      }else{

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 18"); // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

      }

    }

    if(p_UseEAP){

      //@siclog "Step 24 - 39a1" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 19 - 34a1" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    if(p_UseEAP){

      //@siclog "Step 40 - 44" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 35 - 39" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, v_NGC_NASCellC, v_ReceivedMsg, TESTMode_OFF, -, Initial_NoSecurity);

    f_NR_Paging_Def(v_NGC_NASCellC, RRC_IDLE);

    v_ReceivedMsg := f_NR5GC_RRCIdleToConnected_Steps2_4(v_NGC_NASCellC);

    f_NR_SS_ConfigSRB_NotACK_NextRLC_PDU (v_NGC_NASCellA, tsc_NR_RbId_SRB1);

    if(not p_UseEAP){

      //@siclog "Step 40" siclog@ //This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    f_NR_SetCellPower (v_NGC_NASCellD, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    }

    if (p_UseEAP) {

      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3

      //@siclog "Step 45 - 46" siclog@ //This is for Testcase 9_1_1_3

    } else {

      v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_6 // @sic R5-199098 sic@
      //@siclog "Step 41 - 42" siclog@ // This is for Testcase 9_1_1_6

    }

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellC,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (not f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 46");

    }

    if (not p_UseEAP) { //This is for Testcase 9_1_1_3

    //@siclog "Step 47" siclog@

    f_NR_SetCellPower (v_NGC_NASCellD, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_SuitableInterFreqCellSSS_EPRE_FR1, tsc_NR_SuitableInterFreqCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    }

    if (p_UseEAP) {

      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3

      //@siclog "Step 48 - 51" siclog@ //This is for Testcase 9_1_1_3

    } else {

      v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_6 // @sic R5-199098 sic@
      //@siclog "Step 43 - 46" siclog@ // This is for Testcase 9_1_1_6

    }

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellD, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility)) {

      if (p_UseEAP){

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 51");

      }else{

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 46");

      }

    }

    if(p_UseEAP){

      //@siclog "Step 52" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 47" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_NR_ULGrantConfiguration_Stop(v_NGC_NASCellD);

    f_NR_SS_RachProcedureConfig(v_NGC_NASCellD, cs_NR_RachProcedureConfig_NoResponse);

    if (p_UseEAP) {

      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3

      //@siclog "Step 53" siclog@ //This is for Testcase 9_1_1_3

    } else {

      v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_6

      //@siclog "Step 48" siclog@ // This is for Testcase 9_1_1_6

    }

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellD,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    if(p_UseEAP){

      //@siclog "Step 54 - 55" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 49 - 50" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    t_T3511.start;

    f_NR_RRCRelease_Local(v_NGC_NASCellD, f_NR_GetNextSendOccasion_DL(v_NGC_NASCellD));

    t_T3511.timeout;

    if(p_UseEAP){

      //@siclog "Step 56" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 51 - 52" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_NR_SS_RachProcedureConfig_Def(v_NGC_NASCellD);

    f_NR_ULGrantConfiguration_Start(v_NGC_NASCellD);

    if(p_UseEAP){

      //@siclog "Step 57 - 60" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 53" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellD, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility)) {

      if (p_UseEAP){

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 60");

      }

    }

    if(p_UseEAP){

      //@siclog "Step 61 - 63a1" siclog@ //This is for Testcase 9_1_1_3

    }

    f_NR5GC_MobilityRegistration_Steps4_6 (v_NGC_NASCellD, v_GMM_MobilityInfo);

    if(not p_UseEAP){

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 53");

    }

  }
After change

  function fl_TC_9_1_1_3_6_Body(boolean p_UseEAP ) runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellC := f_NR5GC_MapNASCell(ngc_CellC, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellD := f_NR5GC_MapNASCell(ngc_CellD, NG_AllCellsOnSamePLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

    var B3_Type v_KSI_InUse := v_NAS_SecurityParams.KSIamf;

    var SecurityHeaderType v_SecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

    var integer i;

    var NR_CellId_Type v_CellId := v_NGC_NASCellA; // @sic R5-199098 sic@

    timer t_T3511 := f_NR_SetTimerToleranceMin(v_NGC_NASCellD, nasTimer, 10.0);

    // Get normal message

    if (p_UseEAP) {

      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3

    } else {

    v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN);

    }

    // now update with "old" KSI value

    v_MsgToSend.authentication_Request.ngNasKeySetId.nasKeySetId := v_KSI_InUse;

    for (i := 0; i < 3; i := i+1) {

      if(p_UseEAP){

      //@siclog "TC 9_1_1_3 Step 6/8/10" siclog@

      }else{

       //@siclog "TC 9_1_1_6 Step 1/3/6" siclog@

      }

      if ((i == 2) and ( p_UseEAP == false)){

      //@siclog "TC 9_1_1_6 Step 5" siclog@

      f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

      f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

      }

      SRB.send(cas_NR_SRB_NasPdu_REQ(v_CellId, // @sic R5-199098 sic@

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(v_SecurityHeader, v_MsgToSend)));

      if (i == 2) { // don't wait for 3rd failure msg

        break;

      }

      //For testcase 9_1_1_6 the Steps 7 -9 are on NGC Cell B

      /* REMOVED if (not p_UseEAP) {

      v_CellId := v_NGC_NASCellB; // @sic R5-199098 sic@

      } */
      if(p_UseEAP){

      //@siclog "Step 7/9" siclog@ // This is for testcase 9_1_1_3

      }else{

      //@siclog "Step 2/4" siclog@ // This is for testcase 9_1_1_6

      }

      SRB.receive(car_NR_SRB_NasPdu_IND(v_CellId, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(v_SecurityHeader))) -> value v_ReceivedAsp; // @sic R5-199098 sic@

      if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_AUTHENTICATION_FAILURE(cr_GMM_GSM_Cause(omit, '01000111'B)))) {  // ngKSI already in use

        f_NR_PreliminaryPass(__FILE__, __LINE__, "Step "&int2str((2*i)+7));

      }

      //REMOVED v_SecurityHeader := tsc_SHT_NoSecurityProtection;
    }

    if (p_UseEAP) { //For testcase 9_1_1_3 // @sic R5-199098 sic@

    //@siclog "Step 11" siclog@

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_SuitableInterFreqCellSSS_EPRE_FR1, tsc_NR_SuitableInterFreqCellSSS_EPRE_FR2);

    }

    if(p_UseEAP){

      //@siclog "Step 12 - 15" siclog@ // This is for 9_1_1_3

      }else{

      //@siclog "Step 7 - 10" siclog@ //This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {

      if (p_UseEAP)

      {
            f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 15");
       }
       else

       {

            f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 10");

       }
    }

    if(p_UseEAP){

      //@siclog "Step 16" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 11" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection, v_MsgToSend)));

    if(p_UseEAP){

      //@siclog "Step 17" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 12" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection))) -> value v_ReceivedAsp;

    if (match (v_ReceivedMsg.Pdu.Msg, cr_NG_AUTHENTICATION_FAILURE(cr_GMM_GSM_Cause(omit, '01000111'B)))) {  // ngKSI already in use

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 17");

    }

    if(not p_UseEAP){

      //@siclog "Step 13" siclog@ //This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    }

    if(p_UseEAP){

      //@siclog "Step 18" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 14" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_Delay(f_NR_SetTimerToleranceMax(v_NGC_NASCellB, nasTimer, 15.0));

    if(p_UseEAP){ //This is for Testcase 9_1_1_3

    //@siclog "Step 19" siclog@

    f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    }

    if(p_UseEAP){

      //@siclog "Step 20 - 23" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 15 - 17" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellC, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {

      if(p_UseEAP){

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 23"); //This is for Testcase 9_1_1_3

      }else{

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 18"); // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

      }

    }

    if(p_UseEAP){

      //@siclog "Step 24 - 39a1" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 19 - 34a1" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    if(p_UseEAP){

      //@siclog "Step 40 - 44" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 35 - 39" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, v_NGC_NASCellC, v_ReceivedMsg, TESTMode_OFF, -, Initial_Secure);

    f_NR_Paging_Def(v_NGC_NASCellC, RRC_IDLE);

    v_ReceivedMsg := f_NR5GC_RRCIdleToConnected_Steps2_4(v_NGC_NASCellC);

    f_NR_SS_ConfigSRB_NotACK_NextRLC_PDU (v_NGC_NASCellA, tsc_NR_RbId_SRB1);

    if(not p_UseEAP){

      //@siclog "Step 40" siclog@ //This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    f_NR_SetCellPower (v_NGC_NASCellD, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    }

    if (p_UseEAP) {

      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3

      //@siclog "Step 45 - 46" siclog@ //This is for Testcase 9_1_1_3

    } else {

      v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_6 // @sic R5-199098 sic@

      //@siclog "Step 41 - 42" siclog@ // This is for Testcase 9_1_1_6

    }

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellC,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellC, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (p_UseEAP)

    {
          if (not f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {

          f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 46");

          }
    }

    else 

    {

      if (not f_Check_5GAKA_AuthenticationResponseFailure(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {

        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 42");

      }

    }    

    if (not p_UseEAP) { //This is for Testcase 9_1_1_3

    //@siclog "Step 47" siclog@

    f_NR_SetCellPower (v_NGC_NASCellD, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_SuitableInterFreqCellSSS_EPRE_FR1, tsc_NR_SuitableInterFreqCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    }

    if (p_UseEAP) {

      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3

      //@siclog "Step 48 - 51" siclog@ //This is for Testcase 9_1_1_3

    } else {

     //REMOVED  v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_6 // @sic R5-199098 sic@
      //@siclog "Step 43 - 46" siclog@ // This is for Testcase 9_1_1_6

    }

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellD, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility)) {

      if (p_UseEAP){

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 51");

      }else{

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 46");

      }

    }

    if(p_UseEAP){

      //@siclog "Step 52" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 47" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_NR_ULGrantConfiguration_Stop(v_NGC_NASCellD);

    f_NR_SS_RachProcedureConfig(v_NGC_NASCellD, cs_NR_RachProcedureConfig_NoResponse);

    if (p_UseEAP) {

      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3

      //@siclog "Step 53" siclog@ //This is for Testcase 9_1_1_3

    } else {

     //REMOVED v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_6
      //@siclog "Step 48" siclog@ // This is for Testcase 9_1_1_6

    }

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellD,

                                   tsc_NR_RbId_SRB1,

                                   -,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    if(p_UseEAP){

      //@siclog "Step 54 - 55" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 49 - 50" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    t_T3511.start;

    f_NR_RRCRelease_Local(v_NGC_NASCellD, f_NR_GetNextSendOccasion_DL(v_NGC_NASCellD));

    t_T3511.timeout;

    if(p_UseEAP){

      //@siclog "Step 56" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 51 - 52" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_NR_SS_RachProcedureConfig_Def(v_NGC_NASCellD);

    f_NR_ULGrantConfiguration_Start(v_NGC_NASCellD);

    if(p_UseEAP){

      //@siclog "Step 57 - 60" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 53" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellD, tsc_NR_RRC_TI_Def, ?);

    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility)) {

      if (p_UseEAP){

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 60");

      }

    }

    if(p_UseEAP){

      //@siclog "Step 61 - 63a1" siclog@ //This is for Testcase 9_1_1_3

    }

    f_NR5GC_MobilityRegistration_Steps4_6 (v_NGC_NASCellD, v_GMM_MobilityInfo);

    if(not p_UseEAP){

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 53");

    }

  }
3 Execution Log Files 
3.1 HiSilicon Balong 5000
The HiSilicon Balong 5000 5G UE passed this test case on Keysight 5G Protocol Conformance Toolset. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test case execution log file:

TC_9_1_1_6_LOG.html

In the log file (in .html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

· PICS/PIXIT parameter file:
TC_9_1_1_6_PIXIT.xml

4 References

	[1]
	R5s200238:   NR5GC FR1 : Supporting information for addition of 5GMM
test case 9.1.1.6



