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	Reason for change:
	1.According to the 38.523-1, ciphering and integrity testcases are using RadioBearerConfig with different conditions:
 - Integrity testcases -> SRB_NR_PDCP (EN-DC SRB1 and SRB2 configured with NR PDCP)

 - Ciphering testcases -> MCG_NR_PDCP (EN-DC MCG DRB configured with NR PDCP) 

This is not considered in current implementation of f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP, because DRB8 is set in f_EUTRA_508RRC_IntraLTE_HO_IntraCell for both type of testcases.

DRB8 should be set only for ciphering testcases.
2. In current TTCN, the v_DrbConfigAtSS is not initiazed which cause that empty parameter is passed to the f_EUTRA_508RRC_IntraLTE_HO_IntraCell and later cause a runtime error in f_EUTRA_DRB_IdentityList.
3. _EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP function does not update the S-kgNB with respect to the changed KeNB during HO and with respect to the SCG counter signalled to the UE. Without this security coordination update the SS will use S-kgNB derived before the HO while UE will use the new S-kgNB.
4. Coordination messages are incorrectly handling between EUTRA_NR and NR
5. SS send UE_CapabilityRequest for eutra_nr, thefore also received cr_UE_CapabilityRAT_Container must be for eutra_nr and not for nr.

	
	

	Summary of change:
	1.add new input parameter p_AddRelDrb8 which will be distinguish configuration between ciphering and integrity testcases
2. set the v_DrbConfigAtSS to cs_DrbConfigList_DRB1
3. f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP is updated with S-kgNB derivation.
4. Correct the handling of coordination messages

5. Change received template to cr_UE_CapabilityRAT_Container with eutra_nr
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Change 1
	Function name
	f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP

	Reason for change
	Change 1: According to the 38.523-1, ciphering and integrity testcases are using RadioBearerConfig with different conditions:
 - Integrity testcases -> SRB_NR_PDCP (EN-DC SRB1 and SRB2 configured with NR PDCP)

 - Ciphering testcases -> MCG_NR_PDCP (EN-DC MCG DRB configured with NR PDCP) 

This is not considered in current implementation of f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP, because DRB8 is set in f_EUTRA_508RRC_IntraLTE_HO_IntraCell for both type of testcases.

DRB8 should be set only for ciphering testcases.

Change 2: In current TTCN, the v_DrbConfigAtSS is not initiazed which cause that empty parameter is passed to the f_EUTRA_508RRC_IntraLTE_HO_IntraCell and later cause a runtime error in f_EUTRA_DRB_IdentityList.
Change 3: f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP function does not update the S-kgNB with respect to the changed KeNB during HO and with respect to the SCG counter signalled to the UE. Without this security coordination update the SS will use S-kgNB derived before the HO while UE will use the new S-kgNB.


	Summary of change
	Change 1: add new input parameter p_AddRelDrb8 which will be distinguish configuration between ciphering and integrity testcases.

Change 2: set the v_DrbConfigAtSS to cs_DrbConfigList_DRB1

Change 3: f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP is updated with S-kgNB derivation.

	TTCN module
	Common_EUTRA\EUTRA38_Handover.ttcn

	MCC160 Comment
	


Before Change
     function f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP (EUTRA_CellId_Type p_CellId,

                                                      ENDC_SRB_DRB_Configuration_Type p_SecondaryConfig,

                                                      template (omit) integer p_SK_Counter := 0

                                                      ) runs on EUTRA_5GS_PTC

  { //@sic R5s190476 change 4.15: added p_SK_Counter sic@

    var template (value) RadioBearerList_Type v_DrbConfigAtSS;

    var integer v_DRB_Id := f_EUTRA38_ENDC_GetDRBIdOfMCG();

    var template (value) octetstring v_NR_SCGConfig;

    var template (value) octetstring v_NR_RBConfig;

    var template (value) octetstring v_NR_RBConfig2;

    var octetstring v_OctetData;

    var template (value) RRCConnectionReconfiguration_v890_IEs v_RRCConnectionReconfiguration_v890_IEs;

    var SubFrameTiming_Type v_Timing;

    var template (value) RadioBearerList_Type v_SrbDrbList;   //@sic R5s190476 change 4.2 sic@

    select (p_SecondaryConfig) {

        case (NR_PDCP_MCG_SRB1_2) {// LTE config to configure NR PDCP on EUTRA PTC

            NR.send (cms_EUTRA_NR_OctetData (int2oct(v_DRB_Id, 1), "DRB ID")); // if changing MCG DRB need to tell NR the Id

        }

    }

    select (p_SecondaryConfig) { // if changing SRB 1/2 need to also update the ciphering/integrity algorithms to NR values

      case (NR_PDCP_SRB1_2, NR_PDCP_MCG_SRB1_2, NR_PDCP_SRB1_2_SRB3) {

        v_OctetData := f_EUTRA_NR_WaitForCoOrd_Data(NR, "NR Ciphering Alg");

        f_EUTRA_AS_CipheringAlgorithm_Set(f_EUTRA_ConvertCiphAlg2Bitstring(substr(oct2bit(v_OctetData), 5, 3)));

        v_OctetData := f_EUTRA_NR_WaitForCoOrd_Data(NR, "NR Integrity Alg");

        f_EUTRA_AS_IntegrityAlgorithm_Set(f_EUTRA_ConvertIntAlg2Bitstring(substr(oct2bit(v_OctetData), 5, 3)));

      }

    }

    //Receive SCG, RBConfig and RBConfig2 from NR PTC

    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");

    v_NR_RBConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB");

    v_NR_RBConfig2 := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB2");

    v_SrbDrbList := {    //@sic R5s190476 change 4.2 sic@

        cds_SRB1_Config_NRPDCP,

        cds_SRB2_Config_NRPDCP

        };

    select (p_SecondaryConfig) {

        case (NR_PDCP_SRB1_2, NR_PDCP_SRB1_2_SRB3) {// LTE config to configure NR PDCP on EUTRA PTC

            //@sic R5s190476 change 4.16 sic@

            // do nothing as SRBs changed elsewhere

          }

        case (NR_PDCP_MCG_SRB1_2) {// LTE config to configure NR PDCP on EUTRA PTC

            v_DrbConfigAtSS := { cs_RadioBearer_Reconfig_DRBwithNRPDCPonEUTRA(tsc_DRB8, cs_RLC_Configuration_AM, cs_MAC_Configuration_AM) }; //@sic R5s190554 change 4.22 sic@

        }

    }

    v_RRCConnectionReconfiguration_v890_IEs := f_EUTRA38_508_BuildRRCConnReconfig_NR_Config_Setup (v_NR_SCGConfig,

                                                                                                   v_NR_RBConfig,

                                                                                                   p_SK_Counter,    //@sic R5s190476 change 4.15 sic@

                                                                                                   fl_NR_GetP_Max(),

                                                                                                   v_NR_RBConfig2);

    v_Timing := f_EUTRA_GetNextSendOccasion(p_CellId, tsc_EUTRA_DelayBeforeIntraCellHO);

    f_EUTRA38_SendTimeToNR(p_CellId, v_Timing);

    f_EUTRA_508RRC_IntraLTE_HO_IntraCell( p_CellId,

                                          cs_TimingInfo_EUTRA_NB (v_Timing),

                                          v_DrbConfigAtSS,

                                          -, // tsc_C_RNTI_Def2,

                                          -, // p_MeasConfig

                                          -, // p_Dsr_TransMax  := n4,

                                          v_RRCConnectionReconfiguration_v890_IEs,

                                          v_SrbDrbList,               //@sic R5s190476 change 4.2 sic@

                                          true,                       //@sic R5s190554 change 4.5 sic@

                                          true);                      // @sic R5s190918 sic@  to include RadioResourceConfigDedicated-DRB-Rel-Add  with DRB8 in the msg sent to UE

    }

After Change
function f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP (EUTRA_CellId_Type p_CellId,

                                                      ENDC_SRB_DRB_Configuration_Type p_SecondaryConfig,

                                                      template (omit) integer p_SK_Counter := 0,       

                                                      boolean p_AddRelDrb8 := false ) runs on EUTRA_5GS_PTC

  { //@sic R5s190476 change 4.15: added p_SK_Counter sic@

    var template (value) RadioBearerList_Type v_DrbConfigAtSS;

    var integer v_DRB_Id := f_EUTRA38_ENDC_GetDRBIdOfMCG();

    var template (value) octetstring v_NR_SCGConfig;

    var template (value) octetstring v_NR_RBConfig;

    var template (value) octetstring v_NR_RBConfig2;

    var octetstring v_OctetData;

    var template (value) RRCConnectionReconfiguration_v890_IEs v_RRCConnectionReconfiguration_v890_IEs;

    var SubFrameTiming_Type v_Timing;

    var template (value) RadioBearerList_Type v_SrbDrbList;   //@sic R5s190476 change 4.2 sic@

    v_DrbConfigAtSS := cs_DrbConfigList_DRB1; 

    select (p_SecondaryConfig) {

        case (NR_PDCP_MCG_SRB1_2) {// LTE config to configure NR PDCP on EUTRA PTC

            NR.send (cms_EUTRA_NR_OctetData (int2oct(v_DRB_Id, 1), "DRB ID")); // if changing MCG DRB need to tell NR the Id

        }

    }

    select (p_SecondaryConfig) { // if changing SRB 1/2 need to also update the ciphering/integrity algorithms to NR values

      case (NR_PDCP_SRB1_2, NR_PDCP_MCG_SRB1_2, NR_PDCP_SRB1_2_SRB3) {

        v_OctetData := f_EUTRA_NR_WaitForCoOrd_Data(NR, "NR Ciphering Alg");

        f_EUTRA_AS_CipheringAlgorithm_Set(f_EUTRA_ConvertCiphAlg2Bitstring(substr(oct2bit(v_OctetData), 5, 3)));

        v_OctetData := f_EUTRA_NR_WaitForCoOrd_Data(NR, "NR Integrity Alg");

        f_EUTRA_AS_IntegrityAlgorithm_Set(f_EUTRA_ConvertIntAlg2Bitstring(substr(oct2bit(v_OctetData), 5, 3)));

      }

    }

    //Receive SCG, RBConfig and RBConfig2 from NR PTC

    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");

    v_NR_RBConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB");

    v_NR_RBConfig2 := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB2");

    v_SrbDrbList := {    //@sic R5s190476 change 4.2 sic@

        cds_SRB1_Config_NRPDCP,

        cds_SRB2_Config_NRPDCP

        };

    select (p_SecondaryConfig) {

        case (NR_PDCP_SRB1_2, NR_PDCP_SRB1_2_SRB3) {// LTE config to configure NR PDCP on EUTRA PTC

            //@sic R5s190476 change 4.16 sic@

            // do nothing as SRBs changed elsewhere

          }

        case (NR_PDCP_MCG_SRB1_2) {// LTE config to configure NR PDCP on EUTRA PTC

            v_DrbConfigAtSS := { cs_RadioBearer_Reconfig_DRBwithNRPDCPonEUTRA(tsc_DRB8, cs_RLC_Configuration_AM, cs_MAC_Configuration_AM) }; //@sic R5s190554 change 4.22 sic@

        }

    }

    v_RRCConnectionReconfiguration_v890_IEs := f_EUTRA38_508_BuildRRCConnReconfig_NR_Config_Setup (v_NR_SCGConfig,

                                                                                                   v_NR_RBConfig,

                                                                                                   p_SK_Counter,    //@sic R5s190476 change 4.15 sic@

                                                                                                   fl_NR_GetP_Max(),

                                                                                                   v_NR_RBConfig2);

    v_Timing := f_EUTRA_GetNextSendOccasion(p_CellId, tsc_EUTRA_DelayBeforeIntraCellHO);

    f_EUTRA38_SendTimeToNR(p_CellId, v_Timing);

    f_EUTRA_508RRC_IntraLTE_HO_IntraCell( p_CellId,

                                          cs_TimingInfo_EUTRA_NB (v_Timing),

                                          v_DrbConfigAtSS,

                                          -, // tsc_C_RNTI_Def2,

                                          -, // p_MeasConfig

                                          -, // p_Dsr_TransMax  := n4,

                                          v_RRCConnectionReconfiguration_v890_IEs,

                                          v_SrbDrbList,               //@sic R5s190476 change 4.2 sic@

                                          true,                       //@sic R5s190554 change 4.5 sic@

                                          p_AddRelDrb8);                      // @sic R5s190918 sic@  to include RadioResourceConfigDedicated-DRB-Rel-Add  with DRB8 in the msg sent to UE  

    f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR, p_SK_Counter); //Generate S-KgNB from latest KeNB (which changed during HO) and send it to NR
    }     
Change 2
	Function name
	fl_EUTRA_PDCP_Ciphering

	Reason for change
	According to the 38.523-1, ciphering and integrity testcases are using RadioBearerConfig with different conditions:
 - Integrity testcases -> SRB_NR_PDCP (EN-DC SRB1 and SRB2 configured with NR PDCP)

 - Ciphering testcases -> MCG_NR_PDCP (EN-DC MCG DRB configured with NR PDCP) 

This is not considered in current implementation of f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP, because DRB8 is set in f_EUTRA_508RRC_IntraLTE_HO_IntraCell for both type of testcases.

DRB8 should be set only for ciphering testcases.



	Summary of change
	For ciphering testcases allow DRB8. Set parameter p_AddRelDrb8=true inside f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP


	TTCN module
	ENDC\7_1_3\PDCP_ENDC_EUTRA.ttcn

	MCC160 Comment
	


Before Change
function fl_EUTRA_PDCP_Ciphering() runs on EUTRA_5GS_PTC

  {

    f_EUTRA38_Init(EN_DC, c1);

    //Create and configure cell

    f_EUTRA_CellConfig_Def(eutra_Cell1);

    //Preamble to enter UE in state 2. NR PDCP is configured on SRB1 and SRB2

    //@sic R5-195340 sic@

    f_EUTRA38_ENDC_Preamble (eutra_Cell1, TEST_LOOPModeA_ON, MCG_SCG, RRC_CONNECTED); //@sic R5s-190554 sic@ ch 4.1

    f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP (eutra_Cell1, NR_PDCP_MCG_SRB1_2,1);//@sic R5s-190554 sic@ ch 4.9

    // @sic R5s190918 sic@

    f_EUTRA_TestBody_Set(true);

    fl_TC_7_1_3_3_X_EUTRA_TestBody ();

    f_EUTRA_TestBody_Set(false);

    f_EUTRA_OpenUE_TestLoopMode_Deactivate_TestMode (eutra_Cell1);

    f_EUTRA_Postamble(eutra_Cell1, E2_CONNECTED);

    // If finishing in E2_CONNECTED, need to wait until connection released before taking down the NR cell!

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger("Postamble"));

  }
After Change
  function fl_EUTRA_PDCP_Ciphering() runs on EUTRA_5GS_PTC

  {

    f_EUTRA38_Init(EN_DC, c1);

    //Create and configure cell

    f_EUTRA_CellConfig_Def(eutra_Cell1);

    //Preamble to enter UE in state 2. NR PDCP is configured on SRB1 and SRB2

    //@sic R5-195340 sic@

    f_EUTRA38_ENDC_Preamble (eutra_Cell1, TEST_LOOPModeA_ON, MCG_SCG, RRC_CONNECTED); //@sic R5s-190554 sic@ ch 4.1

    f_EUTRA38_IntraLTE_HO_IntraPSCell_NR_PDCP (eutra_Cell1, NR_PDCP_MCG_SRB1_2,1, true);//@sic R5s-190554 sic@ ch 4.9  

    // @sic R5s190918 sic@

    f_EUTRA_TestBody_Set(true);

    fl_TC_7_1_3_3_X_EUTRA_TestBody ();

    f_EUTRA_TestBody_Set(false);

    f_EUTRA_OpenUE_TestLoopMode_Deactivate_TestMode (eutra_Cell1);

    f_EUTRA_Postamble(eutra_Cell1, E2_CONNECTED);

    // If finishing in E2_CONNECTED, need to wait until connection released before taking down the NR cell!

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger("Postamble"));

  }
Change 3
	Function name
	fl_TC_7_1_3_3_X_EUTRA_TestBody

	Reason for change
	Coordination messages are incorrectly handling between EUTRA_NR and NR



	Summary of change
	Correct the handling of coordination messages



	TTCN module
	ENDC\7_1_3\PDCP_ENDC_EUTRA.ttcn

	MCC160 Comment
	


Before Change
  function fl_TC_7_1_3_3_X_EUTRA_TestBody () runs on EUTRA_5GS_PTC

  {

    //@siclog "Step 1a1-1a2" siclog@

    f_EUTRA_CheckUECapability (eutra_Cell1, cs_TimingInfo_Now);//@sic R5s190554 sic@ ch 4.25

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 1a2");

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

    f_EUTRA_CheckDataPath(eutra_Cell1, NR_PDCP, defaultBearer, "Step 3", tsc_RbId_DRB8,-, false); //@sic R5s190554 sic@ ch 4.28

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);
  }
After Change
    function fl_TC_7_1_3_3_X_EUTRA_TestBody () runs on EUTRA_5GS_PTC

  {

    //@siclog "Step 1a1-1a2" siclog@

    f_EUTRA_CheckUECapability (eutra_Cell1, cs_TimingInfo_Now);//@sic R5s190554 sic@ ch 4.25

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 1a2");

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger); 
    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

    f_EUTRA_CheckDataPath(eutra_Cell1, NR_PDCP, defaultBearer, "Step 3", tsc_RbId_DRB8,-, false); //@sic R5s190554 sic@ ch 4.28

  }
Change 4
	Function name
	f_EUTRA_CheckUeCapabilityEnquiry

	Reason for change
	SS send UE_CapabilityRequest for eutra_nr, thefore also received cr_UE_CapabilityRAT_Container must be for eutra_nr and not for nr. 

	Summary of change
	Change received template to cr_UE_CapabilityRAT_Container with eutra_nr

	TTCN module
	ENDC\7_1_3\PDCP_ENDC_EUTRA.ttcn

	MCC160 Comment
	


Before Change
    function f_EUTRA_CheckUeCapabilityEnquiry(EUTRA_CellId_Type  p_CellId,

                                           template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_5GS_PTC

  {

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var octetstring v_NR_MRDC_Freqs;

    f_EUTRA_NR_SendCoOrd(NR, cms_EUTRA_NR_OctetData (int2oct(f_EUTRA_CellInfo_GetBand (p_CellId), 1), "EUTRA Band"));

    v_NR_MRDC_Freqs := f_EUTRA_NR_WaitForCoOrd_Data(NR, "MRDC_Freq");

    //@siclog "Step 1" sic@ The SS sends UECapabilityEnquiry message to the UE integrity protected. siclog@

    SRB.send(cas_SRB1_RrcPdu_REQ( p_CellId,

                                    p_TimingInfo,

                                    cs_508_UeCapabilityEnquiry_MRDC_r15(tsc_RRC_TI_Def, cs_UE_CapabilityRequest_EUTRA_NR, v_NR_MRDC_Freqs))); // @sic R5s190476 change 4.22 sic@

    //@siclog "Step 2" sic@ Does the UE send a UECapabilityInformation message integrity protected? siclog@

    SRB.receive(car_SRB1_RrcPdu_IND(p_CellId, cr_508_UeCapabilityInformation(v_RRC_TI, cr_NRCapInfo))); // @sic R5s190476 change 4.21 sic@

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, " Step 2");

  }
After Change
      function f_EUTRA_CheckUeCapabilityEnquiry(EUTRA_CellId_Type  p_CellId,

                                           template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on EUTRA_5GS_PTC

  {

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var octetstring v_NR_MRDC_Freqs;

    f_EUTRA_NR_SendCoOrd(NR, cms_EUTRA_NR_OctetData (int2oct(f_EUTRA_CellInfo_GetBand (p_CellId), 1), "EUTRA Band"));

    v_NR_MRDC_Freqs := f_EUTRA_NR_WaitForCoOrd_Data(NR, "MRDC_Freq");

    //@siclog "Step 1" sic@ The SS sends UECapabilityEnquiry message to the UE integrity protected. siclog@

    SRB.send(cas_SRB1_RrcPdu_REQ( p_CellId,

                                    p_TimingInfo,

                                    cs_508_UeCapabilityEnquiry_MRDC_r15(tsc_RRC_TI_Def, cs_UE_CapabilityRequest_EUTRA_NR, v_NR_MRDC_Freqs))); // @sic R5s190476 change 4.22 sic@

    //@siclog "Step 2" sic@ Does the UE send a UECapabilityInformation message integrity protected? siclog@

    SRB.receive(car_SRB1_RrcPdu_IND(p_CellId, cr_508_UeCapabilityInformation(v_RRC_TI, cr_EutraCapInfo_EUTRA_NR))); // @sic R5s190476 change 4.21 sic@  
    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, " Step 2");

  }
Change 5
	Function name
	cr_EutraCapInfo_EUTRA_NR

	Reason for change
	SS send UE_CapabilityRequest for eutra_nr, thefore also received cr_UE_CapabilityRAT_Container must be for eutra_nr and not for nr.

	Summary of change
	Change received template to cr_UE_CapabilityRAT_Container with eutra_nr

	TTCN module
	ENDC\7_1_3\PDCP_ENDC_EUTRA.ttcn

	MCC160 Comment
	


New template
    template (present) UECapabilityInformation_r8_IEs cr_EutraCapInfo_EUTRA_NR :=

  { /* UECapabilityInformation (36.331 cl. 6.2.2) */

    ue_CapabilityRAT_ContainerList := {

      cr_UE_CapabilityRAT_Container(eutra_nr)

    },

    nonCriticalExtension := *

  };
