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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 8.2.3.14.1 which is part of the ENDC test suite in the ‘iwd-TTCN3-B2019-12_D19wk38’ ATS delivery. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
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3. Verification Test Summary

Test Case:
8.2.3.14.1 
Test Group:
\ENDC\8_2_3
ATS Version:
iwd-TTCN3-B2019-12_D19wk38
System Simulator used:
Keysight 5G Protocol Conformance Toolset, Anritsu Protocol Conformance Test System ME7834NR
UE used:
Qualcomm SDM855+SDX50
Verification Status:
PASS

4. Corrections required for ENDC TC 8.2.3.14.1 (Keysight Only)
Change 4.1

	Function name
	function f_TC_8_2_3_14_1_ENDC_EUTRA()

	Reason for change
	NR PTC is waiting for the co-ordination message from E-UTRA PTC with the Security keys but it is not sent out from E-UTRA PTC

	Summary of change
	Added the call to f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys after Reconfiguration

	TTCN module
	RRCHandover_ENDC_EUTRA.ttcn

	MCC160 Comment
	Not needed.  See MCC160 implementation below


Before 

function fl_TC_8_2_3_14_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    // @siclog "Steps 1 - 2" siclog@

    // Update SgNB Keys for new SK Counter value

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR, 1);

    // T1 power levels not changed on EUTRA

    // Need to change the link to NR Cell 2

    f_EUTRA_SS_CommonRadioBearerConfig (eutra_Cell1, {cs_RadioBearer_Reconfig_SplitDRB2(nr_Cell2)});

    f_EUTRA38_RRC_PSCellChange_InterCell (eutra_Cell1, v_Security_Params.SK_Counter);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 2");

    // @siclog "Steps 3 - 4" siclog@

    // Send trigger to NR to test DRB2

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

  }

After change

  function fl_TC_8_2_3_14_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    // @siclog "Steps 1 - 2" siclog@

    // Update SgNB Keys for new SK Counter value

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR, 1);

    // T1 power levels not changed on EUTRA

    // Need to change the link to NR Cell 2

    f_EUTRA_SS_CommonRadioBearerConfig (eutra_Cell1, {cs_RadioBearer_Reconfig_SplitDRB2(nr_Cell2)});

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR, 1);
    f_EUTRA38_RRC_PSCellChange_InterCell (eutra_Cell1, v_Security_Params.SK_Counter);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 2");

    // @siclog "Steps 3 - 4" siclog@

    // Send trigger to NR to test DRB2

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

  }

5. Corrections required for ENDC TC 8.2.3.14.1 (Anritsu Only)
Change 5.1

	Function name
	fl_TC_8_2_3_14_1_ENDC_NR_TestBody

	Reason for change
	Security activation requires PDCP count query, but such query demands that the cell is turned on, otherwise SS behaviour is undefined.   

	Summary of change
	Security activation for nr_Cell2 has been placed after the nr_Cell2 is turned on.

	TTCN module
	ENDC\8_2_3\RRCHandover_ENDC_NR.ttcn

	MCC160 Comment
	Alternative proposal implemented: security activation replaced by trigger sent from EUTRA and received by NR at begininning of TestBody (so power levels not changed on NR too early)


Before Change

  function fl_TC_8_2_3_14_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC
  {

    // @siclog "Step 1" siclog@

    // get latest SK Counter value

    f_ENDC_GetKeysActivateSecurity(nr_Cell2, EUTRA);
    // Now change to T1 power levels

    f_NR_SetCellPower (nr_Cell1, -88, -91);

    f_NR_SetCellPower (nr_Cell2, -82, -82);

    // Configure DRB2 on Cell 2

    f_NR_RRC_PSCellChange_InterCell(nr_Cell1, nr_Cell2, hex2int('4148'H));

    // @siclog "Step 4" siclog@

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

     // @sic R5s190541 sic@

    f_NR_CheckDataPath (nr_Cell2, PDN_2, dedicatedBearer, tsc_NR_DRB2, cs_RlcBearerRouting_NR(nr_Cell2), -, "Step 4");

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger);

  }

After Change

    function fl_TC_8_2_3_14_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC

  {

    // @siclog "Step 1" siclog@

    // Now change to T1 power levels

    f_NR_SetCellPower (nr_Cell1, -88, -91);

    f_NR_SetCellPower (nr_Cell2, -82, -82);

    // get latest SK Counter value

    f_ENDC_GetKeysActivateSecurity(nr_Cell2, EUTRA);
    // Configure DRB2 on Cell 2

    f_NR_RRC_PSCellChange_InterCell(nr_Cell1, nr_Cell2, hex2int('4148'H));

    // @siclog "Step 4" siclog@

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

     // @sic R5s190541 sic@

    f_NR_CheckDataPath (nr_Cell2, PDN_2, dedicatedBearer, tsc_NR_DRB2, cs_RlcBearerRouting_NR(nr_Cell2), -, "Step 4");

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger);

  }

MCC160 Implementation:

  function fl_TC_8_2_3_14_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC

  {

    // @siclog "Step 1" siclog@



    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);     

    // Now change to T1 power levels

    f_NR_SetCellPower (nr_Cell1, -88, -91);

    f_NR_SetCellPower (nr_Cell2, -82, -82);

    // Configure DRB2 on Cell 2

    f_NR_RRC_PSCellChange_InterCell(nr_Cell1, nr_Cell2, hex2int('4148'H));

    // @siclog "Step 4" siclog@

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

     // @sic R5s190541 sic@

    f_NR_CheckDataPath (nr_Cell2, PDN_2, dedicatedBearer, tsc_NR_DRB2, cs_RlcBearerRouting_NR(nr_Cell2), -, "Step 4");

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger);

  }
  function fl_TC_8_2_3_14_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    // @siclog "Steps 1 - 2" siclog@

    // T1 power levels not changed on EUTRA

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);
    // Update SgNB Keys for new SK Counter value

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR, 1);


    // Need to change the link to NR Cell 2

    f_EUTRA_SS_CommonRadioBearerConfig (eutra_Cell1, {cs_RadioBearer_Reconfig_SplitDRB2(nr_Cell2)});

    f_EUTRA38_RRC_PSCellChange_InterCell (eutra_Cell1, v_Security_Params.SK_Counter);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 2");

    // @siclog "Steps 3 - 4" siclog@

    // Send trigger to NR to test DRB2

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);

    // Test body now finished @sic R5s190491 sic@

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

  }

Change 5.2

	Function name
	f_NR_RRC_PSCellChange_InterCell_Common

	Reason for change
	The security activation is duplicated on nr_Cell2 if it is called again within f_NR_RRC_PSCellChange_InterCell_Common. Besides that, it would also require additional coordination handling from LTE component. 

Note that R5s190491 seems to have no relevance to security activation here.

	Summary of change
	Security activation on nr_Cell2 has been removed from f_NR_RRC_PSCellChange_InterCell_Common.

	TTCN module
	ENDC\Common_NR\NR_Handover_ENDC.ttcn

	MCC160 Comment
	Rejected.  Initial security activation in TestBody removed instead.  See MCC160 implementation above.


Before Change

      //Step 3. NR Target Cell: Inform the SS about the PSCell change and about the source cell id.

    f_NR_SS_PdcpHandoverCtrl(p_TargetCellId, cas_NR_PdcpHandoverInit_REQ(p_SourceCellId, p_TargetCellId));

    //Step 4. NR Target Cell: Configure RACH procedure either dedicated or C-RNTI based.

    // Save new C-RNTI in cell configuration for p_TargetCellId

    f_NR_CellInfo_SetRNTI(p_TargetCellId, p_RNTI_Value);

    f_NR_SS_RachProcedureConfigHO(p_TargetCellId, p_RachProcedureConfig, -, p_RACH_ConfigDedicated);

    //Step 5 NR Target Cell: Activate security.

    // get latest SK Counter value

    f_ENDC_GetKeysActivateSecurity(p_TargetCellId, EUTRA); // @sic R5s190491 sic@
    //Step 6 NR Target Cell: Configure UL grant configuration ("OnSR", default grant).

    //NOTE 3:   Unless explicitly specified UL grant configuration keeps configured as per default at the NR source cell.

    f_NR_ULGrantConfiguration_Start(p_TargetCellId, -, -, -, -, p_UL_GrantConfig_TargetCell);

    // Step 7 E-UTRA Cell Send RRCConnectionReconfiguration

    // Step 8 E-UTRA Cell: Receive RRCConnectionReconfigurationComplete.

After Change

     //Step 3. NR Target Cell: Inform the SS about the PSCell change and about the source cell id.

    f_NR_SS_PdcpHandoverCtrl(p_TargetCellId, cas_NR_PdcpHandoverInit_REQ(p_SourceCellId, p_TargetCellId));

    //Step 4. NR Target Cell: Configure RACH procedure either dedicated or C-RNTI based.

    // Save new C-RNTI in cell configuration for p_TargetCellId

    f_NR_CellInfo_SetRNTI(p_TargetCellId, p_RNTI_Value);

    f_NR_SS_RachProcedureConfigHO(p_TargetCellId, p_RachProcedureConfig, -, p_RACH_ConfigDedicated);

    //Step 5 NR Target Cell: Activate security.

    // get latest SK Counter value

    //Step 6 NR Target Cell: Configure UL grant configuration ("OnSR", default grant).

    //NOTE 3:   Unless explicitly specified UL grant configuration keeps configured as per default at the NR source cell.

    f_NR_ULGrantConfiguration_Start(p_TargetCellId, -, -, -, -, p_UL_GrantConfig_TargetCell);

    // Step 7 E-UTRA Cell Send RRCConnectionReconfiguration

    // Step 8 E-UTRA Cell: Receive RRCConnectionReconfigurationComplete.

6. Execution Log Files

6.1 Qualcomm SDM855+SDX50
The Qualcomm SDM855+SDX50 UE passed this test case on Keysight 5G Protocol Conformance Toolset and Anritsu Protocol Conformance Test System ME7834NR Solution on EN-DC band combination DC_2A_n260A and DC_5A_n260A respectively. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file

· PICS/PIXIT Parameter file


In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

References

	[1]
	R5s190926:   EN-DC FR2 : Supporting information for addition of EN-DC RRC test case 8.2.3.14.1
                          This archive comprises:

                        -  html and text format execution log files for Keysight and Anritsu test platforms



