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Change 1
	Function name
	f_NG_Authentication_A4

	Reason for change
	Since px_NAS_5GC_XRES_Length is not fixed, so when calculating v_S, all XRES string can’t be used.

	Summary of change
	Using px_NAS_5GC_XRES_Length to get the correct XRES

	TTCN module
	\Common\NG_NAS\NG_NAS_SecurityFunctions.ttcn

	MCC160 Comment
	


Before Change:

	    function f_NG_Authentication_A4(NAS_PlmnId p_PLMN,

                                  Common_AuthenticationParams_Type p_AuthParams,

                                  KDF_Type p_KDF,

                                  B256_Type p_Key) return B128_Type

  {

    const octetstring const_S6B_FC :='6B'O;

    var octetstring v_S;

    var octetstring v_P0;

    // Generation of String

    v_S := const_S6B_FC;

    //FC = 0x6B

    v_P0 := fl_GetServingNetworkName(p_PLMN);

    v_S :=  (v_S & v_P0);

    //P0 = serving network ID

    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;

    //L0 = length of serving network ID

    v_S :=   ( v_S & bit2oct ( p_AuthParams.RandValue ) );

    //P1 = RAND

    v_S :=   ( v_S & '0010'O );

    //L1 = length of RAND (i.e. 0x00 0x10)

    v_S :=   ( v_S & bit2oct ( p_AuthParams.XRES ) );
    //P2 = RES or XRES

    v_S :=   ( v_S & int2oct(px_NAS_5GC_XRES_Length, 2) ); // @sic R5w190117 sic@

    //L2 = length of RES/XRES (e.g. 0x00 0x10)

    return substr(fx_KeyDerivationFunction(p_KDF, p_Key, v_S), 128, 128);

    // returns LSB 128 bits[truncated] of the key generated

  }

	


After Change:

	     function f_NG_Authentication_A4(NAS_PlmnId p_PLMN,

                                  Common_AuthenticationParams_Type p_AuthParams,

                                  KDF_Type p_KDF,

                                  B256_Type p_Key) return B128_Type

  {

    const octetstring const_S6B_FC :='6B'O;

    var octetstring v_S;

    var octetstring v_P0;

    // Generation of String

    v_S := const_S6B_FC;

    //FC = 0x6B

    v_P0 := fl_GetServingNetworkName(p_PLMN);

    v_S :=  (v_S & v_P0);

    //P0 = serving network ID

    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;

    //L0 = length of serving network ID

    v_S :=   ( v_S & bit2oct ( p_AuthParams.RandValue ) );

    //P1 = RAND

    v_S :=   ( v_S & '0010'O );

    //L1 = length of RAND (i.e. 0x00 0x10)

    v_S :=   ( v_S & bit2oct (substr(p_AuthParams.XRES,0,px_NAS_5GC_XRES_Length*8)));
    //P2 = RES or XRES

    v_S :=   ( v_S & int2oct(px_NAS_5GC_XRES_Length, 2) ); // @sic R5w190117 sic@

    //L2 = length of RES/XRES (e.g. 0x00 0x10)

    return substr(fx_KeyDerivationFunction(p_KDF, p_Key, v_S), 128, 128);

    // returns LSB 128 bits[truncated] of the key generated

  }



