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	Reason for change:
	1. According to 24.501 subclause 8.2.25,the iei of Selected EPS NAS security algorithms should be '57'O.
2. According to 24.501 subclause 8.2.26,the iei of IMEISV should be '77'O.
3. Since in function f_Get_NG_SecurityModeCmdMsg, S1NwkCap is used for judgement, but it’s not  initialized.

	
	

	Summary of change:
	1. Set iei to ‘57’O for  Selected EPS NAS security algorithms
2. Set iei to ‘77’O for IMEISV
3. Assigned S1NwkCap when receiving Registration request

	
	

	Consequences if not approved:
	A conformant UE will fail this test case.
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	All registration procedure
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	Other comments:
	


Change 1
	Function name
	cs_NAS_SecurityAlgorithms

	Reason for change
	According to 24.501 subclause 8.2.25,the iei of Selected EPS NAS security algorithms is present, but it’s omit and can’t not be assigned.

	Summary of change
	Add a parameter for iei

	TTCN module
	NAS_CommonTemplates.ttcn

	MCC160 Comment
	


Before Change:

	    template (value) NAS_SecurityAlgorithms cs_NAS_SecurityAlgorithms(B3_Type p_CipheringType,

                                                                    B3_Type p_IntegrityType) :=

  { /* @status    APPROVED (ENDC, IMS, IMS_IRAT, LTE, LTE_A_IRAT, LTE_A_PRO, LTE_A_R10_R11, LTE_A_R12, LTE_IRAT, NBIOT, NR5GC, POS) */

    iei := omit,

    spare1 := tsc_Spare1,

    cipheringType := p_CipheringType,

    spare2 := tsc_Spare1,

    integrityType := p_IntegrityType

  };

	


After Change:

	  template (value) NAS_SecurityAlgorithms cs_NAS_SecurityAlgorithms(B3_Type p_CipheringType,

                                                                    B3_Type p_IntegrityType,


















IEI8_Type p_iei := omit) :=

  { /* @status    APPROVED (ENDC, IMS, IMS_IRAT, LTE, LTE_A_IRAT, LTE_A_PRO, LTE_A_R10_R11, LTE_A_R12, LTE_IRAT, NBIOT, NR5GC, POS) */

    iei := p_iei,
    spare1 := tsc_Spare1,

    cipheringType := p_CipheringType,

    spare2 := tsc_Spare1,

    integrityType := p_IntegrityType

  };


Change 2
	Function name
	f_Get_NG_SecurityModeCmdMsg ()

	Reason for change
	According to 24.501 subclause 8.2.25,the iei of Selected EPS NAS security algorithms should be '57'O.

	Summary of change
	Set iei to ‘57’O based on change 1

	TTCN module
	NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	


Before Change:

	   function f_Get_NG_SecurityModeCmdMsg(NG_NAS_SecurityParams_Type p_SecurityParams,

                                       TypeOfRegistration_Type p_RegType,

                                       GMM_MobilityInfo_Type p_GMM_MobilityInfo,

                                       boolean p_IMEISVReq := false,

                                       template (omit) AdditionalSecurityInfo p_AddInfo := omit,

                                       template (omit) EAP_Message p_EAP := omit,

                                       template (omit) ABBA p_ABBA := omit) return template (value) NG_NAS_DL_Message_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_NASMsg;

    var template (omit)  AdditionalSecurityInfo v_AddInfo := p_AddInfo;

    var template (omit) IMEISV_Request v_IMEISV_Request := omit;

    var template (omit) NAS_SecurityAlgorithms v_EPSAlgs := omit;

    var NG_UE_SecurityCapability v_NG_UE_SecurityCapability;

    var template (omit) UE_SecurityCapability v_ReplayedCap := omit;

    if (isvalue(p_GMM_MobilityInfo.UECap)) { // @sic R5s190109 sic@

      v_NG_UE_SecurityCapability := p_GMM_MobilityInfo.UECap;

      v_NG_UE_SecurityCapability.iei := omit;

    } else {

      FatalError(__FILE__, __LINE__, "UE Capabilities not included in Registration Request");

    }

    if (isvalue(p_GMM_MobilityInfo.GMMCap)) {

      if (match('1'B, p_GMM_MobilityInfo.GMMCap.s1Cap)) {

        v_EPSAlgs := cs_NAS_SecurityAlgorithms(px_NAS_CipheringAlgorithm, px_NAS_IntegrityProtAlgorithm);

        if (isvalue(p_GMM_MobilityInfo.S1NwkCap)) {

          v_ReplayedCap := f_EPS_FillNAS_SecurityCapability_Common(p_GMM_MobilityInfo.S1NwkCap, omit);

        }

      }

    }
……
}

	


After Change:

	  function f_Get_NG_SecurityModeCmdMsg(NG_NAS_SecurityParams_Type p_SecurityParams,

                                       TypeOfRegistration_Type p_RegType,

                                       GMM_MobilityInfo_Type p_GMM_MobilityInfo,

                                       boolean p_IMEISVReq := false,

                                       template (omit) AdditionalSecurityInfo p_AddInfo := omit,

                                       template (omit) EAP_Message p_EAP := omit,

                                       template (omit) ABBA p_ABBA := omit) return template (value) NG_NAS_DL_Message_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_NASMsg;

    var template (omit)  AdditionalSecurityInfo v_AddInfo := p_AddInfo;

    var template (omit) IMEISV_Request v_IMEISV_Request := omit;

    var template (omit) NAS_SecurityAlgorithms v_EPSAlgs := omit;

    var NG_UE_SecurityCapability v_NG_UE_SecurityCapability;

    var template (omit) UE_SecurityCapability v_ReplayedCap := omit;

    if (ispresent(p_GMM_MobilityInfo.UECap)) { // @sic R5s190109 sic@

      v_NG_UE_SecurityCapability := p_GMM_MobilityInfo.UECap;

      v_NG_UE_SecurityCapability.iei := omit;

    } else {

      FatalError(__FILE__, __LINE__, "UE Capabilities not included in Registration Request");

    }

    if (isvalue(p_GMM_MobilityInfo.GMMCap)) {

      if (match('1'B, p_GMM_MobilityInfo.GMMCap.s1Cap)) {

        v_EPSAlgs := cs_NAS_SecurityAlgorithms(px_NAS_CipheringAlgorithm, px_NAS_IntegrityProtAlgorithm, '57'O);

        if (isvalue(p_GMM_MobilityInfo.S1NwkCap)) {

          v_ReplayedCap := f_EPS_FillNAS_SecurityCapability_Common(p_GMM_MobilityInfo.S1NwkCap, omit);

        }

      }

    }

 ……
  }

	


Change 3
	Function name
	f_Check_NG_SecurityModeCompleteMsg ()

	Reason for change
	According to 24.501 subclause 8.2.26,the iei of IMEISV should be '77'O.

	Summary of change
	Set iei to ‘77’O.

	TTCN module
	NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	


Before Change:

	   function f_Check_NG_SecurityModeCompleteMsg(NG_NAS_UL_Pdu_Type p_NASMsgs,

                                              TypeOfRegistration_Type p_RegType,

                                              boolean p_IMEISVReq := false) return boolean

  {

    var template NG_MobileIdentity v_IMEISV := omit;

    var template ReplayedNASMessageContainer v_ExpectedMsg := omit;

    if (p_IMEISVReq) { // if IMEISV is requested

      v_IMEISV := f_NG_Imeisv2MobileIdentity (px_IMEISV_Def);

    }

    if (p_RegType == Initial_NoSecurity) {

      // don't check the contents here as it's encoded, but it should be present

      v_ExpectedMsg := ?;

    }

    return match(p_NASMsgs.Msg, cr_NG_SECURITY_MODE_COMPLETE (v_IMEISV, v_ExpectedMsg));

  }

	


After Change:

	  function f_Check_NG_SecurityModeCompleteMsg(NG_NAS_UL_Pdu_Type p_NASMsgs,

                                              TypeOfRegistration_Type p_RegType,

                                              boolean p_IMEISVReq := false) return boolean

  {

    var template NG_MobileIdentity v_IMEISV := omit;

    var template ReplayedNASMessageContainer v_ExpectedMsg := omit;

    if (p_IMEISVReq) { // if IMEISV is requested

      v_IMEISV := f_NG_Imeisv2MobileIdentity (px_IMEISV_Def);


     v_IMEISV.iei := '77'O;
    }

    if (p_RegType == Initial_NoSecurity) {

      // don't check the contents here as it's encoded, but it should be present

      v_ExpectedMsg := ?;

    }

    return match(p_NASMsgs.Msg, cr_NG_SECURITY_MODE_COMPLETE (v_IMEISV, v_ExpectedMsg));

  }

	


Change 4
	Function name
	f_Check_NG_RegistrationReqMsg ()

	Reason for change
	Since in function f_Get_NG_SecurityModeCmdMsg, S1NwkCap is used for judgement, but it’s not  initialized.

	Summary of change
	Assigned S1NwkCap when receiving Registration request 

	TTCN module
	NG_NASTemplateFunctions.ttcn

	MCC160 Comment
	


Before Change:

	  function f_Check_NG_RegistrationReqMsg(out GMM_MobilityInfo_Type p_GMM_MobilityInfo,

                                         NG_NAS_UL_Pdu_Type p_ReceivedMsgs,

                                         TypeOfRegistration_Type p_RegType,

                                         template (present) NG_MobileIdentity p_GUTI := ?,

                                         template (present) NAS_KsiValue p_KeySetId := ?,

                                         template (present) B1_Type p_Tsc := ?,

                                         template NAS_KeySetIdentifier p_NonCurrentKSI := *,

                                         template NG_GMM_Cap p_GMM_Cap := *,

                                         template NG_UE_SecurityCapability p_UESecurityCap := *,

                                         template NSSAI p_ReqNSSAI := *,

                                         template NG_TrackingAreaId p_TAI := *,

                                         template UE_NetworkCap p_UE_NetworkCap := *,

                                         template ULDataStatus p_ULDataStatus := *,

                                         template PDU_SessionStatus p_PDU_SessionStatus := *,

                                         template MICO_Ind p_MICO_Ind := *,

                                         template UE_Status p_UE_Status := *,

                                         template NG_MobileIdentity p_AddGUTI := *,

                                         template AllowedPDU_SessionStatus p_AllowedPDU_SessionStatus := *,

                                         template UE_UsageSetting p_UE_UsageSetting := *,

                                         template NG_DRXparameter p_DRXparam := *,

                                         template EPS_MessageContainer p_EPSMsg := *,

                                         template LADN_Ind p_LADN_Ind := *,

                                         template PayloadContainer p_Payload := *,

                                         template NetworkSlicingInd p_NetworkSlicingInd := *,

                                         template NG_UpdateType p_NG_UpdateType := *) return boolean

  {

   ……
    // Finally, store the values received

    p_GMM_MobilityInfo.Guti := v_NASMsg.registration_Request.ngMobileId;

    if (ispresent(v_NASMsg.registration_Request.gmmCapability)) {

      p_GMM_MobilityInfo.GMMCap := v_NASMsg.registration_Request.gmmCapability;

    } else {

      p_GMM_MobilityInfo.GMMCap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.ueSecurityCapability)) {

      p_GMM_MobilityInfo.UECap := v_NASMsg.registration_Request.ueSecurityCapability;

    } else {

      p_GMM_MobilityInfo.UECap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.pduSessionStatus)) {

      p_GMM_MobilityInfo.SessionStatus := v_NASMsg.registration_Request.pduSessionStatus;

    } else {

      p_GMM_MobilityInfo.SessionStatus := omit;

    }

    return v_Result;

  }

	


After Change:

	  function f_Check_NG_RegistrationReqMsg(out GMM_MobilityInfo_Type p_GMM_MobilityInfo,

                                         NG_NAS_UL_Pdu_Type p_ReceivedMsgs,

                                         TypeOfRegistration_Type p_RegType,

                                         template (present) NG_MobileIdentity p_GUTI := ?,

                                         template (present) NAS_KsiValue p_KeySetId := ?,

                                         template (present) B1_Type p_Tsc := ?,

                                         template NAS_KeySetIdentifier p_NonCurrentKSI := *,

                                         template NG_GMM_Cap p_GMM_Cap := *,

                                         template NG_UE_SecurityCapability p_UESecurityCap := *,

                                         template NSSAI p_ReqNSSAI := *,

                                         template NG_TrackingAreaId p_TAI := *,

                                         template UE_NetworkCap p_UE_NetworkCap := *,

                                         template ULDataStatus p_ULDataStatus := *,

                                         template PDU_SessionStatus p_PDU_SessionStatus := *,

                                         template MICO_Ind p_MICO_Ind := *,

                                         template UE_Status p_UE_Status := *,

                                         template NG_MobileIdentity p_AddGUTI := *,

                                         template AllowedPDU_SessionStatus p_AllowedPDU_SessionStatus := *,

                                         template UE_UsageSetting p_UE_UsageSetting := *,

                                         template NG_DRXparameter p_DRXparam := *,

                                         template EPS_MessageContainer p_EPSMsg := *,

                                         template LADN_Ind p_LADN_Ind := *,

                                         template PayloadContainer p_Payload := *,

                                         template NetworkSlicingInd p_NetworkSlicingInd := *,

                                         template NG_UpdateType p_NG_UpdateType := *) return boolean

  {

   ……
    // Finally, store the values received

    p_GMM_MobilityInfo.Guti := v_NASMsg.registration_Request.ngMobileId;

    if (ispresent(v_NASMsg.registration_Request.gmmCapability)) {

      p_GMM_MobilityInfo.GMMCap := v_NASMsg.registration_Request.gmmCapability;

    } else {

      p_GMM_MobilityInfo.GMMCap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.ueSecurityCapability)) {

      p_GMM_MobilityInfo.UECap := v_NASMsg.registration_Request.ueSecurityCapability;

    } else {

      p_GMM_MobilityInfo.UECap := omit;

    }

    if (ispresent(v_NASMsg.registration_Request.pduSessionStatus)) {

      p_GMM_MobilityInfo.SessionStatus := v_NASMsg.registration_Request.pduSessionStatus;

    } else {

      p_GMM_MobilityInfo.SessionStatus := omit;

    }
if (ispresent(v_NASMsg.registration_Request.s1_UE_Capability)) {

      p_GMM_MobilityInfo.S1NwkCap := v_NASMsg.registration_Request.s1_UE_Capability;

    } else {

      p_GMM_MobilityInfo.S1NwkCap := omit;

    }
    return v_Result;

  }

	


