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Overview

This document lists all the essential changes needed to correct problems in the TTCN implementation of test case 9.1.6.1.1 which is part of the ‘iwd-TTCN3-B2018-12_D19wk12’ ATS delivery. 

With these changes applied the test case can be demonstrated to run with one or more UEs (see section 5). Execution log files are provided as evidence.
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Re-Verification Test Summary

Test Case:
TC_9_1_6_1_1
Test Group:
                         NR5GC/
ATS Version:
iwd-TTCN3-B2018-12_D19wk12
System Simulator used:
Keysight 5G Protocol Conformance Toolset
UE used:
                        
   HiSilicom Balong 5000
Verification Status:          
PASS

Corrections required for NR5GC NAS test case 9.1.6.1.1 re-verification on wk12 delivery
Change 1
Note – This is the same change, done on wk12 TTCN, as proposed in Change 30 on wk05 submission, please refer R5s190109
	Function name
	f_Get_NG_PDUSessionEstablishmentAccept

	Reason for change
	Please refer Change 30 of R5s190109

	Summary of change
	Please refer Change 30 of R5s190109

	TTCN module
	NG_NASTemplateFunctions

	MCC160 Comment
	


Before change

  function f_Get_NG_PDUSessionEstablishmentAccept(GSM_MobilityInfo_Type p_GSM_MobilityInfo,

                                                  NAS_PlmnId p_PLMN,

                                                  template (value) SSC_Mode p_SSC_Mode := cs_SSC_Mode(-, '001'B),

                                                  template (value) Session_AMBR p_Session_AMBR := cs_Session_AMBR ('06'O, '05'O, '0004'O, '05'O, '0004'O),

                                                  template (omit) PDU_SessionType p_PDU_SessionType := omit,

                                                  template (omit) GMM_GSM_Cause p_Cause := omit,

                                                  template (omit) GPRS_Timer p_RQTimer := omit,

                                                  template (omit) S_NSSAI_Type p_S_NSSAI := cs_S_NSSAI_SST1eMBB,

                                                  template (omit) AlwaysOnPDUSessionInd p_AlwaysOnPDUSessionInd := omit,

                                                  template (omit) MappedEPSBearerContexts p_MappedEPSBearerContexts := omit,

                                                  template (omit) EAP_Message p_EAP := omit,

                                                  template (omit) QoS_Rules p_QoS_Rules := omit,

                                                  template (omit) QoSFlowDescr p_QoSFlowDescr := omit,

                                                  template (omit) ExtdProtocolConfigOptions p_ExtdPCO := omit,

                                                  template (omit) DNN p_DNN := omit,

                                                  template (omit) GPRS_Timer3 p_BackOff := omit) return template (value) NG_NAS_DL_Pdu_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_GSMMsg;

    var template (value) PDU_SessionType v_PDU_SessionType;

    var B3_Type v_PDN_TypeToBeUsed;

    var template (omit) PDU_Address v_PDU_Address := omit;

    var template (omit) AlwaysOnPDUSessionInd v_AlwaysOn := omit;

    var template (value) QoS_Rules v_QoS_Rules := cs_QoS_Rules ({cs_QoS_Rule(int2bit(1,6), '00'O)});

    var template (value) QoSFlowDescr v_QoSFlowDescr := cs_QoSFlowDescr1;

    var template (value) DNN v_DNN := cs_DNN(-, px_AccessPointName);
    var octetstring v_DNNValue;

    var template (omit) ExtdProtocolConfigOptions v_ExtdPCO;

    if (isvalue(p_PDU_SessionType)) {

      v_PDU_SessionType := valueof(p_PDU_SessionType);

    } else {

      v_PDU_SessionType := cs_PDU_SessionType (p_GSM_MobilityInfo.SessionType);

    }

    if (isvalue(p_DNN)) { // test case is overwriting the DNN value

      v_DNN := valueof(p_DNN);

    } else if (isvalue(p_GSM_MobilityInfo.DNN)) {   // if included with the Req

      v_DNNValue := p_GSM_MobilityInfo.DNN.dnnValue;

      if (p_GSM_MobilityInfo.IMS) { // overwrite value with complete response

        v_DNNValue := f_NG_GetDNNForIMS(v_DNNValue, p_PLMN);

      }

      v_DNN := cs_DNN(-, v_DNNValue);
    } // else use Default DNN already defined above

    if (isvalue(p_QoS_Rules)) {

      v_QoS_Rules := valueof(p_QoS_Rules);

    } else if (p_GSM_MobilityInfo.IMS) {

      v_QoS_Rules := cs_QoS_Rules ({cs_QoS_Rule(int2bit(2,6), '02'O)});

    } // else use QoS 1 already defined above

……
……
  }
NG_NAS_Templates.ttcn

  template (value) QoSFlowDescr cs_QoSFlowDescr1 :=

  {                                        /* 24.501 cl. 9.11.4.12 */

    identifier      := '79'O,

    iel             := '0110'O,
    listofFlows     := {cs_QoS_Flow1}

  };
function fl_NR5GC_QosRulesLength (template (value) QoS_RuleList p_Rules) return Type6Length_Type

   {

    var integer i;

    var integer v_Length:=0;

    for (i:= 0; i <= lengthof(p_Rules); i:= i+1) {

        v_Length := v_Length + oct2int (valueof(p_Rules[i].iel));
   }

   return int2oct(v_Length,2);

  }
After change
  function f_Get_NG_PDUSessionEstablishmentAccept(GSM_MobilityInfo_Type p_GSM_MobilityInfo,

                                                  NAS_PlmnId p_PLMN,

                                                  template (value) SSC_Mode p_SSC_Mode := cs_SSC_Mode(-, '001'B),

                                                  template (value) Session_AMBR p_Session_AMBR := cs_Session_AMBR ('06'O, '05'O, '0004'O, '05'O, '0004'O),

                                                  template (omit) PDU_SessionType p_PDU_SessionType := omit,

                                                  template (omit) GMM_GSM_Cause p_Cause := omit,

                                                  template (omit) GPRS_Timer p_RQTimer := omit,

                                                  template (omit) S_NSSAI_Type p_S_NSSAI := cs_S_NSSAI_SST1eMBB,

                                                  template (omit) AlwaysOnPDUSessionInd p_AlwaysOnPDUSessionInd := omit,

                                                  template (omit) MappedEPSBearerContexts p_MappedEPSBearerContexts := omit,

                                                  template (omit) EAP_Message p_EAP := omit,

                                                  template (omit) QoS_Rules p_QoS_Rules := omit,

                                                  template (omit) QoSFlowDescr p_QoSFlowDescr := omit,

                                                  template (omit) ExtdProtocolConfigOptions p_ExtdPCO := omit,

                                                  template (omit) DNN p_DNN := omit,

                                                  template (omit) GPRS_Timer3 p_BackOff := omit) return template (value) NG_NAS_DL_Pdu_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_GSMMsg;

    var template (value) PDU_SessionType v_PDU_SessionType;

    var B3_Type v_PDN_TypeToBeUsed;

    var template (omit) PDU_Address v_PDU_Address := omit;

    var template (omit) AlwaysOnPDUSessionInd v_AlwaysOn := omit;

    var template (value) QoS_Rules v_QoS_Rules := cs_QoS_Rules ({cs_QoS_Rule(int2bit(1,6), '00'O)});

    var template (value) QoSFlowDescr v_QoSFlowDescr := cs_QoSFlowDescr1;

    var template (value) DNN v_DNN := cs_DNN('25'O, px_AccessPointName);
    var octetstring v_DNNValue;

    var template (omit) ExtdProtocolConfigOptions v_ExtdPCO;

    if (isvalue(p_PDU_SessionType)) {

      v_PDU_SessionType := valueof(p_PDU_SessionType);

    } else {

      v_PDU_SessionType := cs_PDU_SessionType (p_GSM_MobilityInfo.SessionType);

    }

    if (isvalue(p_DNN)) { // test case is overwriting the DNN value

      v_DNN := valueof(p_DNN);

    } else if (isvalue(p_GSM_MobilityInfo.DNN)) {   // if included with the Req

      v_DNNValue := p_GSM_MobilityInfo.DNN.dnnValue;

      if (p_GSM_MobilityInfo.IMS) { // overwrite value with complete response

        v_DNNValue := f_NG_GetDNNForIMS(v_DNNValue, p_PLMN);

      }

      v_DNN := cs_DNN('25'O, v_DNNValue);
    } // else use Default DNN already defined above

    if (isvalue(p_QoS_Rules)) {

      v_QoS_Rules := valueof(p_QoS_Rules);

    } else if (p_GSM_MobilityInfo.IMS) {

      v_QoS_Rules := cs_QoS_Rules ({cs_QoS_Rule(int2bit(2,6), '02'O)});

    } // else use QoS 1 already defined above

    ……..
    ……..
  }
NG_NAS_Templates.ttcn

  template (value) QoSFlowDescr cs_QoSFlowDescr (template (value) QoS_FlowList p_QoS_Flows) :=

  { /* 24.501 cl. 9.11.4.12 */

    /* @status    APPROVED (NR5GC) */

    identifier      := '79'O,

    iel             := '0006'O,
    listofFlows     := p_QoS_Flows

  };
function fl_NR5GC_QosRulesLength (template (value) QoS_RuleList p_Rules) return Type6Length_Type

   {

    var integer i;

    var integer v_Length:=0;

    for (i:= 0; i < lengthof(p_Rules); i:= i+1) {

        //wk12_change_5_B(halo_change_30_5)

        v_Length := v_Length + oct2int (valueof(p_Rules[i].iel)) + 3;
   }

   return int2oct(v_Length,2);

   }
Change 2
Note – This is the same change, done on wk12 TTCN, as proposed in Change 30 on wk05 submission, please refer R5s190109
	Function name
	cs_NG_NetworkFeatureSupport_Def, cs_NSSAI_SST1eMBB

	Reason for change
	Please refer Change 31 of R5s190109

	Summary of change
	Please refer Change 31 of R5s190109

	TTCN module
	NG_NAS_Templates

	MCC160 Comment
	


Before change

  template (value) NG_NetworkFeatureSupport cs_NG_NetworkFeatureSupport_Def :=

  { /* 24.501 cl 9.11.3.5 */

    /* @status    APPROVED (NR5GC) */

    iei                    := '64'O, /* present in case of TV; omit in case of V */

    iel                    := '02'O, /* present in case of LV or TLV; omit in case of V */

    mpsi                   := '0'B,

    iwk_N26                := '0'B,

    emf                    := '00'B,

    emc                    := '00'B,

    imsVoPS_n3GPP          := '0'B,

    imsVoPS_3GPP           := '1'B,

    spareBits              := tsc_Spare6,

    mcsi                   := '0'B,

    emcn3                  := '0'B,

    spare                  := omit

  };
  template (value) NSSAI cs_NSSAI_SST1eMBB :=

  { // 24.501 cl. 9.11.3.37

    /* @status    APPROVED (NR5GC) */

    iei        := '70'O, /* present in case of TLV; omit in case of LV */

    iel        := '02'O, /* present in case of LV or TLV; omit in case of V */

    s_nssai    := {cs_S_NSSAI_SST1eMBB}

  };
After change
   template (value) NG_NetworkFeatureSupport cs_NG_NetworkFeatureSupport_Def :=

  { /* 24.501 cl 9.11.3.5 */

    /* @status    APPROVED (NR5GC) */

    iel                    := '02'O, /* present in case of LV or TLV; omit in case of V */

    mpsi                   := '0'B,

    iwk_N26                := '0'B,

    emf                    := '00'B,

    emc                    := '00'B,

    imsVoPS_n3GPP          := '0'B,

    imsVoPS_3GPP           := '1'B,

    spareBits              := tsc_Spare6,

    mcsi                   := '0'B,

    emcn3                  := '0'B,

    spare                  := omit

  };  

template (value) NSSAI cs_NSSAI_SST1eMBB :=

  { // 24.501 cl. 9.11.3.37

    /* @status    APPROVED (NR5GC) */

    iei        := '15'O, /* present in case of TLV; omit in case of LV */

    iel        := '02'O, /* present in case of LV or TLV; omit in case of V */

    s_nssai    := {cs_S_NSSAI_SST1eMBB}

  };
Change 3

Note – This is the same change, done on wk12 TTCN, as proposed in Change 32 on wk05 submission after incorporation of MCC comments, please refer R5s190109
	Function name
	f_NG_Authentication_A7

	Reason for change
	Please refer Change 32 of R5s190109

	Summary of change
	Please refer Change 32 of R5s190109

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	


Before change

  function fl_NG_NAS_AuthenticationInitOtherParams(NG_NAS_SecurityParams_Type p_Auth_Params,

                                                   NAS_PlmnId p_PLMN) return NG_NAS_SecurityParams_Type

  {

    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    var B128_Type v_XRESstar;

…..
    // Generate KAMF

    v_Auth_Params.KAMF := f_NG_Authentication_A7(px_IMSI_Def, // FFS Is this all we need for SUPI??

                                                 v_Auth_Params.KSEAF,

                                                 v_Auth_Params.ABBA,

                                                 v_Auth_Params.KDF);

…..
  }
  function f_NG_Authentication_A7(hexstring p_SUPI,

                                  B256_Type p_KSEAF,

                                  octetstring p_ABBA,

                                  KDF_Type p_KDF_Type) return B256_Type

  {

    const octetstring const_S6D_FC :='6D'O;

    var octetstring v_S;

    var octetstring v_P0 := hex2oct(p_SUPI);
    var octetstring v_P1 := p_ABBA;

    // Generation of String

    v_S := const_S6D_FC;

    //FC = 0x6D

    v_S :=  (v_S & v_P0);

    //P0 = serving network ID

    v_S :=  (v_S & int2oct(lengthof(v_P0), 2)) ;

    //L0 = length of SUPI

    v_S :=  (v_S & v_P1);

    //P0 = serving network ID

    v_S :=  (v_S & int2oct(lengthof(v_P1), 2)) ;

    //L1 = length of ABBA

    return fx_KeyDerivationFunction(p_KDF_Type, p_KSEAF, v_S);

  }
After change
    function fl_NG_NAS_AuthenticationInitOtherParams(NG_NAS_SecurityParams_Type p_Auth_Params,

                                                   NAS_PlmnId p_PLMN) return NG_NAS_SecurityParams_Type

  {

    var NG_NAS_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    var B128_Type v_XRESstar;

…..
    // Generate KAMF

    v_Auth_Params.KAMF := f_NG_Authentication_A7(hex2str(px_IMSI_Def), 

                                                 v_Auth_Params.KSEAF,

                                                 v_Auth_Params.ABBA,

                                                 v_Auth_Params.KDF);

…….
  }
  function f_NG_Authentication_A7(charstring p_SUPI,

                                  B256_Type p_KSEAF,

                                  octetstring p_ABBA,

                                  KDF_Type p_KDF_Type) return B256_Type

  {

    const octetstring const_S6D_FC :='6D'O;

    var octetstring v_S;

    var octetstring v_P0 := char2oct(p_SUPI);
    var octetstring v_P1 := p_ABBA;

    // Generation of String

    v_S := const_S6D_FC;

    //FC = 0x6D

    v_S :=  (v_S & v_P0);

    //P0 = serving network ID

    v_S :=  (v_S & int2oct(lengthof(v_P0), 2));

    //L0 = length of SUPI

    v_S :=  (v_S & v_P1);

    //P0 = serving network ID

    v_S :=  (v_S & int2oct(lengthof(v_P1), 2)) ;

    //L1 = length of ABBA

    return fx_KeyDerivationFunction(p_KDF_Type, p_KSEAF, v_S);

  }
Change 4
	Function name
	f_NR_Calculate_PF_PO

	Reason for change
	As per TS 38.331, clause 6.3.2
nAndPagingFrameOffset

Used to derive the number of total paging frames in T (corresponding to parameter N in TS 38.304 [20]) and paging frame offset (corresponding to parameter PF_offset in TS 38.304 [20]). A value of oneSixteenthT corresponds to T / 16, a value of oneEighthT corresponds to T / 8, and so on.
Based on above clause, the value of v_N returned by fl_NR_ConvertN needs to be converted as specified above

	Summary of change
	v_N, returned by fl_NR_ConvertN, is converted as v_N:= v_T / v_N;


	TTCN module
	NR5GC_SysinfoPaging

	MCC160 Comment
	


Before change

     function f_NR_Calculate_PF_PO (SystemFrameNumber_Type  p_Sfn,

                                 PagingCycle             p_T,

                                 PCCH_Config             p_PCCH_Config,

                                 B32_Type                p_NG_TMSI,

                                 integer                 p_SlotsNumberPerSubframe,

                                 SubcarrierSpacing       p_SCS) return SubFrameTiming_Type

  {

    var integer v_UE_ID := bit2int(p_NG_TMSI) mod 1024;  // 5G-S-TMSI mod 1024

    var integer v_N := fl_NR_ConvertN(p_PCCH_Config.nAndPagingFrameOffset); // N: number of total paging frames in T

    var integer v_PF_Offset := fl_NR_ConvertPF_Offset(p_PCCH_Config.nAndPagingFrameOffset);

    //   var integer v_Ns := fl_NR_ConvertNs(p_PCCH_Config.ns); //number of paging occasions for a PF

    var integer v_NextSfn := (p_Sfn + tsc_NR_SfnDelay) mod 1024;

    var integer v_SfnPlusOffsetModT;

    var integer v_FirstPagingFrame;

    var integer v_T := fl_NR_ConvertPagingCycle(p_T);

    //   var integer v_I_s;

    var SubFrameTiming_Type v_PagingOccasion;

    var integer v_SlotOffset:= 2;   //Acc to 38.523-3 cl 7.3.4 When PDCCH monitoring occasions with default association is applied, the Paging Occasion is set to slot#2 of the Paging Frame.;

    //Calculate the first paging Frame

    //SFN for the PF is determined by: (SFN + PF_offset) mod T = (T div N)*(UE_ID mod N)

    v_SfnPlusOffsetModT := (v_T / v_N) * (v_UE_ID mod v_N);

…..
  }
After change
  function f_NR_Calculate_PF_PO (SystemFrameNumber_Type  p_Sfn,

                                 PagingCycle             p_T,

                                 PCCH_Config             p_PCCH_Config,

                                 B32_Type                p_NG_TMSI,

                                 integer                 p_SlotsNumberPerSubframe,

                                 SubcarrierSpacing       p_SCS) return SubFrameTiming_Type

  {

    var integer v_UE_ID := bit2int(p_NG_TMSI) mod 1024;  // 5G-S-TMSI mod 1024

    var integer v_N := fl_NR_ConvertN(p_PCCH_Config.nAndPagingFrameOffset); // N: number of total paging frames in T

    var integer v_PF_Offset := fl_NR_ConvertPF_Offset(p_PCCH_Config.nAndPagingFrameOffset);

    //   var integer v_Ns := fl_NR_ConvertNs(p_PCCH_Config.ns); //number of paging occasions for a PF

    var integer v_NextSfn := (p_Sfn + tsc_NR_SfnDelay) mod 1024;

    var integer v_SfnPlusOffsetModT;

    var integer v_FirstPagingFrame;

    var integer v_T := fl_NR_ConvertPagingCycle(p_T);

    //   var integer v_I_s;

    var SubFrameTiming_Type v_PagingOccasion;

    var integer v_SlotOffset:= 2;   //Acc to 38.523-3 cl 7.3.4 When PDCCH monitoring occasions with default association is applied, the Paging Occasion is set to slot#2 of the Paging Frame.;

    v_N := v_T / v_N;
    //Calculate the first paging Frame

    //SFN for the PF is determined by: (SFN + PF_offset) mod T = (T div N)*(UE_ID mod N)

    v_SfnPlusOffsetModT := (v_T / v_N) * (v_UE_ID mod v_N);

……
  }
Change 5
	Function name
	Deregistration_NR5GC

	Reason for change
	1. The preamble state 3A will leave the UE in RRC_Connected State so no need to establish the RRC Connection again in test body
2. Before Step step13a4,  f_NR5GC_RRC_IdleState1N_Def is called with  noRrcConnectionRelease so the UE will be in RRC_Connected State so no need to establish the RRC Connection again in test body

	Summary of change
	1. RRCConnectionEstablishment function is replaced with reception of NAS PDU

	TTCN module
	NG_NAS_SecurityFunctions

	MCC160 Comment
	


Before change

       function fl_TC_9_1_6_1_1_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB1; //@sic R5-192397 sic@

    timer t_T3522 := f_NR_SetTimerToleranceMin(v_NGC_NASCellA, nasTimer, 6.0);

    timer t_T3570 := f_NR_SetTimerToleranceMin(v_NGC_NASCellA, nasTimer, 6.0);

………….
    //@siclog "Step 9" siclog@

    //The UE transmits a DEREGISTRATION REQUEST with the De-registration type IE indicating "switch off".

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if(not f_Check_NG_DeregistrationReqMOMsg(v_ReceivedMsg.Pdu.Msg, crs_DeregisterType('1'B, '0'B, '01'B))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "De-registration Request Message Failed");

    }

      else {

      f_NR_PreliminaryPass (__FILE__, __LINE__, "Step 9");

    }

………..
      //Cause removal of USIM from the UE without powering down.

      //@siglog "step13a3" siclog@

      f_UT_USIM_Remove (UT);

      //Check: Does the UE transmit a DEREGISTRATION REQUEST with the De-registration type IE indicating "switch off"?

      //@siglog "step13a4" siclog@

      v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
      if(not f_Check_NG_DeregistrationReqMOMsg(v_ReceivedMsg.Pdu.Msg, crs_DeregisterType('1'B, '0'B, '01'B))) {

        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "De-registration Request Message Failed");

      }

        else {

        f_NR_PreliminaryPass (__FILE__, __LINE__, "Step 7");

        }

    }

  }
After change
    function fl_TC_9_1_6_1_1_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB1; //@sic R5-192397 sic@

    timer t_T3522 := f_NR_SetTimerToleranceMin(v_NGC_NASCellA, nasTimer, 6.0);

    timer t_T3570 := f_NR_SetTimerToleranceMin(v_NGC_NASCellA, nasTimer, 6.0);

…..
    //@siclog "Step 9" siclog@

    //The UE transmits a DEREGISTRATION REQUEST with the De-registration type IE indicating "switch off".

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB2, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    v_ReceivedMsg := v_ReceivedAsp.Signalling.Nas[0];
    if(not f_Check_NG_DeregistrationReqMOMsg(v_ReceivedMsg.Pdu.Msg, crs_DeregisterType('1'B, '0'B, '01'B))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "De-registration Request Message Failed");

    }

      else {

      f_NR_PreliminaryPass (__FILE__, __LINE__, "Step 9");

      }

…..
      //Cause removal of USIM from the UE without powering down.

      //@siglog "step13a3" siclog@

      f_UT_USIM_Remove (UT);

      //Check: Does the UE transmit a DEREGISTRATION REQUEST with the De-registration type IE indicating "switch off"?

      //@siglog "step13a4" siclog@

      SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB2, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

      v_ReceivedMsg := v_ReceivedAsp.Signalling.Nas[0];
      if(not f_Check_NG_DeregistrationReqMOMsg(v_ReceivedMsg.Pdu.Msg, crs_DeregisterType('1'B, '0'B, '01'B))) {

        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "De-registration Request Message Failed");

      }

      else {

          f_NR_PreliminaryPass (__FILE__, __LINE__, "Step 13");

      }

  }
Change 6
	Function name
	f_NR5GC_RRC_Idle_Steps5_9_AKA

	Reason for change
	Authentication Response will be sent Integrity protected and ciphered if the secutity context has already been established.

	Summary of change
	Changed the v_SecurityHeaderResponse to tsc_SHT_IntegrityProtected_Ciphered
Note: A draft prose CR is associated with this change

	TTCN module
	NR5GC_NASSteps

	MCC160 Comment
	


Before change

  function f_NR5GC_RRC_Idle_Steps5_9_AKA (inout GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                           NR_CellId_Type p_CellId,

                                           NG_NAS_MSG_Indication_Type p_ReceivedMsg,

                                           NAS_PlmnId p_PLMN,

                                           TypeOfRegistration_Type p_RegType := Initial_Secure)  runs on NR5GC_PTC return NasCount_Type

  {

    var template NAS_SecurityReturnType v_NAS_SecurityReturnValue;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg := p_ReceivedMsg;

    var NG_NAS_SecurityParams_Type v_SecurityParams;

    var SecurityHeaderType v_SentSecurityHeader;

    var template (present) SecurityHeaderType v_SecurityHeaderResponse;

    if(p_RegType == Initial_NoSecurity) { // @sic R5s190109 sic@

      v_SentSecurityHeader := tsc_SHT_NoSecurityProtection;

      v_SecurityHeaderResponse := tsc_SHT_NoSecurityProtection;

    } else {

      v_SentSecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

      v_SecurityHeaderResponse := tsc_SHT_IntegrityProtected;
    }

……..
  }
After change
function f_NR5GC_RRC_Idle_Steps5_9_AKA (inout GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                           NR_CellId_Type p_CellId,

                                           NG_NAS_MSG_Indication_Type p_ReceivedMsg,

                                           NAS_PlmnId p_PLMN,

                                           TypeOfRegistration_Type p_RegType := Initial_Secure)  runs on NR5GC_PTC return NasCount_Type

  {

    var template NAS_SecurityReturnType v_NAS_SecurityReturnValue;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg := p_ReceivedMsg;

    var NG_NAS_SecurityParams_Type v_SecurityParams;

    var SecurityHeaderType v_SentSecurityHeader;

    var template (present) SecurityHeaderType v_SecurityHeaderResponse;

    if(p_RegType == Initial_NoSecurity) { // @sic R5s190109 sic@

      v_SentSecurityHeader := tsc_SHT_NoSecurityProtection;

      v_SecurityHeaderResponse := tsc_SHT_NoSecurityProtection;

    } else {

      v_SentSecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

      v_SecurityHeaderResponse := tsc_SHT_IntegrityProtected_Ciphered;
    }

  ……..
  }
Change 7
	Function name
	f_NR5GC_RRC_ConnectedState3N_Steps1_4

	Reason for change
	Correct Service Type and State needs to be passed in f_Check_NG_ServiceReqMsg

	Summary of change
	Corrected the ServiceType to “mobile terminated services” and passed the correct state 3A
Note: A draft prose CR is associated with the first change

	TTCN module
	NR5GC_NASSteps

	MCC160 Comment
	


Before change

    function f_NR5GC_RRC_ConnectedState3N_Steps1_4(NR_CellId_Type p_CellId) runs on NR5GC_PTC return NG_NAS_MSG_Indication_Type

  {

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var template (present) NG_MobileIdentity v_S_TMSI := f_NG_S_TMSI2MobileIdentity(omit, v_GutiParams);

    // Step 1 Page UE

    f_NR_Paging_Def(p_CellId, RRC_IDLE);

    // Steps 2-4 RRC connection Setup

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?);

    if (not f_Check_NG_ServiceReqMsg (v_ReceivedMsg.Pdu, cs_NAS_KeySetIdentifier_lv(f_NR_SecurityKSIamf_Get (), tsc_NasKsi_NativeSecurityContext), v_S_TMSI)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Service Request Message Failed");

    }

    return v_ReceivedMsg;

   }
After change
  function f_NR5GC_RRC_ConnectedState3N_Steps1_4(NR_CellId_Type p_CellId) runs on NR5GC_PTC return NG_NAS_MSG_Indication_Type

  {

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var template (present) NG_MobileIdentity v_S_TMSI := f_NG_S_TMSI2MobileIdentity(omit, v_GutiParams);

    // Step 1 Page UE

    f_NR_Paging_Def(p_CellId, RRC_IDLE);

    // Steps 2-4 RRC connection Setup

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?);

    if (not f_Check_NG_ServiceReqMsg (v_ReceivedMsg.Pdu, cs_NAS_KeySetIdentifier_lv(f_NR_SecurityKSIamf_Get (), tsc_NasKsi_NativeSecurityContext), v_S_TMSI, '0010'B, STATE_CONNECTED_3A)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Service Request Message Failed");

    }

    return v_ReceivedMsg;

   }
Change 8
	Function name
	f_NR5GC_PDUSessionEstablishment

	Reason for change
	p_SSC_Mode and p_Session_AMBR are passed to f_NR5GC_PDUSessionEstablishment_InnerLoop function which aill make them passed as Omit. This is not as per 38.508-1

	Summary of change
	‘-‘ is passed in place of p_SSC_Mode and p_Session_AMBR to f_NR5GC_PDUSessionEstablishment_InnerLoop function so that default values can be used for these two IEs

	TTCN module
	NR5GC_NASSteps

	MCC160 Comment
	


Before change

  function f_NR5GC_PDUSessionEstablishment(NR_CellId_Type p_CellId,

                                           integer p_ExpectedNumberOfNewPDUSessions := pc_noOf_PDUs,

                                           NR_RadioBearerId_Type p_SRB := tsc_NR_RbId_SRB2,

                                           template (value) SDAP_Config p_SDAP_Config := cs_SDAP_Config,

                                           template S_NSSAI_Type p_ExpectedS_NSSAI := *,

                                           template DNN p_ExpectedDNN := *,

                                           template (omit) SSC_Mode p_SSC_Mode := omit,

                                           template (omit) DNN p_DNN := omit,

                                           template (omit) QoS_Rules p_QoS_Rules := omit,

                                           template (omit) Session_AMBR p_Session_AMBR := omit,

                                           template (omit) S_NSSAI_Type p_S_NSSAI := omit,

                                           template (omit) QoSFlowDescr p_QoSFlowDescr := omit,

                                           template (present) NG_PDU_SessionId p_PDU_SessionId := ?,

                                           template ProcedureTransactionIdentifier p_PTI := omit,

                                           template (omit) PDU_SessionType p_PDU_SessionType := omit,

                                           template SSC_Mode p_ExpectedSSC_Mode := ?,

                                           template NG_UE_SM_Cap p_UECap := ?,

                                           template MaxNumPacketFilters p_MaxNumPacketFilters := ?,

                                           template IntegrityProtMaxDataRate p_IntegrityProtMaxDataRate := ?,

                                           template AlwaysOnPDUSessionReq p_AlwaysOnPDUSessionReq := ?,

                                           template SM_PDU_DN_RequestContainer p_PDUReq := ?,

                                           template ExtdProtocolConfigOptions p_ExtdPCO := ?,

                                           template NG_PDU_SessionId p_OldPDU_SessionId := ?,

                                           template NG_Request_Type p_RequestType := ?,

                                           template AdditionalInformation p_AdditionalInfo := *,

                                           template (omit) GMM_GSM_Cause p_Cause := omit,

                                           template (omit) GPRS_Timer p_RQTimer := omit,

                                           template (omit) MappedEPSBearerContexts p_MappedEPSBearerContexts := omit,

                                           template (omit) EAP_Message p_EAP := omit,

                                           template (omit) GPRS_Timer3 p_BackOff := omit) runs on NR5GC_PTC

  {

    var NR_RadioBearerId_Type v_SRB := p_SRB;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var integer v_K_NumOfReqsProcessed := 0;

    var integer v_L_NumOfReqsReceivedInParallel := 0;

    var default v_MyDefaultVar := null;

    // Clear store of msgs received in parallel

    f_NR5GC_MsgInDefault_ResetStoreOfPDUSessionEstReq();

    // Then activate store for any new msgs received

    v_MyDefaultVar := activate(a_NR5GC_AdditionalPDUSessionEstablishmentReq(p_CellId));

    do {

      if (f_NR5GC_MsgInDefault_GetNumOfPDUSessionEstReq() > v_L_NumOfReqsReceivedInParallel) {

        // If another msg has been recieved in parallel since the last time we looked

        v_L_NumOfReqsReceivedInParallel := v_L_NumOfReqsReceivedInParallel + 1;

        v_ReceivedAsp := f_NR5GC_MsgInDefault_GetOnePDUSessionEstReq(v_L_NumOfReqsReceivedInParallel);

      } else { // no outstanding msgs, so must wait for next PDU Establishment

        SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

      }

      // Update K now as latest msg is about to be processed

      v_K_NumOfReqsProcessed := v_K_NumOfReqsProcessed + 1;

      f_NR5GC_PDUSessionEstablishment_InnerLoop (p_CellId,

                                               v_ReceivedAsp,

                                               v_SRB,

                                               p_SDAP_Config,

                                               p_ExpectedS_NSSAI,

                                               p_ExpectedDNN,

                                               p_SSC_Mode,
                                               p_DNN,

                                               p_QoS_Rules,

                                               p_Session_AMBR,
                                               p_S_NSSAI,

                                               p_QoSFlowDescr,

                                               p_PDU_SessionId,

                                               p_PTI,

                                               p_PDU_SessionType,

                                               p_ExpectedSSC_Mode,

                                               p_UECap,

                                               p_MaxNumPacketFilters,

                                               p_IntegrityProtMaxDataRate,

                                               p_AlwaysOnPDUSessionReq,

                                               p_PDUReq,

                                               p_ExtdPCO,

                                               p_OldPDU_SessionId,

                                               p_RequestType,

                                               p_AdditionalInfo,

                                               p_Cause,

                                               p_RQTimer,

                                               p_MappedEPSBearerContexts,

                                               p_EAP,

                                               p_BackOff);

    if (v_SRB == tsc_NR_RbId_SRB1) { // SRB2 will be configured in the 1st instance (if it hasn't already)

      v_SRB := tsc_NR_RbId_SRB2;

    }

    } while (v_K_NumOfReqsProcessed < p_ExpectedNumberOfNewPDUSessions);

    // all expected msgs have been processed,  so deactivate the extra default

    deactivate(v_MyDefaultVar);

  }
After change
    function f_NR5GC_PDUSessionEstablishment(NR_CellId_Type p_CellId,

                                           integer p_ExpectedNumberOfNewPDUSessions := pc_noOf_PDUs,

                                           NR_RadioBearerId_Type p_SRB := tsc_NR_RbId_SRB2,

                                           template (value) SDAP_Config p_SDAP_Config := cs_SDAP_Config,

                                           template S_NSSAI_Type p_ExpectedS_NSSAI := *,

                                           template DNN p_ExpectedDNN := *,

                                           template (omit) SSC_Mode p_SSC_Mode := omit,

                                           template (omit) DNN p_DNN := omit,

                                           template (omit) QoS_Rules p_QoS_Rules := omit,

                                           template (omit) Session_AMBR p_Session_AMBR := omit,

                                           template (omit) S_NSSAI_Type p_S_NSSAI := omit,

                                           template (omit) QoSFlowDescr p_QoSFlowDescr := omit,

                                           template (present) NG_PDU_SessionId p_PDU_SessionId := ?,

                                           template ProcedureTransactionIdentifier p_PTI := omit,

                                           template (omit) PDU_SessionType p_PDU_SessionType := omit,

                                           template SSC_Mode p_ExpectedSSC_Mode := ?,

                                           template NG_UE_SM_Cap p_UECap := ?,

                                           template MaxNumPacketFilters p_MaxNumPacketFilters := ?,

                                           template IntegrityProtMaxDataRate p_IntegrityProtMaxDataRate := ?,

                                           template AlwaysOnPDUSessionReq p_AlwaysOnPDUSessionReq := ?,

                                           template SM_PDU_DN_RequestContainer p_PDUReq := ?,

                                           template ExtdProtocolConfigOptions p_ExtdPCO := ?,

                                           template NG_PDU_SessionId p_OldPDU_SessionId := ?,

                                           template NG_Request_Type p_RequestType := ?,

                                           template AdditionalInformation p_AdditionalInfo := *,

                                           template (omit) GMM_GSM_Cause p_Cause := omit,

                                           template (omit) GPRS_Timer p_RQTimer := omit,

                                           template (omit) MappedEPSBearerContexts p_MappedEPSBearerContexts := omit,

                                           template (omit) EAP_Message p_EAP := omit,

                                           template (omit) GPRS_Timer3 p_BackOff := omit) runs on NR5GC_PTC

  {

    var NR_RadioBearerId_Type v_SRB := p_SRB;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var integer v_K_NumOfReqsProcessed := 0;

    var integer v_L_NumOfReqsReceivedInParallel := 0;

    var default v_MyDefaultVar := null;

    // Clear store of msgs received in parallel

    f_NR5GC_MsgInDefault_ResetStoreOfPDUSessionEstReq();

    // Then activate store for any new msgs received

    v_MyDefaultVar := activate(a_NR5GC_AdditionalPDUSessionEstablishmentReq(p_CellId));

    do {

      if (f_NR5GC_MsgInDefault_GetNumOfPDUSessionEstReq() > v_L_NumOfReqsReceivedInParallel) {

        // If another msg has been recieved in parallel since the last time we looked

        v_L_NumOfReqsReceivedInParallel := v_L_NumOfReqsReceivedInParallel + 1;

        v_ReceivedAsp := f_NR5GC_MsgInDefault_GetOnePDUSessionEstReq(v_L_NumOfReqsReceivedInParallel);

      } else { // no outstanding msgs, so must wait for next PDU Establishment

        SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

      }

      // Update K now as latest msg is about to be processed

      v_K_NumOfReqsProcessed := v_K_NumOfReqsProcessed + 1;

      f_NR5GC_PDUSessionEstablishment_InnerLoop (p_CellId,

                                               v_ReceivedAsp,

                                               v_SRB,

                                               p_SDAP_Config,

                                               p_ExpectedS_NSSAI,

                                               p_ExpectedDNN,

                                               -,
                                               p_DNN,

                                               p_QoS_Rules,

                                               -,
                                               p_S_NSSAI,

                                               p_QoSFlowDescr,

                                               p_PDU_SessionId,

                                               p_PTI,

                                               p_PDU_SessionType,

                                               p_ExpectedSSC_Mode,

                                               p_UECap,

                                               p_MaxNumPacketFilters,

                                               p_IntegrityProtMaxDataRate,

                                               p_AlwaysOnPDUSessionReq,

                                               p_PDUReq,

                                               p_ExtdPCO,

                                               p_OldPDU_SessionId,

                                               p_RequestType,

                                               p_AdditionalInfo,

                                               p_Cause,

                                               p_RQTimer,

                                               p_MappedEPSBearerContexts,

                                               p_EAP,

                                               p_BackOff);

    if (v_SRB == tsc_NR_RbId_SRB1) { // SRB2 will be configured in the 1st instance (if it hasn't already)

      v_SRB := tsc_NR_RbId_SRB2;

    }

    } while (v_K_NumOfReqsProcessed < p_ExpectedNumberOfNewPDUSessions);

    // all expected msgs have been processed,  so deactivate the extra default

    deactivate(v_MyDefaultVar);

  }
Change 9
	Function name
	f_NR_RRCReconfigExistingDRBs

	Reason for change
	v_CellGroupConfig is not fully populated 

	Summary of change
	Passed the rlc_BearerToAddModList and mac_CellGroupConfig to the template cs_38508_CellGroupConfig to fully assign v_CellGroupConfig 

	TTCN module
	NR5GC_RRCSteps

	MCC160 Comment
	


Before change

    function f_NR_RRCReconfigExistingDRBs(NR_CellId_Type p_CellId,

                                        template (omit) NG_NAS_MSG_RequestList_Type p_NASMsg,

                                        template (omit) IntegerList_Type p_DRBId_ToBeModified := omit,

                                        template (omit) NR_RLC_BearerToAddModList_Type p_RLCConfigList := omit,

                                        template (omit) MAC_CellGroupConfig p_MACConfig := omit,

                                        template (omit) DRB_ToAddModList p_DRBToAddMod := omit,

                                        template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                        template (omit) NR_RadioBearerList_Type p_SS_Drb_Config := omit,

                                        boolean p_ReceiveForRRCreconfigurationComplete := true,

                                        boolean p_OnlySRB1 := false) runs on NR5GC_PTC

  {

  ………
    if (isvalue (p_MACConfig)) {

      // use new, passed in value

      v_CellGroupConfig.mac_CellGroupConfig := valueof(p_MACConfig);

      f_NR_SS_ServingCellConfig(p_CellId,

                                p_TimingInfo,

                                cs_NR_ServingCellConfig_SpCell(cs_NR_SS_SpCellConfig(omit, omit, p_MACConfig, omit)));

    } else {// if mac config doesn't need to be updated, don't include it

      v_CellGroupConfig.mac_CellGroupConfig := omit;

    }

    v_V1530Ext := cs_NR_RRCReconfiguration_v1530_IEs(bit2oct(encvalue(v_CellGroupConfig)));

    // Build RadioBearerConfig message

    v_RadioBearerConfig := cs_38508_RadioBearerConfigDef(v_SRBToAddModList,

                                                         v_DRBToAddModList,

                                                         -,

                                                         cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), master));

    //Reconfigure DRB in SS - existing DRBs are not reconfigured during release

    f_NR_SS_CommonRadioBearerConfig(p_CellId, v_SS_Config, p_TimingInfo);

    // Send message to UE

    f_NR_SendRRCReconfiguration (p_CellId, tsc_NR_RbId_SRB1, v_RadioBearerConfig, v_V1530Ext, p_NASMsg, -, p_TimingInfo, p_ReceiveForRRCreconfigurationComplete);

  }
After change
  function f_NR_RRCReconfigExistingDRBs(NR_CellId_Type p_CellId,

                                        template (omit) NG_NAS_MSG_RequestList_Type p_NASMsg,

                                        template (omit) IntegerList_Type p_DRBId_ToBeModified := omit,

                                        template (omit) NR_RLC_BearerToAddModList_Type p_RLCConfigList := omit,

                                        template (omit) MAC_CellGroupConfig p_MACConfig := omit,

                                        template (omit) DRB_ToAddModList p_DRBToAddMod := omit,

                                        template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                        template (omit) NR_RadioBearerList_Type p_SS_Drb_Config := omit,

                                        boolean p_ReceiveForRRCreconfigurationComplete := true,

                                        boolean p_OnlySRB1 := false) runs on NR5GC_PTC

  {

  ……..
    if (isvalue (p_MACConfig)) {

      // use new, passed in value

      v_CellGroupConfig.mac_CellGroupConfig := valueof(p_MACConfig);

      f_NR_SS_ServingCellConfig(p_CellId,

                                p_TimingInfo,

                                cs_NR_ServingCellConfig_SpCell(cs_NR_SS_SpCellConfig(omit, omit, p_MACConfig, omit)));

    } else {// if mac config doesn't need to be updated, don't include it

      v_CellGroupConfig.mac_CellGroupConfig := omit;

    }
    v_CellGroupConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_MCG,v_CellGroupConfig.rlc_BearerToAddModList, -, v_CellGroupConfig.mac_CellGroupConfig);
    v_V1530Ext := cs_NR_RRCReconfiguration_v1530_IEs(bit2oct(encvalue(v_CellGroupConfig)));

    // Build RadioBearerConfig message

    v_RadioBearerConfig := cs_38508_RadioBearerConfigDef(v_SRBToAddModList,

                                                         v_DRBToAddModList,

                                                         -,

                                                         cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), master));

    //Reconfigure DRB in SS - existing DRBs are not reconfigured during release

    f_NR_SS_CommonRadioBearerConfig(p_CellId, v_SS_Config, p_TimingInfo);

    // Send message to UE

    f_NR_SendRRCReconfiguration (p_CellId, tsc_NR_RbId_SRB1, v_RadioBearerConfig, v_V1530Ext, p_NASMsg, -, p_TimingInfo, p_ReceiveForRRCreconfigurationComplete);

  }
Execution Log Files

HiSilicon Balong 5000
The HiSilicon Balong 5000 UE passed this test case on Keysight 5G Protocol Conformance Toolset Solution on NR band n78.The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
References
	[1]
	R5s190151:   NR/5GC: Supporting information for re-verification of 5GC NAS test case 9.1.6.1.1
                          This archive comprises:
                        -  html and text format execution log files 




