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Change 1
	Function name
	f_EUTRA_PdcpScurityProcedure_Integrity

	Reason for change
	At step 18 of these test cases, UECapabilityEnquiry is sent to the UE and no response is expected due to incorrect MAC-I value. TTCN is giving an uplink grant to the UE. This grant is not required and due to the timings can cause the UE to retransmit RRCConnectionReestablishmentRequest causing test case failure.



	Summary of change
	Removed the unnecessary UL Grant given to the UE.

	TTCN module
	PDCP_Security.ttcn

	MCC160 Comment
	


Before change

function f_EUTRA_PdcpScurityProcedure_Integrity(EUTRA_CellId_Type p_CellId,

                                                  IntegrityProtAlgorithm_Type p_AS_IntegrityProtAlgorithm) runs on EUTRA_PTC

  {

    …………………………………
    //@siclog "Step 16-17" siclog@

    // @sic R5s160341 sic@

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasInd.SecurityProtection.NasCount);

    f_EUTRA_Security_Set(v_AuthParams);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 16 & 17");

    v_ShortMAC_I := f_EUTRA_Calculate_ShortMAC(p_CellId, p_CellId);

    //Stop UL grant transmission on cell to avoid TA trasnmission with other desired events

    f_EUTRA_StopULGrantTransmission(p_CellId, cs_TimingInfo_Now);

    //@sic R5s110418 R5s170540 sic@

    v_Timing :=  f_EUTRA_GetNextSendOccasion(p_CellId, 200);      // >200ms in advance; Subframe.Number = 4 Schedule transmission of MAC_I failure message

    v_Timing2 := f_EUTRA_NB_TimingInfoAdd(v_Timing, 20); //To schedule an UL grant for RLC Status PDU by conforment UE or STATUS PDU + UECapabilityInformation by a non conforment UE

    // selected to be less than t-PollRetransmit =45ms for SRB1 and greater than latency requirement = 10 ms

    // UE transmits 4 TTI after reception of grant

    v_Timing3 := f_EUTRA_NB_TimingInfoAdd(v_Timing, 40); // To schedule local SS release

    v_Timing4 := f_EUTRA_NB_TimingInfoAdd(v_Timing, 45); // To establish the SS resources

    //@sic R5s110418 removed RACH procedure configuration sic@

    //@siclog "Step 18" siclog@

    // Configure SS to use differnt algorithm for integrity so that will result in MAC-I failure at UE

    f_EUTRA_SS_TriggerMAC_I_Failure(p_CellId);

    SRB.send(cas_SRB1_RrcPdu_REQ(p_CellId, cs_TimingInfo(v_Timing), cs_508_UeCapabilityEnquiry(tsc_RRC_TI_Def)));

    //@sic R5s140720 sic@

    f_EUTRA_ULGrantConfiguration_Common(p_CellId, //@sic R5s170540 sic@

                                        cs_TimingInfo(v_Timing2),

                                        cs_DciInfo_CcchDcchDtchUL_Explicit(9, 6,-,f_EUTRA_FirstRB_UL (p_CellId)), //@sic R5s170790 sic@

                                        cs_UplinkTimeAlignment_Synch_None,

                                        cs_UL_GrantConfig_OneTime);// Nprb =6, Imcs=Itbs=9 => TBsize of 936, sufficiently large for UECapabilityInformation + Status PDU
    // Reconfiguration of SRB0 is not needed because TM mode RLC,

    // DRB is not needed as no data sent or received hence seqence numbers are intact.

    f_EUTRA_SS_SRBs_DRBs_Release(p_CellId, cs_TimingInfo(v_Timing3));//@sic R5s110602 sic@

    f_EUTRA_SS_SRBs_DRBs_Config(p_CellId, cs_TimingInfo(v_Timing4));//@sic R5s110602 sic@

    //@siclog "Step 19" siclog@

    SRB.receive(car_SRB0_RrcPdu_IND(p_CellId,

                                    cr_508_RRCConnectionReestablishmentRequest(tsc_C_RNTI_Def,

                                                                               f_EUTRA_CellInfo_GetPhyCellId(p_CellId),

                                                                               cr_ReestablishmentCause_OtherFailure,

                                                                               v_ShortMAC_I)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, " Step 19, TP 3");

    // Activate RRC security at SS target cell (Cell1) for SRB 1, 2 and 1 AM DRB

    v_AuthParams := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest(p_CellId, f_EUTRA_Security_Get(), 0);

    f_EUTRA_Security_Set(v_AuthParams);

    //@siclog "Step 20" siclog@

    /* The SS transmits RRCConnectionReestablishment message. */

    f_EUTRA_RRC_RRCConnectionReestablishment_Def(p_CellId);

    //@siclog "Step 21" siclog@

    /* UE transmits an RRCConnectionReestablishmentComplete message */

    SRB.receive(car_SRB1_RrcPdu_IND(p_CellId,  cr_508_RRCConnectionReestablishmentComplete(tsc_RRC_TI_Def)));

    //@siclog "step 21a" siclog@

    f_EUTRA_RRCConnectionReconfiguration_Common(eutra_Cell1,

                                                tsc_RRC_TI_Def ,

                                                0,

                                                0,

                                                {cs_508_SRB2_ToAddMod_DEFAULT});

    /* Step 21b - 21c */

    f_EUTRA_Activate_SRB2_DRB_ReceiveRrcAndNasMsg(eutra_Cell1,

                                                  tsc_RRC_TI_Def,

                                                  0,

                                                  0);

    //@siclog "Step 22" siclog@

    //Check UE is in connected state

    f_EUTRA_508Check_ConnectedState(p_CellId);

    f_EUTRA_TestBody_Set(false);

    ///////////////////////////////////////////////////////////////////////////////////

    //      POSTAMBLE

    //////////////////////////////////////////////////////////////////////////////////

    //Switch off UE and expect a DETACH REQUEST message

    f_EUTRA_Postamble(p_CellId, E2_CONNECTED);//@sic R5-103875 sic@

  } 
After change

function f_EUTRA_PdcpScurityProcedure_Integrity(EUTRA_CellId_Type p_CellId,

                                                  IntegrityProtAlgorithm_Type p_AS_IntegrityProtAlgorithm) runs on EUTRA_PTC

  {

    …………………………………………..
    //@siclog "Step 16-17" siclog@

    // @sic R5s160341 sic@

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasInd.SecurityProtection.NasCount);

    f_EUTRA_Security_Set(v_AuthParams);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 16 & 17");

    v_ShortMAC_I := f_EUTRA_Calculate_ShortMAC(p_CellId, p_CellId);

    //Stop UL grant transmission on cell to avoid TA trasnmission with other desired events

    f_EUTRA_StopULGrantTransmission(p_CellId, cs_TimingInfo_Now);

    //@sic R5s110418 R5s170540 sic@

    v_Timing :=  f_EUTRA_GetNextSendOccasion(p_CellId, 200);      // >200ms in advance; Subframe.Number = 4 Schedule transmission of MAC_I failure message

    v_Timing2 := f_EUTRA_NB_TimingInfoAdd(v_Timing, 20); //To schedule an UL grant for RLC Status PDU by conforment UE or STATUS PDU + UECapabilityInformation by a non conforment UE

    // selected to be less than t-PollRetransmit =45ms for SRB1 and greater than latency requirement = 10 ms

    // UE transmits 4 TTI after reception of grant

    v_Timing3 := f_EUTRA_NB_TimingInfoAdd(v_Timing, 40); // To schedule local SS release

    v_Timing4 := f_EUTRA_NB_TimingInfoAdd(v_Timing, 45); // To establish the SS resources

    //@sic R5s110418 removed RACH procedure configuration sic@

    //@siclog "Step 18" siclog@

    // Configure SS to use differnt algorithm for integrity so that will result in MAC-I failure at UE

    f_EUTRA_SS_TriggerMAC_I_Failure(p_CellId);

    SRB.send(cas_SRB1_RrcPdu_REQ(p_CellId, cs_TimingInfo(v_Timing), cs_508_UeCapabilityEnquiry(tsc_RRC_TI_Def)));
/* REMOVED f_EUTRA_ULGrantConfiguration_Common(p_CellId, //@sic R5s170540 sic@

                                        cs_TimingInfo(v_Timing2),

                                        cs_DciInfo_CcchDcchDtchUL_Explicit(9, 6,-,f_EUTRA_FirstRB_UL (p_CellId)), //@sic R5s170790 sic@

                                        cs_UplinkTimeAlignment_Synch_None,

                                        cs_UL_GrantConfig_OneTime);// Nprb =6, Imcs=Itbs=9 => TBsize of 936, sufficiently large for UECapabilityInformation + Status PDU
*/
    // Reconfiguration of SRB0 is not needed because TM mode RLC,

    // DRB is not needed as no data sent or received hence seqence numbers are intact.

    f_EUTRA_SS_SRBs_DRBs_Release(p_CellId, cs_TimingInfo(v_Timing3));//@sic R5s110602 sic@

    f_EUTRA_SS_SRBs_DRBs_Config(p_CellId, cs_TimingInfo(v_Timing4));//@sic R5s110602 sic@

    //@siclog "Step 19" siclog@

    SRB.receive(car_SRB0_RrcPdu_IND(p_CellId,

                                    cr_508_RRCConnectionReestablishmentRequest(tsc_C_RNTI_Def,

                                                                               f_EUTRA_CellInfo_GetPhyCellId(p_CellId),

                                                                               cr_ReestablishmentCause_OtherFailure,

                                                                               v_ShortMAC_I)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, " Step 19, TP 3");

    // Activate RRC security at SS target cell (Cell1) for SRB 1, 2 and 1 AM DRB

    v_AuthParams := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest(p_CellId, f_EUTRA_Security_Get(), 0);

    f_EUTRA_Security_Set(v_AuthParams);

    //@siclog "Step 20" siclog@

    /* The SS transmits RRCConnectionReestablishment message. */

    f_EUTRA_RRC_RRCConnectionReestablishment_Def(p_CellId);

    //@siclog "Step 21" siclog@

    /* UE transmits an RRCConnectionReestablishmentComplete message */

    SRB.receive(car_SRB1_RrcPdu_IND(p_CellId,  cr_508_RRCConnectionReestablishmentComplete(tsc_RRC_TI_Def)));

    //@siclog "step 21a" siclog@

    f_EUTRA_RRCConnectionReconfiguration_Common(eutra_Cell1,

                                                tsc_RRC_TI_Def ,

                                                0,

                                                0,

                                                {cs_508_SRB2_ToAddMod_DEFAULT});

    /* Step 21b - 21c */

    f_EUTRA_Activate_SRB2_DRB_ReceiveRrcAndNasMsg(eutra_Cell1,

                                                  tsc_RRC_TI_Def,

                                                  0,

                                                  0);

    //@siclog "Step 22" siclog@

    //Check UE is in connected state

    f_EUTRA_508Check_ConnectedState(p_CellId);

    f_EUTRA_TestBody_Set(false);

    ///////////////////////////////////////////////////////////////////////////////////

    //      POSTAMBLE

    //////////////////////////////////////////////////////////////////////////////////

    //Switch off UE and expect a DETACH REQUEST message

    f_EUTRA_Postamble(p_CellId, E2_CONNECTED);//@sic R5-103875 sic@

  } 
