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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 22.4.15 which is part of the NBIOT test suite in the iwd-TTCN3-B2018-03_D18wk24 ATS delivery. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
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3. Verification Test Summary

Test Case:
22.4.15
Test Group:
NBIOT\22_4\NBIOT_RRC_UserPlane.ttcn
ATS Version:
iwd-TTCN3-B2018-03_D18wk24
System Simulator used:
Anritsu Protocol Conformance Test System ME7834LA




UE used:
MTK_2625
Verification Status:
PASS


4. Corrections required for NB-IoT TC 22.4.15
Change 1

	Function name
	f_TC_22_4_15_NBIOT

	Reason for change
	Based on 24.301 cl. 5.3.1.3

Upon indication from the lower layers that the RRC connection has been resumed when in EMM-IDLE mode with suspend indication, the UE shall enter EMM-CONNECTED mode. If the pending NAS message is: 

i) a SERVICE REQUEST message; 

ii) a CONTROL PLANE SERVICE REQUEST message, and the UE did not include any ESM message container, NAS message container or EPS bearer context status information elements; or 

iii) an EXTENDED SERVICE REQUEST message, and the Service type information element indicates "packet services via S1" and the UE did not include any EPS bearer context status information element, 

the message shall not be sent. Otherwise the UE shall cipher the message as specified in subclause 4.4.5 and send the pending initial NAS message upon entering EMM-CONNECTED mode; 

In case UE’s pending message is CP Service Request and UE does include EPS bearer context status, the UE shall send the NAS message.
Current TTCN expects no NAS message in the RRC connection resume complete in step 6.
Prose CR associated with this change.

	Summary of change
	In step 6, “anyoromit” instead of “omit” is expected as piggybacked in RRC connection resume complete. 

	TTCN module
	NBIOT_RRC_UserPlane.ttcn

	MCC160 Comment
	


Before  change

  function f_TC_22_4_15_NBIOT() runs on NBIOT_PTC

  {

    var EUTRA_ASN1_ResumeIdentity_r13_Type v_ResumeIdentityStep2 := tsc_CIOT_ResumeIdentity_Def;

    var EUTRA_ASN1_ResumeIdentity_r13_Type v_ResumeIdentityStep7 := not4b v_ResumeIdentityStep2;

    var EUTRA_ASN1_ShortMAC_I_Type v_ShortMAC_I;

    var template (value) NB_CellPowerList_Type v_CellPowerList_AtT0 := {

      cs_NB_CellPower(nbiot_Cell1, -85),

      cs_NB_CellPower(nbiot_Cell11, tsc_NonSuitableOffNBIOTCellRS_EPRE)

    };

    var template (value) NB_CellPowerList_Type v_CellPowerList_AtT1 := {

      cs_NB_CellPower(nbiot_Cell1, -85),

      cs_NB_CellPower(nbiot_Cell11, -73)

    };

    f_NBIOT_Init(c3, USER_PLANE);

    f_NBIOT_CellInfo_InitMaxReferencePower(nbiot_Cell11, -73);

    // Create and configure all cells

    f_NBIOT_CellConfig_Def(nbiot_Cell1, USER_PLANE);

    f_NBIOT_CellConfig_Def(nbiot_Cell11, USER_PLANE);

    f_NBIOT_Preamble(nbiot_Cell1, USER_PLANE);

    f_NBIOT_UE_Detach_SwitchOffUe(nbiot_Cell1, USER_PLANE, RRC_CONNECTED);

    f_NBIOT_SetCellPowerList(v_CellPowerList_AtT0);  // @sic R5s170515 change 8.1 sic@

    f_NBIOT_TestBody_Set(true);

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT, false);

    f_NBIOT_InitialRegistration(nbiot_Cell1, USER_PLANE, NORMAL, STATE2_NB_CONNECTED_UPDATED);         // @sic R5s170515 additional change: no call of the preamble sic@

    //@siclog "Step 2" siclog@

    f_NBIOT_RRCConnectionSuspend(nbiot_Cell1, v_ResumeIdentityStep2);                                  /* suspend RRC connection;

                                                                                                          @sic R5-182302 change 4, R5w180105 sic@ */

    v_ShortMAC_I := f_NBIOT_Calculate_ShortMAC(nbiot_Cell1, -, tsc_VarShortMAC_ResumeDiscriminator);   // @sic R5s170515 change 8.4: tsc_VarShortMAC_ResumeDiscriminator sic@

    f_NBIOT_SS_ConfigRachProcedureMsg4_RRCConnResume(nbiot_Cell1, cs_RRCConnectionResume_NB);          /* reestablish security and set msg 4 to RRCConnectionResume ;

                                                                                                          @sic R5-182302 change 4, R5w180105 sic@ */

    //@siclog "Step 3" siclog@

    f_NBIOT_UE_Page(nbiot_Cell1);

    //@siclog "Step 4 - 6" siclog@

    f_NBIOT_RRCConnectionResume(nbiot_Cell1, v_ResumeIdentityStep2, v_ShortMAC_I, mt_Access, omit);    // RRC connection resume at cell 1

    //@siclog "Step 7" siclog@

    f_NBIOT_RRCConnectionSuspend(nbiot_Cell1, v_ResumeIdentityStep7);                                  // RRC connection suspend at cell 1

    v_ShortMAC_I := f_NBIOT_Calculate_ShortMAC(nbiot_Cell1, nbiot_Cell11, tsc_VarShortMAC_ResumeDiscriminator);   // @sic R5s170515 change 8.4: tsc_VarShortMAC_ResumeDiscriminator sic@

    f_NBIOT_SS_CommonRadioBearerConfig_SingleDRB(nbiot_Cell11, cs_NB_DRB_Config(tsc_DRB1));                       // configure DRB1 at cell 11 as missing per default

    f_NBIOT_SS_ConfigRachProcedureMsg4_RRCConnResume(nbiot_Cell11, cs_RRCConnectionResume_NB);         // @sic R5-182302 change 4, R5w180105: reestablish security and set msg 4 to RRCConnectionResume for cell 11 sic@

    //@siclog "Step 8" siclog@

    f_NBIOT_SetCellPowerList(v_CellPowerList_AtT1);

    //@siclog "Step 9" siclog@

    f_NBIOT_508CheckRRCConnectionResumeOnNewCell(nbiot_Cell11, v_ResumeIdentityStep7, v_ShortMAC_I, mo_Signalling);

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, " Step 9");

    f_NBIOT_TestBody_Set(false);

    //Switch/power off UE

    f_NBIOT_Postamble(nbiot_Cell11, USER_PLANE, N1_IDLE);    // @sic R5s170515 change 8.4: N1_IDLE instead of N2_CONNECTED sic@

  }
After  change

  function f_TC_22_4_15_NBIOT() runs on NBIOT_PTC

  {

    var EUTRA_ASN1_ResumeIdentity_r13_Type v_ResumeIdentityStep2 := tsc_CIOT_ResumeIdentity_Def;

    var EUTRA_ASN1_ResumeIdentity_r13_Type v_ResumeIdentityStep7 := not4b v_ResumeIdentityStep2;

    var EUTRA_ASN1_ShortMAC_I_Type v_ShortMAC_I;

    var template (value) NB_CellPowerList_Type v_CellPowerList_AtT0 := {

      cs_NB_CellPower(nbiot_Cell1, -85),

      cs_NB_CellPower(nbiot_Cell11, tsc_NonSuitableOffNBIOTCellRS_EPRE)

    };

    var template (value) NB_CellPowerList_Type v_CellPowerList_AtT1 := {

      cs_NB_CellPower(nbiot_Cell1, -85),

      cs_NB_CellPower(nbiot_Cell11, -73)

    };

    f_NBIOT_Init(c3, USER_PLANE);

    f_NBIOT_CellInfo_InitMaxReferencePower(nbiot_Cell11, -73);

    // Create and configure all cells

    f_NBIOT_CellConfig_Def(nbiot_Cell1, USER_PLANE);

    f_NBIOT_CellConfig_Def(nbiot_Cell11, USER_PLANE);

    f_NBIOT_Preamble(nbiot_Cell1, USER_PLANE);

    f_NBIOT_UE_Detach_SwitchOffUe(nbiot_Cell1, USER_PLANE, RRC_CONNECTED);

    f_NBIOT_SetCellPowerList(v_CellPowerList_AtT0);  // @sic R5s170515 change 8.1 sic@

    f_NBIOT_TestBody_Set(true);

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT, false);

    f_NBIOT_InitialRegistration(nbiot_Cell1, USER_PLANE, NORMAL, STATE2_NB_CONNECTED_UPDATED);         // @sic R5s170515 additional change: no call of the preamble sic@

    //@siclog "Step 2" siclog@

    f_NBIOT_RRCConnectionSuspend(nbiot_Cell1, v_ResumeIdentityStep2);                                  /* suspend RRC connection;

                                                                                                          @sic R5-182302 change 4, R5w180105 sic@ */

    v_ShortMAC_I := f_NBIOT_Calculate_ShortMAC(nbiot_Cell1, -, tsc_VarShortMAC_ResumeDiscriminator);   // @sic R5s170515 change 8.4: tsc_VarShortMAC_ResumeDiscriminator sic@

    f_NBIOT_SS_ConfigRachProcedureMsg4_RRCConnResume(nbiot_Cell1, cs_RRCConnectionResume_NB);          /* reestablish security and set msg 4 to RRCConnectionResume ;

                                                                                                          @sic R5-182302 change 4, R5w180105 sic@ */

    //@siclog "Step 3" siclog@

    f_NBIOT_UE_Page(nbiot_Cell1);

    //@siclog "Step 4 - 6" siclog@

    f_NBIOT_RRCConnectionResume(nbiot_Cell1, v_ResumeIdentityStep2, v_ShortMAC_I, mt_Access);    // RRC connection resume at cell 1

    //@siclog "Step 7" siclog@

    f_NBIOT_RRCConnectionSuspend(nbiot_Cell1, v_ResumeIdentityStep7);                                  // RRC connection suspend at cell 1

    v_ShortMAC_I := f_NBIOT_Calculate_ShortMAC(nbiot_Cell1, nbiot_Cell11, tsc_VarShortMAC_ResumeDiscriminator);   // @sic R5s170515 change 8.4: tsc_VarShortMAC_ResumeDiscriminator sic@

    f_NBIOT_SS_CommonRadioBearerConfig_SingleDRB(nbiot_Cell11, cs_NB_DRB_Config(tsc_DRB1));                       // configure DRB1 at cell 11 as missing per default

    f_NBIOT_SS_ConfigRachProcedureMsg4_RRCConnResume(nbiot_Cell11, cs_RRCConnectionResume_NB);         // @sic R5-182302 change 4, R5w180105: reestablish security and set msg 4 to RRCConnectionResume for cell 11 sic@

    //@siclog "Step 8" siclog@

    f_NBIOT_SetCellPowerList(v_CellPowerList_AtT1);

    //@siclog "Step 9" siclog@

    f_NBIOT_508CheckRRCConnectionResumeOnNewCell(nbiot_Cell11, v_ResumeIdentityStep7, v_ShortMAC_I, mo_Signalling);

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, " Step 9");

    f_NBIOT_TestBody_Set(false);

    //Switch/power off UE

    f_NBIOT_Postamble(nbiot_Cell11, USER_PLANE, N1_IDLE);    // @sic R5s170515 change 8.4: N1_IDLE instead of N2_CONNECTED sic@

  }  
Change 2

	Function name
	f_NBIOT_RRCConnectionResume

	Reason for change
	Based on 24.301 cl. 4.4.5:
When the UE establishes a new NAS signalling connection, it shall send the initial NAS message 

- partially ciphered, if it is a CONTROL PLANE SERVICE REQUEST message including an ESM message container information element or a NAS message container information element; and 

- unciphered, if it is any other initial NAS message. 

The CP Service request message shall be ciphered only if it contains ESM or NAS message container information, otherwise it shall be only integrity protected.

	Summary of change
	Implemented a possibility of receiving only integrity protected CP Service request message if condition of NAS/ESM containers not being included is fulfilled.

	TTCN module
	NBIOT_RRCSteps.ttcn

	MCC160 Comment
	


Before  change

     function f_NBIOT_RRCConnectionResume(NBIOT_CellId_Type p_CellId,

                                       template (present) EUTRA_ASN1_ResumeIdentity_r13_Type p_ResumeIdentity := ?,

                                       template (present) EUTRA_ASN1_ShortMAC_I_Type p_ShortMAC_I := ?,

                                       template (present) EstablishmentCause_NB_r13 p_ResumeCause := ?,

                                       template NAS_UL_Message_Type p_Expected_NAS_UL_Message := *) runs on NBIOT_PTC return template (omit) NAS_UL_Message_Type

  { /* NOTE: RRCConnectionResume is sent on SRB1 as after contention resolution (according to 36.508 Table 8.1.6.1-11 and Table 8.1.6.3-11 RRCConnectionResume does not contain any physical layer configuration like UESS configuration */

    /* @sic R5-182302 change 4, R5w180105: p_ContinueROHC removed as RRCConnectionResume is preconfigured at the SS before this procedure starts sic@ */

    var EUTRA_ASN1_RRC_TransactionIdentifier_Type v_RRC_TI := tsc_RRC_TI_Def;

    var template (present) SecurityHeaderType v_ExpectedSecurityStatus;

    var NB_SRB_COMMON_IND v_NB_SRB_COMMON_IND;

    var NAS_UL_Message_Type v_NAS_UL_Message;

    var template (omit) NAS_UL_Message_Type v_PiggybackedNasMessage := omit;

    if (ischosen(p_Expected_NAS_UL_Message.tRACKING_AREA_UPDATE_REQUEST)) {  /* @sic R5s170515 change 3.1: acc. to 24.301 cl. 4.4.5 TRACKING AREA UPDATE REQUEST is always unciphered sic@ */

      v_ExpectedSecurityStatus := tsc_SHT_IntegrityProtected;

    } else {

      v_ExpectedSecurityStatus := tsc_SHT_IntegrityProtected_Ciphered;

    }

    f_NBIOT_ULGrantTransmission(p_CellId, cs_NB_UL_GrantScheduling_Start);   /* @sic R5s170515 change 3.2 sic@ */

    SRB.receive(car_NB_SRB0_RrcPdu_IND(p_CellId, cr_RRCConnectionResumeRequest_NB(p_ResumeIdentity, p_ShortMAC_I, p_ResumeCause)));

    /* @sic R5-182302 change 4, R5w180105: RRCConnectionResume preconfigured at the SS before procedure starts sic@ */

    /* SS automatically sends preconfigured RRCConnectionResume_NB */

    alt {

      [] SRB.receive(car_NB_SRB_RrcNasPdu_IND(p_CellId, tsc_SRB1, cr_RRCConnectionResumeComplete_NB(v_RRC_TI), cr_NAS_Indication(v_ExpectedSecurityStatus, ?))) /* @sic R5s170772 change 2.3: v_ExpectedSecurityStatus sic@ */

        -> value v_NB_SRB_COMMON_IND {

        v_NAS_UL_Message := v_NB_SRB_COMMON_IND.Signalling.Nas[0].Pdu.Msg;

        if (not match(v_NAS_UL_Message, p_Expected_NAS_UL_Message)) {

          f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "RRCConnectionResumeComplete: Piggybacked NAS message does not match");

        }

        v_PiggybackedNasMessage := v_NAS_UL_Message;                         /* @sic R5s170515 change 3.3 sic@ */

      }

      [] SRB.receive(car_NB_SRB_RrcPdu_IND(p_CellId, tsc_SRB1, cr_RRCConnectionResumeComplete_NB(v_RRC_TI))) {

        if (ispresent(p_Expected_NAS_UL_Message)) {

          f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "RRCConnectionResumeComplete: Piggybacked NAS message expected");

        }

      }

    }

    f_NBIOT_SS_ConfigRachProcedureMsg4(p_CellId, f_NBIOT_508_RRCConnectionSetup());

    return v_PiggybackedNasMessage;

  } 
After  change

    function f_NBIOT_RRCConnectionResume(NBIOT_CellId_Type p_CellId,

                                       template (present) EUTRA_ASN1_ResumeIdentity_r13_Type p_ResumeIdentity := ?,

                                       template (present) EUTRA_ASN1_ShortMAC_I_Type p_ShortMAC_I := ?,

                                       template (present) EstablishmentCause_NB_r13 p_ResumeCause := ?,

                                       template NAS_UL_Message_Type p_Expected_NAS_UL_Message := *) runs on NBIOT_PTC return template (omit) NAS_UL_Message_Type

  { /* NOTE: RRCConnectionResume is sent on SRB1 as after contention resolution (according to 36.508 Table 8.1.6.1-11 and Table 8.1.6.3-11 RRCConnectionResume does not contain any physical layer configuration like UESS configuration */

    /* @sic R5-182302 change 4, R5w180105: p_ContinueROHC removed as RRCConnectionResume is preconfigured at the SS before this procedure starts sic@ */

    var EUTRA_ASN1_RRC_TransactionIdentifier_Type v_RRC_TI := tsc_RRC_TI_Def;

    var template (present) SecurityHeaderType v_ExpectedSecurityStatus;

    var NB_SRB_COMMON_IND v_NB_SRB_COMMON_IND;

    var NAS_UL_Message_Type v_NAS_UL_Message;

    var template (omit) NAS_UL_Message_Type v_PiggybackedNasMessage := omit;

    var boolean v_Cpsr_Cipehered := true;
    if (ischosen(p_Expected_NAS_UL_Message.tRACKING_AREA_UPDATE_REQUEST)) {  /* @sic R5s170515 change 3.1: acc. to 24.301 cl. 4.4.5 TRACKING AREA UPDATE REQUEST is always unciphered sic@ */

      v_ExpectedSecurityStatus := tsc_SHT_IntegrityProtected;

    } else {

      v_ExpectedSecurityStatus := tsc_SHT_IntegrityProtected_Ciphered;     

    }

    f_NBIOT_ULGrantTransmission(p_CellId, cs_NB_UL_GrantScheduling_Start);   /* @sic R5s170515 change 3.2 sic@ */

    SRB.receive(car_NB_SRB0_RrcPdu_IND(p_CellId, cr_RRCConnectionResumeRequest_NB(p_ResumeIdentity, p_ShortMAC_I, p_ResumeCause)));

    /* @sic R5-182302 change 4, R5w180105: RRCConnectionResume preconfigured at the SS before procedure starts sic@ */

    /* SS automatically sends preconfigured RRCConnectionResume_NB */

    alt {

        [] SRB.check(receive(car_NB_SRB_RrcNasPdu_IND(p_CellId, tsc_SRB1, cr_RRCConnectionResumeComplete_NB(v_RRC_TI), cr_NAS_Indication(?, *))) -> value v_NB_SRB_COMMON_IND) {

           if (not((ispresent(v_NB_SRB_COMMON_IND.Signalling.Nas[0].Pdu.Msg.cONTROL_PLANE_SERVICE_REQUEST.esmMessage)) or (ispresent(v_NB_SRB_COMMON_IND.Signalling.Nas[0].Pdu.Msg.cONTROL_PLANE_SERVICE_REQUEST.nasMessage)))) {  

              v_Cpsr_Cipehered := false;

           }

        }   

        [] SRB.check(receive(car_NB_SRB_RrcPdu_IND(p_CellId, tsc_SRB1, cr_RRCConnectionResumeComplete_NB(v_RRC_TI)))); 

    }
    alt {

      [] SRB.receive(car_NB_SRB_RrcNasPdu_IND(p_CellId, tsc_SRB1, cr_RRCConnectionResumeComplete_NB(v_RRC_TI), cr_NAS_Indication(v_ExpectedSecurityStatus, ?))) /* @sic R5s170772 change 2.3: v_ExpectedSecurityStatus sic@ */

        -> value v_NB_SRB_COMMON_IND {

        v_NAS_UL_Message := v_NB_SRB_COMMON_IND.Signalling.Nas[0].Pdu.Msg;

        if (not match(v_NAS_UL_Message, p_Expected_NAS_UL_Message)) {

          f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "RRCConnectionResumeComplete: Piggybacked NAS message does not match");

        }

        v_PiggybackedNasMessage := v_NAS_UL_Message;                         /* @sic R5s170515 change 3.3 sic@ */

      }

      [not v_Cpsr_Cipehered] SRB.receive(car_NB_SRB_RrcNasPdu_IND(p_CellId, tsc_SRB1, cr_RRCConnectionResumeComplete_NB(v_RRC_TI), cr_NAS_Indication(tsc_SHT_IntegrityProtected, ?))) 

        -> value v_NB_SRB_COMMON_IND {

        v_NAS_UL_Message := v_NB_SRB_COMMON_IND.Signalling.Nas[0].Pdu.Msg;

        if (not match(v_NAS_UL_Message, p_Expected_NAS_UL_Message)) {

           f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "RRCConnectionResumeComplete: Piggybacked NAS message does not match");

        }

        v_PiggybackedNasMessage := v_NAS_UL_Message;                         

      }

      [] SRB.receive(car_NB_SRB_RrcPdu_IND(p_CellId, tsc_SRB1, cr_RRCConnectionResumeComplete_NB(v_RRC_TI))) {

        if (ispresent(p_Expected_NAS_UL_Message)) {

          f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "RRCConnectionResumeComplete: Piggybacked NAS message expected");

        }

      }

    }

    f_NBIOT_SS_ConfigRachProcedureMsg4(p_CellId, f_NBIOT_508_RRCConnectionSetup());

    return v_PiggybackedNasMessage;

  }
5. Execution Log Files

5.1 MTK 2625
The MTK UE passed this NB-IoT in LTE FDD band 1 on Anritsu Protocol Conformance Test System ME7834LA.The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file
22.4.15.log   
(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)


In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

References

	[1]
	R5s180424:   Supporting information for agreement of NB-IoT testcase 22.4.15.
                          This archive comprises:

                        -  html and text format execution log files 




