
3GPP TSG-RAN WG5 Testing
R5s180112
1 Jan 2018 – 31 Dec 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	34.229-3
	CR
	0541
	rev
	-
	Current version:
	14.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	Correction to IMS function fl_IMS_Server_RemoveSecurityContext

	
	

	Source to WG:
	Anritsu Ltd.

	Source to TSG:
	R5

	
	

	Work item code:
	TEI8_Test
	
	Date:
	2018-02-05

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	For some of the TC’s like 12.2a(after 504 Server Time-out), UE can to setup a new (IPv4) TCP connection instead of existing (IPv6) TCP connection. Current TTCN implementation is not handling this case and all IPv4 packet will be discard by TTCN. The IMS server RegistrationAddress should be reset if there is no protectedContext1 and not only in the case when IMS_SecurityRelease_Type is full.
As per 24.229, cl. 5.1.2A.1.6,

NOTE 2:  If the UE has discovered multiple P-CSCF addresses and has information that the P-CSCF was unable to forward the request resulting in sending back the 504 (Server Time-out) response, when starting the initial registration it is appropriate for the UE to select a P-CSCF address different from the one used for the registration binding on which the 504 (Server Time-out) response was received.

Based on the above, UE is allowed to try on multiple P-CSCF addresses after 504 server timeout


	
	

	Summary of change:
	Reset the IMS server RegistrationAddress if there is no protectedContext1 and not only in the case when IMS_SecurityRelease_Type is full.

	
	

	Consequences if not approved:
	A conformant UE  may fail test case.
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	Other comments:
	


Change 1 

	Function name
	fl_IMS_Server_RemoveSecurityContext

	Reason for change
	For some of the TC’s like 12.2a(after 504 Server Time-out), UE can to setup a new (IPv4) TCP connection instead of existing (IPv6) TCP connection. Current TTCN implementation is not handling this case and all IPv4 packet will be discard by TTCN. The IMS server RegistrationAddress should be reset if there is no protectedContext1 and not only in the case when IMS_SecurityRelease_Type is full.


	Summary of change
	Reset the IMS server RegistrationAddress if there is no protectedContext1 and not only in the case when IMS_SecurityRelease_Type is full.

	TTCN module
	\IP_PTC\IP_PTC_IMS_Handler.ttcn

	MCC160 Comment
	


Before change
	function fl_IMS_Server_RemoveSecurityContext(inout IMS_Server_Type p_ImsServer,

                                               IMS_SecurityRelease_Type p_AllOrOldestOnly := oldestProtectedContextOnly,

                                               boolean p_WaitForCNF := true) runs on IP_PTC

  { /* @sic R5s141154: new parameter p_WaitForCNF sic@ */

    /* @sic R5-145732: support of 2nd security context sic@ */

    /* @sic R5s160735: p_AllOrOldestOnly sic@ */

    var IP_AddrInfo_Type v_NW_Address;

    var IP_AddrInfo_Type v_UE_Address;

    var IMS_SecurityInfo_Type v_SecurityInfo;

    var PortNumber_Type v_LocalPortServer;

    var PortNumber_Type v_LocalPortClient;

    var template (omit) IMS_SecurityContext_Type v_PendingSecurityContext;

    while (fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext1)) { /* @sic R5s160735: "while" sic@ */

      v_NW_Address := p_ImsServer.RegistrationAddress.NW;

      v_UE_Address := p_ImsServer.RegistrationAddress.UE;

      v_SecurityInfo := p_ImsServer.ProtectedContext1.SecurityInfo.Protected;

      v_LocalPortServer := v_SecurityInfo.ProtectedPorts.Port_ps;

      v_LocalPortClient := v_SecurityInfo.ProtectedPorts.Port_pc;

      // stop UDP client

      f_UdpClient_Stop(v_NW_Address, v_LocalPortClient);

      // Close TCP connection

      v_PendingSecurityContext := fl_IMS_Server_SecurityContextCloseTCP(p_ImsServer, protectedContext1, p_WaitForCNF);

      if (not fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext2)) {   // if there is no other security context ...

        // ... stop TCP and UDP server

        f_UdpServer_Stop(v_NW_Address, v_LocalPortServer);

        f_TcpServer_Stop(v_NW_Address, v_LocalPortServer, p_WaitForCNF);

        p_ImsServer.ProtectedContext1 := omit;

      }

      else {

        p_ImsServer.ProtectedContext1 := p_ImsServer.ProtectedContext2;

        p_ImsServer.ProtectedContext2 := omit;

      }

      p_ImsServer.PendingSecurityContextList := fl_IMS_Server_CheckPendingSecurityContext_ReleaseIPsec(p_ImsServer.PendingSecurityContextList, p_ImsServer.RegistrationAddress, v_PendingSecurityContext); /* @sic R5s170203 sic@

                                                                                                                                                                                                              @sic R5s170580 sic@ */

      if (p_AllOrOldestOnly == oldestProtectedContextOnly) { /* @sic R5s160735 sic@ */

        break;

      }

    }

    if (p_AllOrOldestOnly == full) {  /* @sic R5s170231 - r1 of MCC160 comments: unprotected security context shall not be released in case of "oldestProtectedContextOnly" and no security context has been established yet sic@ */

      fl_IMS_Server_SecurityContextCloseTCP(p_ImsServer, unprotected, p_WaitForCNF); /* @sic R5s170231 - Additional changes: moved to here from a_IP_IMS_Config sic@ */

      p_ImsServer.RegistrationAddress := omit;  /* @sic R5s160825: p_ImsServer.RegistrationAddress needs to be reset as in case of IPv6 the UE may come up with a different interface ID at the registration sic@

                                                   @sic R5s170231 - Additional changes: moved to here from a_IP_IMS_Config sic@ */
    }

  }


After change
	  function fl_IMS_Server_RemoveSecurityContext(inout IMS_Server_Type p_ImsServer,

                                               IMS_SecurityRelease_Type p_AllOrOldestOnly := oldestProtectedContextOnly,

                                               boolean p_WaitForCNF := true) runs on IP_PTC

  { /* @sic R5s141154: new parameter p_WaitForCNF sic@ */

    /* @sic R5-145732: support of 2nd security context sic@ */

    /* @sic R5s160735: p_AllOrOldestOnly sic@ */

    var IP_AddrInfo_Type v_NW_Address;

    var IP_AddrInfo_Type v_UE_Address;

    var IMS_SecurityInfo_Type v_SecurityInfo;

    var PortNumber_Type v_LocalPortServer;

    var PortNumber_Type v_LocalPortClient;

    var template (omit) IMS_SecurityContext_Type v_PendingSecurityContext;

    while (fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext1)) { /* @sic R5s160735: "while" sic@ */

      v_NW_Address := p_ImsServer.RegistrationAddress.NW;

      v_UE_Address := p_ImsServer.RegistrationAddress.UE;

      v_SecurityInfo := p_ImsServer.ProtectedContext1.SecurityInfo.Protected;

      v_LocalPortServer := v_SecurityInfo.ProtectedPorts.Port_ps;

      v_LocalPortClient := v_SecurityInfo.ProtectedPorts.Port_pc;

      // stop UDP client

      f_UdpClient_Stop(v_NW_Address, v_LocalPortClient);

      // Close TCP connection

      v_PendingSecurityContext := fl_IMS_Server_SecurityContextCloseTCP(p_ImsServer, protectedContext1, p_WaitForCNF);

      if (not fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext2)) {   // if there is no other security context ...

        // ... stop TCP and UDP server

        f_UdpServer_Stop(v_NW_Address, v_LocalPortServer);

        f_TcpServer_Stop(v_NW_Address, v_LocalPortServer, p_WaitForCNF);

        p_ImsServer.ProtectedContext1 := omit;

      }

      else {

        p_ImsServer.ProtectedContext1 := p_ImsServer.ProtectedContext2;

        p_ImsServer.ProtectedContext2 := omit;

      }

      p_ImsServer.PendingSecurityContextList := fl_IMS_Server_CheckPendingSecurityContext_ReleaseIPsec(p_ImsServer.PendingSecurityContextList, p_ImsServer.RegistrationAddress, v_PendingSecurityContext); /* @sic R5s170203 sic@

                                                                                                                                                                                                              @sic R5s170580 sic@ */

      if (p_AllOrOldestOnly == oldestProtectedContextOnly) { /* @sic R5s160735 sic@ */

        break;

      }

    }

    if (not fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext1)) {  /* => all protected contexts are released now */

      p_ImsServer.RegistrationAddress := omit;  

    }
    if (p_AllOrOldestOnly == full) {  /* @sic R5s170231 - r1 of MCC160 comments: unprotected security context shall not be released in case of "oldestProtectedContextOnly" and no security context has been established yet sic@ */

      fl_IMS_Server_SecurityContextCloseTCP(p_ImsServer, unprotected, p_WaitForCNF); /* @sic R5s170231 - Additional changes: moved to here from a_IP_IMS_Config sic@ */

    }

  }


