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Change 1 

	Function name
	fl_TC_22_5_1_Body


	Reason for change
	 In step 10, the template for Attach Request is currently expecting integrity protected message, however due to Authentication Reject in step 3 the UE deletes KSIasme and having no current security context it cannot protect this NAS message. The message should therefore be expected as unprotected.


	Summary of change
	Changed input parameter in the function f_NBIOT_InitialRegistration so that the Attach Request in step 10 can be received also unprotected.

	TTCN module
	NBIOT\22_5\NBIOT_NAS_Authentication_Security.ttcn

	MCC160 Comment
	


Before change

    function fl_TC_22_5_1_Body() runs on NBIOT_PTC

  {

    var float v_NoReactionTime := 30.0;

    var GutiParameters_Type v_GutiParams := f_NBIOT_CellInfo_GetGuti(nbiot_Cell1);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity);

    var NBIOT_SecurityParams_Type v_SecurityParams := f_NBIOT_Security_Get();

    var B32_128_Type v_ReceivedRES;

    var NB_SRB_COMMON_IND v_ReceivedAsp;

    var NBIOT_SecurityParams_Type v_SecurityParams_MACerror;

    var float v_T3418Val := f_NBIOT_SetTimerToleranceMin(nasTimer, 260.0 );

    var template (value) NB_CellPowerList_Type v_CellPowerList;

    timer t_Wait;

    //@siclog "Step 1" siclog@

    //The SS transmits an AUTHENTICATION REQUEST message.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                                v_SecurityParams.AuthParams.RandValue,

                                                                                v_SecurityParams.AuthParams.AUTN))));

    //@siclog "Step 2" siclog@

    //The UE transmits an AUTHENTICATION RESPONSE message.

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(?, // @sic R5-171133 sic@

                                                            cr_AUTHENTICATION_RESPONSE)));

    //@siclog "Step 3" siclog@

    //The SS transmits an AUTHENTICATION REJECT message.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,  // @sic R5-171133 sic@

                                                      cs_508_AUTHENTICATION_REJECT)));

    //@siclog "Step 4" siclog@

    //SS releases the RRC connection

    f_NBIOT_RRC_ConnectionRelease(nbiot_Cell1);

    //@siclog "Step 5" siclog@

    //Check: Does the UE transmit an RRCConnectionRequest-NB message in the next 30 seconds?

    t_Wait.start(30.0);

    alt {

      // receive RRC Connection Request on SRB0 (CCCH):

      [] SRB.receive(car_NB_SRB0_RrcPdu_IND(nbiot_Cell1, cr_RRCConnectionRequest_NB(cr_EstablishmentCause_NB_Any)))

        {

          t_Wait.stop;

          f_NBIOT_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 5: SS received an unexpected RRCConnectionRequest-NB message");

        }

      [] t_Wait.timeout

        {

          f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 5");

        }

    }

    //@siclog "Step 6-7" siclog@

    //SS sends a Paging message to the UE on the appropriate paging block, and including the UE identity in one entry of the IE pagingRecordLists.

    //Check: Does the UE transmit an RRCConnectionRequest-NB message in the next 30 seconds?

    f_NBIOT_UE_Page_NoReaction(nbiot_Cell1,

                               cs_NB_Paging_OneRecord(cs_PagingUE_Identity_S_TMSI(v_GutiParams.MME_Code, v_GutiParams.M_TMSI)),

                               v_NoReactionTime);

    //@siclog "Step 8" siclog@

    //If possible (see ICS) switch off is performed or the USIM is removed.

    //Otherwise the power is removed.

    f_UT_SwitchOffUE(UT, true);

    //@siclog "Step 9" siclog@

    //The UE is brought back to operation or the USIM is inserted.

    f_UT_SwitchOnUE(UT, true);

    //@siclog "Step 10" siclog@

    //The Generic procedure 'NB-IoT UE Attach, Connected mode (State 2-NB)' specified in TS 36.508 [18], clause 8.1.5.2 takes place.

    f_NBIOT_InitialRegistration(nbiot_Cell1, CONTROL_PLANE, NORMAL); // @sic R5s170502 sic@

    v_SecurityParams := f_NBIOT_Security_Get();

    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams,

                                                       v_PLMN,

                                                       f_AuthenticationInit(v_SecurityParams.AuthParams, sqnFailure));

    //@siclog "Step 11" siclog@
After change

    function fl_TC_22_5_1_Body() runs on NBIOT_PTC

  {

    var float v_NoReactionTime := 30.0;

    var GutiParameters_Type v_GutiParams := f_NBIOT_CellInfo_GetGuti(nbiot_Cell1);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity);

    var NBIOT_SecurityParams_Type v_SecurityParams := f_NBIOT_Security_Get();

    var B32_128_Type v_ReceivedRES;

    var NB_SRB_COMMON_IND v_ReceivedAsp;

    var NBIOT_SecurityParams_Type v_SecurityParams_MACerror;

    var float v_T3418Val := f_NBIOT_SetTimerToleranceMin(nasTimer, 260.0 );

    var template (value) NB_CellPowerList_Type v_CellPowerList;

    timer t_Wait;

    //@siclog "Step 1" siclog@

    //The SS transmits an AUTHENTICATION REQUEST message.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                                v_SecurityParams.AuthParams.RandValue,

                                                                                v_SecurityParams.AuthParams.AUTN))));

    //@siclog "Step 2" siclog@

    //The UE transmits an AUTHENTICATION RESPONSE message.

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(?, // @sic R5-171133 sic@

                                                            cr_AUTHENTICATION_RESPONSE)));

    //@siclog "Step 3" siclog@

    //The SS transmits an AUTHENTICATION REJECT message.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,  // @sic R5-171133 sic@

                                                      cs_508_AUTHENTICATION_REJECT)));

    //@siclog "Step 4" siclog@

    //SS releases the RRC connection

    f_NBIOT_RRC_ConnectionRelease(nbiot_Cell1);

    //@siclog "Step 5" siclog@

    //Check: Does the UE transmit an RRCConnectionRequest-NB message in the next 30 seconds?

    t_Wait.start(30.0);

    alt {

      // receive RRC Connection Request on SRB0 (CCCH):

      [] SRB.receive(car_NB_SRB0_RrcPdu_IND(nbiot_Cell1, cr_RRCConnectionRequest_NB(cr_EstablishmentCause_NB_Any)))

        {

          t_Wait.stop;

          f_NBIOT_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 5: SS received an unexpected RRCConnectionRequest-NB message");

        }

      [] t_Wait.timeout

        {

          f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 5");

        }

    }

    //@siclog "Step 6-7" siclog@

    //SS sends a Paging message to the UE on the appropriate paging block, and including the UE identity in one entry of the IE pagingRecordLists.

    //Check: Does the UE transmit an RRCConnectionRequest-NB message in the next 30 seconds?

    f_NBIOT_UE_Page_NoReaction(nbiot_Cell1,

                               cs_NB_Paging_OneRecord(cs_PagingUE_Identity_S_TMSI(v_GutiParams.MME_Code, v_GutiParams.M_TMSI)),

                               v_NoReactionTime);

    //@siclog "Step 8" siclog@

    //If possible (see ICS) switch off is performed or the USIM is removed.

    //Otherwise the power is removed.

    f_UT_SwitchOffUE(UT, true);

    //@siclog "Step 9" siclog@

    //The UE is brought back to operation or the USIM is inserted.

    f_UT_SwitchOnUE(UT, true);

    //@siclog "Step 10" siclog@

    //The Generic procedure 'NB-IoT UE Attach, Connected mode (State 2-NB)' specified in TS 36.508 [18], clause 8.1.5.2 takes place.

    f_NBIOT_InitialRegistration(nbiot_Cell1, CONTROL_PLANE, PREAMBLE); // @sic R5s170502 sic@

    v_SecurityParams := f_NBIOT_Security_Get();

    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams,

                                                       v_PLMN,

                                                       f_AuthenticationInit(v_SecurityParams.AuthParams, sqnFailure));

    //@siclog "Step 11" siclog@
