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Change 1 

	Function name
	fl_IMS_Server_RemoveSecurityContext

	Reason for change
	After implementation of TTCN CR R5s170231 with MCC160 comments there is not correct close unprotescted TCP connection when oldestProtectedContextOnly set.

Unprotected TCP connections should be closed only in case of full security release.

	Summary of change
	Added IF clause to close unprotected TCP connections only in case of full security releas in function fl_IMS_Server_RemoveSecurityContext

	TTCN module
	\TTCN\Common\IP_PTC\IP_PTC_IMS_Handler.ttcn

	MCC160 Comment
	


Before change

 function fl_IMS_Server_RemoveSecurityContext(inout IMS_Server_Type p_ImsServer,

                                               IMS_SecurityRelease_Type p_AllOrOldestOnly := oldestProtectedContextOnly,  //Anritsu TTCN CR R5s170231 MCC                                               

                                               boolean p_WaitForCNF := true) runs on IP_PTC

  { /* @sic R5s141154: new parameter p_WaitForCNF sic@ */

    /* @sic R5-145732: support of 2nd security context sic@ */

    /* @sic R5s160735: p_AllOrOldestOnly sic@ */

    var IP_AddrInfo_Type v_NW_Address;

    var IP_AddrInfo_Type v_UE_Address;

    var IMS_SecurityInfo_Type v_SecurityInfo;

    var PortNumber_Type v_LocalPortServer;

    var PortNumber_Type v_LocalPortClient;

    var template (omit) IMS_SecurityContext_Type v_PendingSecurityContext;

    while (fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext1)) { /* @sic R5s160735: "while" sic@ */

      v_NW_Address := p_ImsServer.RegistrationAddress.NW;

      v_UE_Address := p_ImsServer.RegistrationAddress.UE;

      v_SecurityInfo := p_ImsServer.ProtectedContext1.SecurityInfo.Protected;

      v_LocalPortServer := v_SecurityInfo.ProtectedPorts.Port_ps;

      v_LocalPortClient := v_SecurityInfo.ProtectedPorts.Port_pc;

      // stop UDP client

      f_UdpClient_Stop(v_NW_Address, v_LocalPortClient);

      // Close TCP connection

      v_PendingSecurityContext := fl_IMS_Server_SecurityContextCloseTCP(p_ImsServer, protectedContext1, p_WaitForCNF);

      if (not fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext2)) {   // if there is no other security context ...

        // ... stop TCP and UDP server

        f_UdpServer_Stop(v_NW_Address, v_LocalPortServer);

        f_TcpServer_Stop(v_NW_Address, v_LocalPortServer, p_WaitForCNF);

        p_ImsServer.ProtectedContext1 := omit;

      }

      else {

        p_ImsServer.ProtectedContext1 := p_ImsServer.ProtectedContext2;

        p_ImsServer.ProtectedContext2 := omit;

      }

      //Anritsu TTCN CR R5s170231 MCC 

      fl_IMS_Server_CheckPendingSecurityContext_ReleaseIPsec(p_ImsServer, v_PendingSecurityContext); // @sic R5s170203 sic@

      if (p_AllOrOldestOnly == oldestProtectedContextOnly) { /* @sic R5s160735 sic@ */

        return;

      }

    }

     fl_IMS_Server_SecurityContextCloseTCP(p_ImsServer, unprotected, p_WaitForCNF); 

      p_ImsServer.RegistrationAddress := omit;
  }   
…
After change

function fl_IMS_Server_RemoveSecurityContext(inout IMS_Server_Type p_ImsServer,

                                               IMS_SecurityRelease_Type p_AllOrOldestOnly := oldestProtectedContextOnly,  //Anritsu TTCN CR R5s170231 MCC                                               

                                               boolean p_WaitForCNF := true) runs on IP_PTC

  { /* @sic R5s141154: new parameter p_WaitForCNF sic@ */

    /* @sic R5-145732: support of 2nd security context sic@ */

    /* @sic R5s160735: p_AllOrOldestOnly sic@ */

    var IP_AddrInfo_Type v_NW_Address;

    var IP_AddrInfo_Type v_UE_Address;

    var IMS_SecurityInfo_Type v_SecurityInfo;

    var PortNumber_Type v_LocalPortServer;

    var PortNumber_Type v_LocalPortClient;

    var template (omit) IMS_SecurityContext_Type v_PendingSecurityContext;

    while (fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext1)) { /* @sic R5s160735: "while" sic@ */

      v_NW_Address := p_ImsServer.RegistrationAddress.NW;

      v_UE_Address := p_ImsServer.RegistrationAddress.UE;

      v_SecurityInfo := p_ImsServer.ProtectedContext1.SecurityInfo.Protected;

      v_LocalPortServer := v_SecurityInfo.ProtectedPorts.Port_ps;

      v_LocalPortClient := v_SecurityInfo.ProtectedPorts.Port_pc;

      // stop UDP client

      f_UdpClient_Stop(v_NW_Address, v_LocalPortClient);

      // Close TCP connection

      v_PendingSecurityContext := fl_IMS_Server_SecurityContextCloseTCP(p_ImsServer, protectedContext1, p_WaitForCNF);

      if (not fl_IMS_Server_SecurityContext_IsStarted(p_ImsServer, protectedContext2)) {   // if there is no other security context ...

        // ... stop TCP and UDP server

        f_UdpServer_Stop(v_NW_Address, v_LocalPortServer);

        f_TcpServer_Stop(v_NW_Address, v_LocalPortServer, p_WaitForCNF);

        p_ImsServer.ProtectedContext1 := omit;

      }

      else {

        p_ImsServer.ProtectedContext1 := p_ImsServer.ProtectedContext2;

        p_ImsServer.ProtectedContext2 := omit;

      }

      //Anritsu TTCN CR R5s170231 MCC 

      fl_IMS_Server_CheckPendingSecurityContext_ReleaseIPsec(p_ImsServer, v_PendingSecurityContext); // @sic R5s170203 sic@

      if (p_AllOrOldestOnly == oldestProtectedContextOnly) { /* @sic R5s160735 sic@ */

        return;

      }

    }

    if (p_AllOrOldestOnly == full) {

      fl_IMS_Server_SecurityContextCloseTCP(p_ImsServer, unprotected, p_WaitForCNF); 

      p_ImsServer.RegistrationAddress := omit;

    }
  }
…
