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Change 1 
	Function name
	f_UTRAN_SS_ResetSecurityKey

	Reason for change
	In this function, security keys are downloaded to CMAC. This is achieved by copying the contents of variable v_SecurityOld into v_SecurityInfoNew. However, the flag IMS_Registered_WithExtraPDP is not being copied into the new variable. This will result in the TTCN expecting an ATTACH REQ instead of a TAU REQ.

This needs to be corrected.

	Summary of change
	Assigned v_SecurityInfoNew.authKeys.IMS_Registered_WithExtraPDP := v_SecurityOld.authKeys.IMS_Registered_WithExtraPDP; .

	TTCN module
	UTRAN\UTRAN_ConfigurationSteps.ttcn

	MCC160 Comment
	Accepted


Before Change:

	function f_UTRAN_SS_ResetSecurityKey() runs on UTRAN_PTC
  {
    var UTRAN_SecurityInfo_Type v_SecurityOld := f_UTRAN_Security_Get();
    var UTRAN_SecurityInfo_Type v_SecurityInfoNew := f_UTRAN_SecurityInfo_Init();
    // Keep old authentication parameters in case authentication is not re-done
    v_SecurityInfoNew.authKeys.AuthPS := v_SecurityOld.authKeys.AuthPS;
    v_SecurityInfoNew.authKeys.AuthCS.CKey := v_SecurityOld.authKeys.AuthCS.CKey;
    v_SecurityInfoNew.authKeys.AuthCS.IKey := v_SecurityOld.authKeys.AuthCS.IKey;
    v_SecurityInfoNew.authKeys.AuthCS.CKeySeq := v_SecurityOld.authKeys.AuthCS.CKeySeq;
    v_SecurityInfoNew.authKeys.CSinOtherRAT := v_SecurityOld.authKeys.CSinOtherRAT; // @sic R5s110168 change 8.7 sic@
    v_SecurityInfoNew.cipheringAlgorithmCapability := v_SecurityOld.cipheringAlgorithmCapability; // @sic R5s110788 sic@
    v_SecurityInfoNew.integrProtAlgCap := v_SecurityOld.integrProtAlgCap; // @sic R5s110788 sic@
    f_UTRAN_Security_Set(v_SecurityInfoNew);
  }


After Change:

	function f_UTRAN_SS_ResetSecurityKey() runs on UTRAN_PTC
  {
    var UTRAN_SecurityInfo_Type v_SecurityOld := f_UTRAN_Security_Get();
    var UTRAN_SecurityInfo_Type v_SecurityInfoNew := f_UTRAN_SecurityInfo_Init();
    // Keep old authentication parameters in case authentication is not re-done
    v_SecurityInfoNew.authKeys.AuthPS := v_SecurityOld.authKeys.AuthPS;
    v_SecurityInfoNew.authKeys.AuthCS.CKey := v_SecurityOld.authKeys.AuthCS.CKey;
    v_SecurityInfoNew.authKeys.AuthCS.IKey := v_SecurityOld.authKeys.AuthCS.IKey;
    v_SecurityInfoNew.authKeys.AuthCS.CKeySeq := v_SecurityOld.authKeys.AuthCS.CKeySeq;
    v_SecurityInfoNew.authKeys.CSinOtherRAT := v_SecurityOld.authKeys.CSinOtherRAT; // @sic R5s110168 change 8.7 sic@
    v_SecurityInfoNew.cipheringAlgorithmCapability := v_SecurityOld.cipheringAlgorithmCapability; // @sic R5s110788 sic@
    v_SecurityInfoNew.integrProtAlgCap := v_SecurityOld.integrProtAlgCap; // @sic R5s110788 sic@
    v_SecurityInfoNew.authKeys.IMS_Registered_WithExtraPDP := v_SecurityOld.authKeys.IMS_Registered_WithExtraPDP; //WA#6_2_2_8
    f_UTRAN_Security_Set(v_SecurityInfoNew);
  }


Change 2
	Function name
	f_UTRAN_RRC_ReceiveConnSetupCmpl

	Reason for change
	In this function, the EUTRA capabilities are being set regardless whether they are being sent by the UE in the rrcConnectionSetupComplete message. When E-UTRA capability is not requested ue_RATSpecificCapability_v860ext.eutra_RadioAccessCapability.ue_EUTRA_Capability will not be present in the ueCapabilityContainer.

	Summary of change
	Depending upon whether the EUTRA capabilities have been set before, called the function f_UTRAN_MobileInfo_EUTRACapability_Set.

	TTCN module
	UTRAN_IRAT_CommonFunctions.ttcn

	MCC160 Comment
	Accepted in principle


Before Change:

	<<SKIPPED CODE>>
// Retrieve and store the EUTRA capabilities in UTRAN to E-UTRAN test cases only
    // @sic R5-123734 R5s120660 sic@
    if (f_GetTestcaseAttrib_RetrieveEutraCapabilities(testcasename()) and ispresent (v_RRCConnectionSetupComplete.v370NonCriticalExtensions.v380NonCriticalExtensions.v3a0NonCriticalExtensions.laterNonCriticalExtensions.v3g0NonCriticalExtensions.v4b0NonCriticalExtensions.v590NonCriticalExtensions.v5c0NonCriticalExtensions.v690NonCriticalExtensions.rrcConnectionSetupComplete_v690ext.ueCapabilityContainer)) {  // @sic R5s160394 sic@
      v_UeCapabilityContainerBitstring := v_RRCConnectionSetupComplete.v370NonCriticalExtensions.v380NonCriticalExtensions.v3a0NonCriticalExtensions.laterNonCriticalExtensions.v3g0NonCriticalExtensions.v4b0NonCriticalExtensions.v590NonCriticalExtensions.v5c0NonCriticalExtensions.v690NonCriticalExtensions.rrcConnectionSetupComplete_v690ext.ueCapabilityContainer;
      if (decvalue(v_UeCapabilityContainerBitstring, v_UE_CapabilityContainer) != 0) {
        FatalError(__FILE__, __LINE__, "UE capability container can not be decoded");
      } else {      
        f_UTRAN_MobileInfo_EUTRACapability_Set(v_UE_CapabilityContainer.v6b0NonCriticalExtensions.v6e0NonCriticalExtensions.v770NonCriticalExtensions.v790NonCriticalExtensions.v860NonCriticalExtensions.ue_RATSpecificCapability_v860ext.eutra_RadioAccessCapability.ue_EUTRA_Capability);
      
}
      }     
    }
<<SKIPPED CODE>>


After Change:

	<<SKIPPED CODE>>

// Retrieve and store the EUTRA capabilities in UTRAN to E-UTRAN test cases only
    // @sic R5-123734 R5s120660 sic@
    if (f_GetTestcaseAttrib_RetrieveEutraCapabilities(testcasename()) and ispresent (v_RRCConnectionSetupComplete.v370NonCriticalExtensions.v380NonCriticalExtensions.v3a0NonCriticalExtensions.laterNonCriticalExtensions.v3g0NonCriticalExtensions.v4b0NonCriticalExtensions.v590NonCriticalExtensions.v5c0NonCriticalExtensions.v690NonCriticalExtensions.rrcConnectionSetupComplete_v690ext.ueCapabilityContainer)) {  // @sic R5s160394 sic@
      v_UeCapabilityContainerBitstring := v_RRCConnectionSetupComplete.v370NonCriticalExtensions.v380NonCriticalExtensions.v3a0NonCriticalExtensions.laterNonCriticalExtensions.v3g0NonCriticalExtensions.v4b0NonCriticalExtensions.v590NonCriticalExtensions.v5c0NonCriticalExtensions.v690NonCriticalExtensions.rrcConnectionSetupComplete_v690ext.ueCapabilityContainer;
      if (decvalue(v_UeCapabilityContainerBitstring, v_UE_CapabilityContainer) != 0) {
        FatalError(__FILE__, __LINE__, "UE capability container can not be decoded");
      } else {
      //WA#6_2_2_8 : Reworked the else part
      if (not isvalue(f_UTRAN_MobileInfo_EUTRACapability_Get())){
        f_UTRAN_MobileInfo_EUTRACapability_Set(v_UE_CapabilityContainer.v6b0NonCriticalExtensions.v6e0NonCriticalExtensions.v770NonCriticalExtensions.v790NonCriticalExtensions.v860NonCriticalExtensions.ue_RATSpecificCapability_v860ext.eutra_RadioAccessCapability.ue_EUTRA_Capability);
      
}
      }     
    }
<<SKIPPED CODE>>


MCC160 Implementation:
      if (decvalue(v_UeCapabilityContainerBitstring, v_UE_CapabilityContainer) != 0) {

        FatalError(__FILE__, __LINE__, "UE capability container can not be decoded");

      } else if (not isvalue(f_UTRAN_MobileInfo_EUTRACapability_Get()) and ispresent (v_UE_CapabilityContainer.v6b0NonCriticalExtensions.v6e0NonCriticalExtensions.v770NonCriticalExtensions.v790NonCriticalExtensions.v860NonCriticalExtensions.ue_RATSpecificCapability_v860ext.eutra_RadioAccessCapability)){ // @sic R5s160603 sic@

        f_UTRAN_MobileInfo_EUTRACapability_Set(v_UE_CapabilityContainer.v6b0NonCriticalExtensions.v6e0NonCriticalExtensions.v770NonCriticalExtensions.v790NonCriticalExtensions.v860NonCriticalExtensions.ue_RATSpecificCapability_v860ext.eutra_RadioAccessCapability.ue_EUTRA_Capability);

      }

Change 3 
	Function name
	f_UTRAN_GMM_ServReq

	Reason for change
	In this function, the SERVICE REQ is expected a CKSN that is non-default. This needs to be modified to accommodate any CKSN, since the Authentication and Ciphering will be done upon reception of the SERVICE REQ and a new CKSN be generated.

	Summary of change
	Replaced v_LeySeqPs with ? as shown in screenshot below.

	TTCN module
	UTRAN_RAB_Functions.ttcn

	MCC160 Comment
	Rejected.  If the UE has just performed GPRS Attach on UTRAN then the keys should be up to date.  Whether the UE is going to perform another authentication is irrelevant.


Before Change:

	function f_UTRAN_GMM_ServReq(template (present) B3_Type p_Type := ?,
                               octetstring p_PTMSI_Def := px_PTMSI_Def) //@sic R5s150680 change 4.6 sic@
    runs on UTRAN_PTC
  {
    var START_Value v_START_Value := '00000000000000000000'B;
    var RRC_DATA_IND v_RRC_DataInd;
    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();
    var KeySeq v_KeySeqPs := v_SecurityInfo.authKeys.AuthPS.KeySeq;
    U_Dc.receive(car_PS_InitDirectTransfer(utran_CellDedicated, // @sic R5s110465, R5s150838 sic@
                                        tsc_RB3,
                                        cr_U_ServiceRequest(cr_ServiceType(p_Type),
                                                cs_MobileIdTMSIorPTMSI(omit, p_PTMSI_Def), // @sic R5s110466 R5s150680 change 4.6 sic@
                                                v_KeySeqPs))) -> value v_RRC_DataInd;  /* @sic R5s150684: v_ServiceRequest sic@ */
    v_START_Value := v_RRC_DataInd.ttcn_start;
    f_UTRAN_SS_SecurityDownloadStart(ps_domain, v_START_Value);  // @sic R5s150838 sic@
  }


After Change:

	function f_UTRAN_GMM_ServReq(template (present) B3_Type p_Type := ?,
                               octetstring p_PTMSI_Def := px_PTMSI_Def) //@sic R5s150680 change 4.6 sic@
    runs on UTRAN_PTC
  {
    var START_Value v_START_Value := '00000000000000000000'B;
    var RRC_DATA_IND v_RRC_DataInd;
    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();
    var KeySeq v_KeySeqPs := v_SecurityInfo.authKeys.AuthPS.KeySeq;
    U_Dc.receive(car_PS_InitDirectTransfer(utran_CellDedicated, // @sic R5s110465, R5s150838 sic@
                                        tsc_RB3,
                                        cr_U_ServiceRequest(cr_ServiceType(p_Type),
                                                cs_MobileIdTMSIorPTMSI(omit, p_PTMSI_Def), // @sic R5s110466 R5s150680 change 4.6 sic@
                                                ?/*WA#6_2_2_8 v_KeySeqPs*/))) -> value v_RRC_DataInd;  /* @sic R5s150684: v_ServiceRequest sic@ */
    v_START_Value := v_RRC_DataInd.ttcn_start;
    f_UTRAN_SS_SecurityDownloadStart(ps_domain, v_START_Value);  // @sic R5s150838 sic@
  }


