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20.22.29a	Packet Measurement order procedure / Downlink transfer / Normal case/ 3G cell reselection dedicated parameters with GEA2 and UEA2 cipheringVoid
20.22.29a.1	Conformance requirement
Identical to 20.22.29.1
20.22.29a.2	Test Purpose
Identical to 20.22.29.2 but the ciphering algorithms GEA2 and UIA2/UEA2 are used instead.
20.22.29a.3	Method of test
Identical to 20.22.29.3.
Specific message contents 
Similar to the specific message contents in 20.22.29 except the Rel-7 IE are used and the UE capability to support UIA2/UEA2 and GEA2 are checked instead.
SKIPPED TEXT

44.2.5.2.1	Ciphering mode / start ciphering
44.2.5.2.1.1	Conformance requirements
1.	When the MS receives the AUTHENTICATION AND CIPHERING REQUEST message during the attach procedure, with Ciphering indicator information element set to 'ciphering mode off', the Mobile Station shall:
1.1.	responds with an AUTHENTICATION AND CIPHERING RESPONSE message;
1.2.	not start ciphering.
2.	When the MS receives the AUTHENTICATION AND CIPHERING REQUEST message during the routing area updating procedure, with Ciphering indicator information element set to 'ciphering mode on', the Mobile Station shall:
2.1.	responds with an AUTHENTICATION AND CIPHERING RESPONSE message;
2.2.	start ciphering and deciphering with the algorithm indicated by the Ciphering algorithm information element;
2.3.	the ciphering uses the cipher key determined during the authentication procedure.
Reference(s):
3GPP TS 04.08 / 3GPP TS 24.008 subclause 4.7.7.
44.2.5.2.1.2	Test purpose
To test the behaviour of the MS if the network accepts the authentication and ciphering procedure with ciphering.
44.2.5.2.1.3	Method of test
Initial conditions
System Simulator:
	Two cells (not simultaneously activated), cell A in MCC1/MNC1/LAC1/RAC1, cell B in MCC1/MNC1/LAC1/RAC2.
	Both cells are operating in network operation mode II.
Mobile Station:
	For execution counterparameter K = 4 (GEA4) Test USIM has to be plugged into the MS 
The MS has a valid IMSI. MS is Idle Updated on cell A.
Specific PICS statements:
-	MS operation mode B (TSPC_operation_mode_B).
-	MS operation mode C (TSPC_operation_mode_C).
-	Switch off on button (TSPC_Feat_OnOff).
-	Automatic GPRS attach procedure at switch on or power on (TSPC_AddInfo_on_auto_GPRS_AP).
-	Supported encryption Algorithm: GEA1 (TSPC_Feat_GEA1)
-	Supported encryption Algorithm: GEA2 (TSPC_Feat_GEA2)
-	Supported encryption Algorithm: GEA3 (TSPC_Feat_GEA3)
-	Supported encryption Algorithm: GEA4 (TSPC_Feat_GEA4)
PIXIT statements:
-
Test procedure
A GPRS attach is performed. Authentication procedure without ciphering is performed.
The MS initiates a routing area updating procedure, and the SS initiates an authentication and ciphering procedure to start ciphering. GEA1, GEA2, GEA3 or GEA4 encryption is used depending on the execution counterparameter K.
The test is performed for all GEAx encryption algorithm supported by the MS.
Maximum duration of test
15 minutes.
Expected sequence
The sequence is performed for execution counterparameter K=1 when the MS supports GEA1, for K=2 when the MS supports GEA2, for K=3 when the MS supports GEA3 and for K=4 when the MS supports GEA4.
	Step
	Direction
	Message
	Comments

	
	
	
	The following messages are sent and shall be received on cell A.

	1
	SS
	
	The SS activates cell A.

	2
	MS
	
	The MS is set in MS operation mode C (see PICS). If MS operation mode C not supported, goto step 28.

	3
	MS
	
	The MS is powered up or switched on and initiates an attach (see PICS).

	4
	MS -> SS
	ATTACH REQUEST
	Attach type = 'GPRS attach'
Mobile identity = IMSI
Message not ciphered

	5
	SS -> MS
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Ciphering off 
Set GPRS-CKSN-1
RANDFor K=4 AUTN
Message not ciphered

	6
	MS -> SS
	AUTHENTICATION AND CIPHERING RESPONSE
	For K=1,2,3 SRES
For K=4 RES
"Auth. Response Parameter (extension)" IE might be included if the RES value is more than 4 octets long.
Message not ciphered

	7
	SS -> MS
	ATTACH ACCEPT
	Attach result = 'GPRS only attached'
Mobile identity = P-TMSI-2
P-TMSI-2 signature
Routing area identity = RAI-1
Message not ciphered

	8
	MS -> SS
	ATTACH COMPLETE
	Message not ciphered

	9
	SS -> MS
	PAGING REQUEST TYPE 1
	Mobile identity = P-TMSI-2
Paging order is for TBF establishment.
Message not ciphered

	10
	MS -> SS
	UPLINK RLC DATA BLOCK
	LLC PDU implicitly indicating paging response.
Message not ciphered

	
	
	
	The following messages are sent and shall be received on cell B.

	11
	SS
	
	Activate cell B with a lower signal strength than cell A The RF level of cell A is lowered until cell B is preferred by the MS.

	12
	MS -> SS
	ROUTING AREA UPDATING REQUEST
	Update type = 'RA updating'
P-TMSI-2 signature
Routing area identity = RAI-1
Message not ciphered

	13
	SS -> MS
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Ciphering on with encryption:
GEA1 for K=1,
GEA2 for K=2,
GEA3 for K=3.
GEA4 for K=4.
Set GPRS-CKSN-2
RAND
For K=4 AUTN
Message not ciphered

	14
	MS -> SS
	AUTHENTICATION AND CIPHERING RESPONSE
	For K=1,2,3 SRES
For K=4 RES
"Auth. Response Parameter (extension)" IE might be included if the RES value is more than 4 octets long.
Message not ciphered

	15
	SS -> MS
	ROUTING AREA UPDATING ACCEPT
	Update result = 'RA updated'
Mobile identity = P-TMSI-1
P-TMSI-1 signature
Routing area identity = RAI-4
Message ciphered

	16
	MS -> SS
	ROUTING AREA UPDATING COMPLETE
	Message ciphered

	17
	SS -> MS
	PAGING REQUEST TYPE 1
	Mobile identity = P-TMSI-1
Paging order is for TBF establishment.
Message not ciphered

	18
	MS -> SS
	UPLINK RLC DATA BLOCK
 
	LLC PDU implicitly indicating paging response.
Message may be ciphered depending on the type of LLC PDU that are sent. The 'E' bit is therefore not checked.

	19
	SS -> MS
	P-TMSI REALLOCATION COMMAND
	Mobile identity = P-TMSI-2
P-TMSI-2 signature
Routing area identity = RAI-4
Message ciphered

	20
	MS -> SS
	P-TMSI REALLOCATION COMPLETE
	Message ciphered

	21
	SS -> MS
	IDENTITY REQUEST
	Identity type = IMEI
Message not ciphered

	22
	MS -> SS
	IDENTITY RESPONSE
	Mobile identity = IMEI
Message not ciphered

	23
	SS -> MS
	P-TMSI REALLOCATION COMMAND
	Mobile identity = P-TMSI-1
P-TMSI-1 signature
Routing area identity = RAI-4
Message ciphered

	24
	MS -> SS
	P-TMSI REALLOCATION COMPLETE
	Message ciphered

	25
	MS
	
	The MS is switched off or power is removed (see PICS).

	26
	MS -> SS
	DETACH REQUEST
	Message not sent if power is removed.
Detach type = 'power switched off, GPRS detach'
Message ciphered

	27
	SS
	
	Cell B is powered down and Cell A is restored to full power.

	28
	MS
	
	The MS is set in MS operation mode B (see PICS) and the test is repeated from step 3 to step 26.



Note that due to the test of ciphering, it is in this test case indicated whether each message is ciphered or not.
Specific message contents
AUTHENTICATION AND CIPHERING REQUEST in step 5:
Same as default content except:
	Information element
	Value/remark

	IE AUTN
	Not present for K = 1
Not present for K = 2
Not present for K = 3
Present for K = 4, calculated as defined for Test USIM

	Ciphering Algorithm
	

	Type of Algorithm
	No ciphering



AUTHENTICATION AND CIPHERING REQUEST in step 13:
Same as default content except:
	Information element
	Value/remark

	IE AUTN 
	Not present for K = 1
Not present for K = 2
Not present for K = 3
Present for K = 4, calculated as defined for Test USIM

	Ciphering Algorithm
	

	Type of Algorithm
	GEA/1 for K = 1
GEA/2 for K = 2
GEA/3 for K = 3
GEA/4 for K = 4




SKIPPED TEXT

44.2.5.2.4	Ciphering mode/Cipher key Kc128 and algorithm changes
44.2.5.2.4.1	Conformance requirement
A Mobile Station shall correctly respond in an authentication and ciphering procedure by sending a response with the SRES information field set to the same value as the one produced by the authentication and ciphering algorithm in the network.
In a UMTS authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies the AUTN parameter and if this is accepted, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network.
In a UMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are stored on the USIM together with the ciphering key sequence number. Furthermore, in A/Gb mode when after the authentication procedure an A5 ciphering algorithm that requires a 128-bit ciphering key is taken into use, then a new GSM Kc128 shall also be calculated as described in the subclause 4.3.2.3a
Reference(s):
3GPP TS 24.008 subclause 4.7.7.2.
3GPP TS 24.008 subclause 4.3.2.2.
44.2.5.2.4.2	Test purpose
To verify that the MS uses correctly Kc and Kc128 when the GPRS Encryption Algorithm is changed from GEA2/GEA3 to GEA4 and from GEA4 to GEA2/GEA3.
44.2.5.2.4.3	Method of test
Initial conditions
System Simulator:
	Two cells (not simultaneously activated), cell A in MCC1/MNC1/LAC1/RAC1, cell B in MCC1/MNC1/LAC1/RAC2.
	Both cells are operating in network operation mode II, SGSN is R99
Mobile Station:
	Test USIM is plugged into the MS. The MS has a valid IMSI. MS is Idle Updated on cell A.
Specific PICS statements:
-	MS operation mode B (TSPC_operation_mode_B).
-	MS operation mode C (TSPC_operation_mode_C).
-	Switch off on button (TSPC_Feat_OnOff).
-	Automatic GPRS attach procedure at switch on or power on (TSPC_AddInfo_on_auto_GPRS_AP).
-	Supported encryption Algorithm: GEA2 (TSPC_Feat_GEA2)
-	Supported encryption Algorithm: GEA3 (TSPC_Feat_GEA3)
-	Supported encryption Algorithm: GEA4 (TSPC_Feat_GEA4)
PIXIT statements:
-
Test procedure
A GPRS attach is performed, and the SS initiates an authentication and ciphering procedure with an UMTS challenge request; type of algorithm is GEA2 or GEA3 dependent on supported algorithm.
The SS checks the value RES sent by the MS in the AUTHENTICATION AND CIPHERING RESPONSE message (calculated with UMTS AKA algorithm).
The cell A is deactivated and cell B activated .
The MS initiates a routing area updating procedure and the SS initiates an authentication and ciphering procedure with an UMTS challenge request. The SS sends ROUTING ARE UPDATING ACCEPT ciphered with GEA4 and the MS answer with ciphered ROUTING ARE UPDATING COMPLETE.
The cell B is deactivated and cell A activated
The MS initiates a routing area updating procedure and the SS initiates an authentication and ciphering procedure with an UMTS challenge request. The SS sends ROUTING ARE UPDATING ACCEPT ciphered with GEA2/GEA3 and the MS answer with ciphered ROUTING ARE UPDATING COMPLETE.
Expected sequence
The sequence is executed with GEAx = GEA3 when GEA2 is not supported or GEA2 when GEA2 is supported.
	Step
	Direction
	Message
	Comments

	
	
	
	The following messages are sent and shall be received on cell A.

	1
	SS
	
	The SS activates cell A.

	2
	MS
	
	The MS is set in MS operation mode C (see PICS). If MS operation mode C not supported, goto step 23.

	3
	MS
	
	The MS is powered up or switched on and initiates an attach (see PICS).

	4
	MS -> SS
	ATTACH REQUEST
	Attach type = 'GPRS attach'
Mobile identity = IMSI

	5
	SS -> MS
	AUTHENTICATION AND CIPHERING REQUEST
	Request UMTS authentication.
Set GPRS-CKSN-1
RAND & AUTN included (see specific message content)
Type of algorithm: GEAxGEA3

	6
	MS -> SS
	AUTHENTICATION AND CIPHERING RESPONSE
	The SS checks the RES value.
"Auth. Response Parameter (extension)" IE included if the RES value is more than 4 octets long.

	7
	SS -> MS
	ATTACH ACCEPT
	Message ciphered with GEAxGEA3
Attach result = 'GPRS only attached'
Mobile identity = P-TMSI-2
P-TMSI-2 signature
Routing area identity = RAI-1

	8
	MS -> SS
	ATTACH COMPLETE
	Message ciphered

	9
	SS
	
	The SS deactivates cell A and activates cell B.

	
	
	
	The following messages are sent and shall be received on cell B.

	10
	MS -> SS
	ROUTING AREA UPDATING REQUEST
	Update type = 'RA updating'
P-TMSI-2 signature
Routing area identity = RAI-1
GPRS-CKSN-1

	11
	SS -> MS
	AUTHENTICATION AND CIPHERING REQUEST
	Request UMTS authentication.
Set GPRS-CKSN-1
RAND & AUTN included (see specific message content)
Type of algorithm: GEA4

	12
	MS -> SS
	AUTHENTICATION AND CIPHERING RESPONSE
	The SS checks the RES value.
"Auth. Response Parameter (extension)" IE included if the RES value is more than 4 octets long.

	13
	SS -> MS
	ROUTING AREA UPDATING ACCEPT
	Message ciphered with GEA4
Update result = 'RA updated'
Mobile identity = P-TMSI-1
P-TMSI-1 signature
Routing area identity = RAI-4

	14
	MS -> SS
	ROUTING AREA UPDATING COMPLETE
	Message ciphered

	15
	SS
	
	The SS deactivates cell B and activates cell A.

	
	
	
	The following messages are sent and shall be received on cell A.

	16
	MS -> SS
	ROUTING AREA UPDATING REQUEST
	Update type = 'RA updating'
P-TMSI-1 signature
Routing area identity = RAI-4
GPRS-CKSN-1

	17
	SS -> MS
	AUTHENTICATION AND CIPHERING REQUEST
	Request UMTS authentication.
Set GPRS-CKSN-1
RAND & AUTN included (see specific message content)
Type of algorithm: GEAxGEA3

	18
	MS -> SS
	AUTHENTICATION AND CIPHERING RESPONSE
	The SS checks the RES value.
"Auth. Response Parameter (extension)" IE included if the RES value is more than 4 octets long.

	19
	SS -> MS
	ROUTING AREA UPDATING ACCEPT
	Message ciphered with GEAxGEA3
Update result = 'RA updated'
Mobile identity = P-TMSI-2
P-TMSI-2 signature
Routing area identity = RAI-1

	20
	MS -> SS
	ROUTING AREA UPDATING COMPLETE
	Message ciphered

	21
	MS
	
	The MS is switched off or power is removed (see PICS).

	22
	MS -> SS
	DETACH REQUEST
	Message not sent if power is removed.
Detach type = 'power switched off, GPRS detach'

	23
	MS
	
	The MS is set in MS operation mode B (see PICS) and the test is repeated from step 3 to step 22.



Specific message contents
AUTHENTICATION AND CIPHERING REQUEST in step 5:
Same as default content except:
	Information element
	Value/remark

	IE AUTN 
	Calculated as defined for Test USIM

	Ciphering Algorithm
	

	Type of Algorithm
	GPRS Encryption Algorithm
-	GEA2 when supported
-	GEA3 when GEA2 is not supported



AUTHENTICATION AND CIPHERING REQUEST in step 11:
Same as default content except:
	Information element
	Value/remark

	IE AUTN 
	Calculated as defined for Test USIM

	Ciphering Algorithm
	

	Type of Algorithm
	GPRS Encryption Algorithm GEA4



AUTHENTICATION AND CIPHERING REQUEST in step 17:
Same as default content except:
	Information element
	Value/remark

	IE AUTN 
	Calculated as defined for Test USIM

	Ciphering Algorithm
	

	Type of Algorithm
	GPRS Encryption Algorithm
-	GEA2 when supported
-	GEA3 when GEA2 is not supported





SKIPPED TEXT


46.1.2.1.1	Data transmission in protected mode
46.1.2.1.1.1	Conformance requirement
LLC has two modes of operation - acknowledged and unacknowledged. In the unacknowledged mode of operation, layer3 information is transmitted in numbered Unconfirmed Information (UI) frames. The UI frames are not acknowledged at the LLC layer. Neither error recovery nor reordering mechanisms is defined, but transmission and format errors are detected. Duplicate UI frames are discarded.
In the protected mode of unacknowledged operation, the FCS field protects the frame header and the information field.
Unacknowledged mode of operation is defined for all SAPIs that are not reserved.
Reference
3GPP TS 04.64, subclause 4.3.
46.1.2.1.1.2	Test purpose
To verify that the MS performs unacknowledged data transfer for SAPIs 3, 5 and 11 in the protected mode to the network 
46.1.2.1.1.3	Method of test
Initial conditions
For execution counterparameter K = 4 (GEA4) Test USIM has to be plugged into the MS 
The MS shall be GPRS attached with ciphering enabled. Encryption GEA1, GEA2, GEA3 or GEA4 is used depending on the execution counterparameter K.
Specific PICS statements:
-	Supported encryption Algorithm: GEA1 (TSPC_Feat_GEA1)
-	Supported encryption Algorithm: GEA2 (TSPC_Feat_GEA2)
-	Supported encryption Algorithm: GEA3 (TSPC_Feat_GEA3)
-	Supported encryption Algorithm: GEA4 (TSPC_Feat_GEA4)
PIXIT statements:
-
Test procedure
During GPRS attach ciphering GEA1, GEA2, GEA3 or GEA4 is activated depending on the execution counterparameter K.
During GPRS attach and PDP context activation, the GMM messages are sent and received by the LLC layer at the MS using UI frames in the unacknowledged mode, on SAPI 1. This implicitly verifies bi-directional unacknowledged data transmission on SAPI 1.
After the PDP context is activated, the MS is made to initiate unacknowledged data transfer on SAPI 3. MS shall transmit UI frames with the E and PM bits set to 1, indicating that encryption and protection are on. Transmit 5 000 octets from the MS.
Repeat the test case for SAPIs 5 and 11.
The test is performed for all GEAx encryption algorithm supported by the MS.
Maximum duration of the test
10 minutes.
Expected sequence
The sequence is performed for execution counterparameter K=1 when the MS supports GEA1, for K=2 when the MS supports GEA2, for K=3 when the MS supports GEA3 and for K=4 when the MS supports GEA4.
	Step
	Direction
	Message
	Comments

	1
	
	{PDP Context Activation}
	Macro. PDP context activation from the MS. The PDP context used here is PDP context 5.

	2
	
	
	Initiate data transfer of 5000 octets from the MS.

	3
	MS -> SS
	UI frame
	Verify that the number of octets in the UI frame does not exceed N201-U.
Verify that E=1 and PM=1, PD=0, C/R = 0 and the FCS is correct. Check whether the SAPI is 3, 5 or 11 when data is sent from the MS on these SAPIs.
Verify that the sequence numbers are correct and that there are no duplicate or missing frames

	4
	
	
	Repeat step 3 until 5000 octets are sent.

	5
	
	
	Repeat the test case for SAPIs 5 and 11.The PDP context used for SAPI 5 is PDP Context 8 and the one for SAPI 11 is PDP Context 9.




SKIPPED TEXT

46.1.2.7.3	Negotiation initiated by the SS (using XID, for IOV-UI)
46.1.2.7.3.1	Conformance requirement
The negotiation procedure is one-step, i.e., one side shall start the process by sending an XID command, offering a certain set of parameters from the applicable parameter repertoire the sending entity wants to negotiate, proposing values within the allowed range. In return, the other side shall send an XID response, either confirming these requested values, or offering higher or lower ones in their place.
XID frames shall always be used with the P/F bit set to 1.
LLC layer and layer-3 parameters may be negotiated with the exchange of XID frames or with the exchange of SABM and UA frames. After successful negotiations of SABM and UA frames, the LLE shall be in ABM mode of operation.
IOV-UI shall only be negotiated in ADM. IOV-UI and IOV-I shall only be transmitted in the downlink direction.
Reference
3GPP TS 04.64, subclauses 6.4.1.6 and 8.5.3.
46.1.2.7.3.2	Test purpose
To verify that when the SS sends IOV-UI to the MS in a XID, the MS shall cipher its output using this value of IOV-UI.
46.1.2.7.3.3	Method of test
Initial conditions
For execution counterparameter K = 4 (GEA4) Test USIM has to be plugged into the MS. The MS shall be GPRS attached with ciphering enabled. Encryption GEA1, GEA2, GEA3 or GEA4 is used depending on the execution counterparameter K.
Specific PICS statements:
-	Supported encryption Algorithm: GEA1 (TSPC_Feat_GEA1)
-	Supported encryption Algorithm: GEA2 (TSPC_Feat_GEA2)
-	Supported encryption Algorithm: GEA3 (TSPC_Feat_GEA3) 
-	Supported encryption Algorithm: GEA4 (TSPC_Feat_GEA4)
PIXIT statements:
-
Test procedure
During GPRS attach ciphering GEA1, GEA2, GEA3 or GEA4 is activated depending on the execution counterparameter K.
Initiate link establishment from the SS. In the XID command, send a new value of IOV-UI, different from the default used. Send 1000 octets from the MS and verify that the frames have been ciphered as per the new value of IOV-UI.
The test is performed for all GEAx encryption algorithm supported by the MS.
Maximum duration of the test
5 minutes.
Expected sequence 
The sequence is performed for execution counterparameter K=1 when the MS supports GEA1, for K=2 when the MS supports GEA2, for K=3 when the MS supports GEA3 and for K=4 when the MS supports GEA4.
	Step
	Direction
	Message
	Comments

	1
	
	{PDP Context Activation}
	Macro. Initiate PDP context activation from the MS using PDP Context 5.

	2
	
	{PDP Context Modification}
	Macro. Initiate PDP context modification to PDP Context 3 from the SS.

	3
	SS -> MS
	XID
	With IOV-UI = 2 27 * 10.

	4
	MS -> SS
	XID
	

	5
	
	
	Initiate data transfer from the MS. Send 1000 octets.

	6
	MS -> SS
	UI
	Verify that ciphering is as per the new value of IOV-UI. The SS shall check this by analyzing the FCS.

	7
	
	
	Repeat the steps 6 till the data transfer is complete.




SKIPPED TEXT


46.1.2.7.5	Negotiation initiated by the SS (during ADM, for IOV-UI)
46.1.2.7.5.1	Conformance requirement
The negotiation procedure is one-step, i.e., one side shall start the process by sending an XID command, offering a certain set of parameters from the applicable parameter repertoire the sending entity wants to negotiate, proposing values within the allowed range. In return, the other side shall send an XID response, either confirming these requested values, or offering higher or lower ones in their place. 
XID frames shall always be used with the P/F bit set to 1.
IOV-UI shall only be negotiated in ADM. IOV-UI and IOV-I shall only be transmitted in the downlink direction.
IOV-UI is associated with a TLLI.
Reference
3GPP TS 04.64, subclauses 6.4.1.6, 8.5.3 and 8.9.
3GPP TS 04.08 subclause 4.7.12.
46.1.2.7.5.2	Test purpose
To verify that when the SS sends IOV-UI to the MS in an XID command:
-	The MS shall cipher its output using this value of IOV-UI.
-	This value of IOV-UI shall be applicable for all SAPIs using this TLLI.
-	Identity Response sent from the MS shall not be ciphered.
46.1.2.7.5.3	Method of test
Initial conditions
-	For execution counterparameter K = 4 (GEA4) Test USIM has to be plugged into the MS.
Specific PICS statements:
-	Supported encryption Algorithm : GEA1 (TSPC_Feat_GEA1)
-	Supported encryption Algorithm : GEA2 (TSPC_Feat_GEA2)
-	Supported encryption Algorithm : GEA3 (TSPC_Feat_GEA3)
-	Supported encryption Algorithm : GEA4 (TSPC_Feat_GEA4)
PIXIT statements:
-
Test procedure
Send a value of IOV-UI from the SS, different from the default used. Send 1 000 octets from the MS and verify that the frames have been ciphered as per the new value of IOV-UI.
Send 1 000 octets from the MS on SAPI 11. Verify that the frames have been ciphered as per the new value of IOV-UI.
The test is performed for all GEAx encryption algorithm supported by the MS.
Maximum duration of the test
3 minutes.
Expected sequence
The sequence is performed for execution counterparameter K=1 when the MS supports GEA1, for K=2 when the MS supports GEA2, for K=3 when the MS supports GEA3 and for K=4 when the MS supports GEA4.
	Step
	Direction
	Message
	Comments

	1
	
	{PDP Context Activation}
	Macro. Initiate a PDP context activation from the MS using PDP Context 10.

	2
	SS -> MS
	UI [Authentication and Ciphering Request]
	Send the Authentication and Ciphering Request from the SS to start ciphering using the following encryption algorithm:
GEA1 for K=1,
GEA2 for K=2,
GEA3 for K=3,
GEA4 for K=4.

	3
	MS -> SS
	UI [Authentication and Ciphering Response]
	For K=1,2,3 the SS checks the SRES
For K=4, the SS check the RES and "Auth. Response Parameter (extension)" IE might be included if the RES value is more than 4 octets long.

	4
	SS -> MS
	XID
	XID command with IOV-UI = 5000.

	5
	MS -> SS
	XID
	Verify that the MS accepts this value of IOV-UI by sending an XID response. Verify the XID response received. If the MS has requested for a new set of XID parameters, verify that the values requested are within range.

	6
	
	
	Initiate unacknowledged data transfer of 1000 octets from the MS.

	7
	MS -> SS
	UI
	Verify that these frames have been ciphered as per the new value of IOV-UI.

	8
	SS -> MS
	UI [Identity Request]
	This UI frame must not be sent ciphered.

	9
	MS -> SS
	UI [Identity Response]
	This UI frame shall not be ciphered. The E bit shall not be set to 1.

	10
	
	{PDP Context Deactivation}
	Macro. Deactivate PDP Context 10.

	A11
(Optional step)
	
	
	If the MS performs a GMM detach the SS completes the Detach procedure.

	11
	
	{PDP Context Activation}
	Macro. Activate PDP Context 9.
If the MS is detached in step A11, GPRS-re-attachment shall be performed.

	A12
(Conditional step)
	
	
	If the MS is re-attached in step 11, then step 2, 3, 4 and 5 shall be repeated to set IOV-UI parameter and restart ciphering.

	12
	
	
	Initiate a data transfer of 1000 octets from the MS on SAPI 11 for the same value of TLLI as before.

	13
	MS -> SS
	UI
	Verify that ciphering is as per the new value of IOV-UI. 



Specific message contents
AUTHENTICATION AND CIPHERING REQUEST in step 2:
Same as default content except :
	Information element
	Value/remark

	IE AUTN
	Not present for K = 1
Not present for K = 2
Not present for K = 3
Present for K = 4

	Ciphering Algorithm
	

	Type of Algorithm
	GEA/1 for K = 1
GEA/2 for K = 2
GEA/3 for K = 3
GEA/4 for K = 4




