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[bookmark: _Hlk142648719]----------------------------------------------------------- Skipped chapters ---------------------------------------------------------------
------------------------------------------------------- Start of first change -----------------------------------------------------------
9.1.6.2.3	UAS / De-registration / UE-initiated / Network-initiated
9.1.6.2.3.1	Test Purpose (TP)
(1)
with { the UE in 5GMM-REGISTERED state and successfully authenticated for UAS services through UUAA-MM procedure }
ensure that {
  when { the UE reauthentication through UUAA-MM procedure fails }
    then { UE either locally deregisters with UE sending a DEREGISTRATION REQUEST or responds to network originating DEREGISTRATION REQUEST with cause value #79 "UAS services not allowed" with DEREGISTRATION ACCEPT message }
            }

(2)
Voidwith { the UE in 5GMM-REGISTERED state and successfully authenticated for UAS services through UUAA-MM procedure }
ensure that {
  when { the aerial UE subscription information is changed and the network initiates the de-registration procedure by sending a DEREGISTRATION REQUEST message to the UE with cause value “UAS services not allowed” }
    then { UE responds to DEREGISTRATION REQUEST with DEREGISTRATION ACCEPT message }
            }

9.1.6.2.3.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.501, clauses 4.22.2, 5.5.2.1 and 5.5.2.3.1. Unless otherwise stated these are Rel-17 requirements.
[TS 24.501, clause 4.22.2]
The 5GS supports the USS UAV Authorization and Authentication (UUAA) procedure for a UE supporting UAS services. Depending on operator policy or regulatory requirements, the UUAA-MM procedure can be performed by the UE and the AMF at a registration procedure as specified in subclause 5.5.1.2 or the UUAA-SM procedure can be performed by the UE and the SMF at a PDU session establishment procedure as specified in subclause 6.4.1.2. The UE shall support UUAA-MM and UUAA-SM, and the network shall support UUAA-SM and may optionally support UUAA-MM. The UUAA procedure needs to be performed by 5GS with USS successfully before the connectivity for UAS services is established.
During the registration procedure as described in subclause 5.5.1.2, the UE supporting UAS services provides CAA-level UAV ID to the AMF, and the AMF may trigger the UUAA-MM procedure. If the UE supporting UAS services does not provide CAA-level UAV ID to the AMF and the network is configured to perform UUAA-MM at registration procedure, the AMF may accept the registration request and shall mark in the UE's 5GMM context that the UE is not allowed to request UAS services. If the UE wants to use the UAS services by providing the CAA-Level UAV ID later on, the UE shall perform the registration procedure for mobility and periodic registration update.
When a UE supporting UAS services requests to establish a PDU session as described in subclause 6.4.1.2 for USS communication, the UE provides CAA-level UAV ID to the network, and the SMF may trigger the UUAA-SM procedure based on the DNN and S-NSSAI combination for aerial services according to the user's subscription data and the CAA-level UAV ID provided by the UE.
…
After successful UUAA procedure, either the AMF or the SMF may initiate re-authentication of the UAV when required by the USS. If UUAA-MM fails during a re-authentication and there are PDU sessions established using UAS services, the AMF shall request the SMF to perform the release of these PDU sessions and may trigger a network-initiated de-registration procedure based on operator policy. If UUAA-SM fails during a re-authentication, the SMF shall release the PDU session related to re-authentication.
…
[TS 24.501, clause 5.5.2.1]
The de-registration procedure is used:
…
h)	by the network to inform the UE supporting UAS service that it is deregistered for UAS services in 5GS.
[TS 24.501, clause 5.5.2.3.1]
[bookmark: _Hlk142247286]The network initiates the de-registration procedure by sending a DEREGISTRATION REQUEST message to the UE (see example in figure 5.5.2.3.1.1).
NOTE 1:	If the AMF performs a local de-registration, it will inform the UE with a 5GMM messages (e.g. SERVICE REJECT message or REGISTRATION REJECT message) with 5GMM cause #10 "implicitly de-registered" only when the UE initiates a 5GMM procedure.
The network may include a 5GMM cause IE to specify the reason for the DEREGISTRATION REQUEST message. The network shall start timer T3522. The network shall indicate whether re-registration is needed or not in the De-registration type IE. The network shall also indicate via the access type whether the de-registration procedure is:
a)	for 3GPP access only;
b)	for non-3GPP access only; or
c)	for 3GPP access, non-3GPP access or both when the UE is registered in the same PLMN for both accesses.
…
If the network de-registration is triggered due to:
a)	an unsuccessful outcome of an ongoing UUAA-MM procedure;
…
c)	the UE not allowed to use UAS services via 5GS due to a change of the aerial UE subscription information,
then the network shall set the 5GMM cause value in the DEREGISTRATION REQUEST message to #79 "UAS services not allowed".
NOTE 3:	If the UE supporting UAS service has requested other services than UAS services, or if there are other ongoing network slice-specific authentication and authorization on pending NSSAIs, it is then an operator policy or configuration decision whether to keep the UE supporting UAS service registered to the network, but that UE supporting UAS services is not allowed to access UAS services via 5GS as specified in 3GPP TS 23.256 [6AB].
…
The AMF shall trigger the SMF to release locally the PDU session(s) over the indicated access(es), if any, for the UE and enter state 5GMM-DEREGISTERED-INITIATED. If a PDU session is associated with one or more multicast MBS sessions, the SMF shall consider the UE as removed from the associated multicast MBS sessions.


Figure 5.5.2.3.1.1: Network-initiated de-registration procedure

9.1.6.2.3.3	Test description
9.1.6.2.3.3.1	Pre-test conditions
System Simulator:
-	NGC Cell A.
UE:
-	None.
Preamble:
-	The UE is in state 3N-A on NGC Cell A according to TS 38.508-1 [4] and successfully authenticated for aerial services through UUAA-MM. 
9.1.6.2.3.3.2	Test procedure sequence
Table 9.1.6.2.3.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	SS stops sending RLC acknowledgments.
	-
	-
	-
	-

	12
	SS sends authentication message based on authentication method used through DL NAS TRANSPORT message to request authentication.
	<--
	5GMM: DL NAS TRANSPORT
	-
	-

	23
	UE sends authentication message through UL NAS TRANSPORT message in response to authentication request.
	-->
	5GMM: UL NAS TRANSPORT
	
	

	4-5
	Steps 2 and 3 repeated
	-
	-
	-
	-

	36
	SS sends authentication message through DL NAS TRANSPORT message to inform UE about failed authentication.
	<--
	5GMM: DL NAS TRANSPORT
	
	

	4
	Start Timer T1 = 5s. (Note 1)
	-
	-
	-
	-

	-
	EXCEPTION: Depending about the UE implementation either steps 5a1 to 5a3 or steps 5b1 to 5b3 are conducted. (Note 1)
	-
	-
	-
	-

	5a1
	Check: Does UE transmit DEREGISTRATION REQUEST message?
	-->
	5GMM: DEREGISTRATION REQUEST
	1
	P

	5a2
	Stop timer T1
	-
	-
	-
	-

	5a3
	The SS transmits DEREGISTRATION ACCEPT message
	<--
	5GMM: DEREGISTRATION ACCEPT
	
	

	5b1
	Timer T1 expires
	-
	-
	-
	-

	5b27
	The SS transmits a DEREGISTRATION REQUEST message with cause value in the DEREGISTRATION REQUEST message set to #79 "“UAS services not allowed"”
	<--
	5GMM: DEREGISTRATION REQUEST
	-
	-

	8
	SS continues sending RLC acknowledgements
	-
	-
	-
	-

	5b39
	Check: Does the UE transmit a DEREGISTRATION ACCEPT?
	-->
	5GMM: DEREGISTRATION ACCEPT
	1
	P

	610
	The SS releases the RRC connection.
	-
	-
	-
	-

	Note 1: Some UEs might start UE initiated de-registration due to failed authentication. Therefore, a arbitrary selected waiting period is needed to see whether UE initiates de-registration itself. If UE starts self de-registration, then steps 5a1 to 5a3 are conducted, otherwise steps 5b1 to 5b3 are conducted.

	11
	The UE performs Registration procedure as specified in TS 38.508-1 [4] subclause 4.5.2 with 'connected without release' and registers for aerial services through UUAA-MM procedure.
	-
	-
	-
	-

	12
	The SS transmits a DEREGISTRATION REQUEST message with cause value in the DEREGISTRATION REQUEST message set to #79 "UAS services not allowed"
	<--
	DEREGISTRATION REQUEST
	-
	-

	13
	Check: Does the UE transmit a DEREGISTRATION ACCEPT
	-->
	DEREGISTRATION ACCEPT
	2
	P



9.1.6.2.3.3.3	Specific message contents
Table 9.1.6.2.3.3.3-1: DL NAS TRANSPORT (step 1, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4], Table 4.7.1-11

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘1001’B
	Service-level-AA container
	

	Payload container
	Present
	
	

	  Length of payload container contents
	
	2 octets, Service-level-AA container length set according to used authentication message.
	

	  Payload container contents
	
	Authentication message based on authentication method used forwarded transparently from USS to UE using service-level-AA payload with type UUAA.
	



Table 9.1.6.2.3.3.3-2: UL NAS TRANSPORT (step 2, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4], Table 4.7.1-11

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘1001’B
	Service-level-AA container
	

	Payload container
	Present
	
	

	  Length of payload container contents
	
	2 octets, Service-level-AA container length set according to used authentication message.
	

	  Payload container contents
	
	Authentication message based on authentication method used forwarded transparently from USS to UE using service-level-AA payload with type UUAA.
	



Table 9.1.6.2.3.3.3-3: DL NAS TRANSPORT (step 3, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4], Table 4.7.1-11

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘1001’B
	Service-level-AA container
	

	Payload container
	Present
	
	

	  Length of payload container contents
	
	2 octets, Service-level-AA container length set according to used authentication message.
	

	  Payload container contents
	
	Authentication response indicating authentication failure from USS to UE.
	



Table 9.1.6.2.3.3.3-4: DEREGISTRATION REQUEST (step 5a1, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4] Table 4.7.1-12



Table 9.1.6.2.3.3.3-5: DEREGISTRATION ACCEPT UE (step 5a3, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4] Table 4.7.1-13



Table 9.1.6.2.3.3.3-6: DEREGISTRATION REQUEST (step 5b2, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4] Table 4.7.1-14

	Information Element
	Value/Remark
	Comment
	Condition

	5GMM cause
	‘01001111’B
	UAS services not allowed
	



Table 9.1.6.2.3.3.3-7: DEREGISTRATION ACCEPT (step 5b3, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4] Table 4.7.1-15



TBD
-------------------------------------------------------- End of first change -----------------------------------------------------------
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