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9.1.11.5.1	Test Purpose (TP)
(1)
with { UE in Automatic SNPN selection mode and a SNPN cell is available for which an entry exists in the "list of subscriber data" and the UE in 5GMM-REGISTERED-INITIATED state for onboarding service}
ensure that {
  when { the SS sends a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value #6 (Illegal ME) }
then { The UE store the SNPN identity in the "permanently forbidden SNPNs" list for onboarding services and enter state 5GMM-DEREGISTERED.PLMN-SEARCH }
            }
(2)
with { the UE is in 5GMM-DEREGISTERED.PLMN-SEARCH state }
ensure that {
  when { User manually selects the SNPN cell which belongs to the "permanently forbidden SNPNs" list }
then { the UE attempts registration on the SNPN cell }
            }
9.1.11.5.2	Conformance requirements
References: The conformance requirements covered in the current TC are specified in: TS 24.501 clauses 5.5.1.2.5 and TS 23.122 clause 4.9.3.1.3 and 4.9.3.1.4. Unless otherwise stated these are Rel-17 requirements.
[TS 24.501, clause 5.5.1.2.5]
If the initial registration request cannot be accepted by the network, the AMF shall send a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value.
If the initial registration request is rejected due to general NAS level mobility management congestion control, the network shall set the 5GMM cause value to #22 "congestion" and assign a value for back-off timer T3346.
…#6	(Illegal ME).
	The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI.
	In case of PLMN, the UE shall consider the USIM as invalid for 5GS services until switching off, the UICC containing the USIM is removed or the timer T3245 expires as described in clause 5.3.19a.1;
	In case of SNPN, if the UE is not performing initial registration for onboarding services in SNPN and the UE does not support access to an SNPN using credentials from a credentials holder, the UE shall consider the entry of the "list of subscriber data" with the SNPN identity of the current SNPN as invalid until the UE is switched off, the entry is updated or the timer T3245 expires as described in clause 5.3.19a.2. In case of SNPN, if the UE is not performing initial registration for onboarding services in SNPN and the UE supports access to an SNPN using credentials from a credentials holder, the UE shall consider the selected entry of the "list of subscriber data" as invalid for 3GPP access until the UE is switched off, the entry is updated or the timer T3245 expires as described in clause 5.3.19a.2. Additionally, if EAP based primary authentication and key agreement procedure using EAP-AKA' or 5G AKA based primary authentication and key agreement procedure was performed in the current SNPN, the UE shall consider the USIM as invalid for the current SNPN until switching off, the UICC containing the USIM is removed or the timer T3245 expires as described in clause 5.3.19a.2.
	If the UE is not performing initial registration for onboarding services in SNPN and the UE shall delete the list of equivalent PLMNs (if any) and enter the state 5GMM-DEREGISTERED.NO-SUPI. If the message has been successfully integrity checked by the NAS, then the UE shall:
1)	set the counter for "SIM/USIM considered invalid for GPRS services" events and the counter for "USIM considered invalid for 5GS services over non-3GPP access" events in case of PLMN if the UE maintains these counters; or
2)	set the counter for "the entry for the current SNPN considered invalid for 3GPP access" events and the counter for "the entry for the current SNPN considered invalid for non-3GPP access" events in case of SNPN if the UE maintains these counters;
	to a UE implementation-specific maximum value.
3)	delete the 5GMM parameters stored in non-volatile memory of the ME as specified in annex C.
	If the message was received via 3GPP access and the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value. The USIM shall be considered as invalid also for non-EPS services until switching off, the UICC containing the USIM is removed or the timer T3245 expires as described in clause 5.3.7a in 3GPP TS 24.301 [15]. If the message has been successfully integrity checked by the NAS and the UE maintains a counter for "SIM/USIM considered invalid for non-GPRS services", then the UE shall set this counter to a UE implementation-specific maximum value.
	If the UE is performing initial registration for onboarding services in SNPN, the UE shall reset the registration attempt counter, store the SNPN identity in the "permanently forbidden SNPNs" list for onboarding services, enter state 5GMM-DEREGISTERED.PLMN-SEARCH, and perform an SNPN selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5]. If the message has been successfully integrity checked by the NAS, the UE shall set the SNPN-specific attempt counter for the current SNPN to the UE implementation-specific maximum value.
	If the message has been successfully integrity checked by the NAS and the UE also supports the registration procedure over the other access, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.[TS 23.122, clause 4.9.3.1.3]
When the MS needs to access an SNPN for onboarding services in SNPN, the MS shall select an SNPN indicating that onboarding is allowed and, if the onboarding SNPN selection information is pre-configured, also matching the onboarding SNPN selection information. If more than one such SNPNs are available, how the MS selects one of those SNPNs is MS implementation specific. The MS shall not select an SNPN not indicating that onboarding is allowed or not matching the onboarding SNPN selection information, if pre-configured, for onboarding services in SNPN.
The MS shall limit its search for the SNPN to the NG-RAN access technology.
Once the MS selects the SNPN, the MS shall attempt initial registration for onboarding services in SNPN on the selected SNPN using the NG-RAN access technology and the default UE credentials for primary authentication.
If successful registration is achieved, the MS may indicate to upper layers the selected SNPN. How this indication is displayed by upper layers is implementation specific.
If successful registration is not achieved and one or more other SNPNs indicating that onboarding is allowed and matching the onboarding SNPN selection information, if pre-configured, are available, the MS can select such other SNPN and attempt initial registration for onboarding services in SNPN on the selected SNPN using the NG-RAN access technology and the default UE credentials for primary authentication, or the MS can perform SNPN selection not for onboarding services in SNPN as specified in clause 4.9.3.1.1 or clause 4.9.3.1.2 depending on its SNPN selection mode.
If:
-	registration cannot be achieved because no SNPNs indicating that onboarding is allowed and matching the onboarding SNPN selection information, if pre-configured, are available; or
-	there were one or more SNPNs indicating that onboarding is allowed and matching the onboarding SNPN selection information, if pre-configured, but an LR failure made registration on all those SNPNs unsuccessful;
the MS can indicate no onboarding services to upper layers, enter limited service state and wait until a new SNPN indicating that onboarding is allowed and matching the onboarding SNPN selection information, if pre-configured, is available and then repeat the procedure, or the MS can perform SNPN selection not for onboarding services in SNPN as specified in clause 4.9.3.1.1 or clause 4.9.3.1.2 depending on its SNPN selection mode.
[TS 23.122, clause 4.9.3.1.4]

The MS shall indicate to upper layers one or more SNPNs, which are available and indicate that onboarding is allowed.
These include SNPNs in the list of "permanently forbidden SNPNs" for onboarding services and the list of "temporarily forbidden SNPNs" for onboarding services. The MS may indicate to the user whether the available SNPNs are present in the list of "temporarily forbidden SNPNs" or the list of "permanently forbidden SNPNs".
The MS shall limit its search for the SNPN to the NG-RAN access technology.
For each SNPN indicated to upper layers, the MS shall indicate to the upper layers along with the SNPN identity:
a)	whether the SNPN matches the onboarding SNPN selection information, if pre-configured; and
b)	the human-readable network name, if the system information broadcast includes the human-readable network name for the SNPN.

[bookmark: _Hlk86270555]9.1.11.5.3	Test description
9.1.11.5.3.1	Pre-test conditions
System Simulator:
-	1 SNPN cell: NGC Cell A is configured broadcasting default SNPN IDs as indicated in TS 38.508-1 [4] Table 4.4.2-4.
-	System information combination NR-26 as defined in TS 38.508-1 [4] clause 4.4.3.1.2 is used in NGC Cell A.
-	NGC Cell A is set to “Serving cell”.
UE:
-	The UE is in Automatic SNPN selection mode.
-	The UE is provisioned default UE credentials and pre-configured with onboarding SNPN selection information to allow access to SNPN identified by NGC Cell A.
Preamble:
-	Ensure that the UE has cleared the Registered SNPN, and the UE is in state Switched OFF (state 0-A).
9.1.11.5.3.2	Test procedure sequence
Table 9.1.11.5.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2-13
	Steps 2-13 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed
	-
	-
	-
	-

	14
	The SS transmits a REGISTRATION REJECT message, 5GMM cause value = #6 "Illegal ME".
	<--
	REGISTRATION REJECT
	-
	-

	15
	The SS releases the RRC connection.
	-
	-
	-
	-

	16
	Check: Does the UE transmit the REGISTRATION REQUEST message on NGC Cell A in the next 60 seconds?
	-->
	REGISTRATION REQUEST
	1
	F

	17
	The UE is made to perform manual SNPN search and select SNPN identified by NGC Cell A.
	
	
	
	

	18
	Check: Does the UE transmit the REGISTRATION REQUEST message on NGC Cell A?
	-->
	REGISTRATION REQUEST
	2
	P

	19-34a1
	Steps 5-20a1 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed on NGC Cell A.
	-
	-
	-
	-

	35
	The user sets the UE in Automatic SNPN/Network selection mode.
	-
	-
	-
	-



9.1.11.5.3.3	Specific message contents
Table 9.1.11.5.3.3-1: SIB1 for NGC Cell A (preamble and all steps in Table 9.1.11.5.3.2-1)
	Derivation Path: TS 38.508-1 [4] Table 4.6.1-28

	Information Element
	Value/remark
	Comment
	Condition

	SIB1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo
	CellAccessRelatedInfo
	
	

	}
	
	
	



Table 9.1.11.5.3.3-2: CellAccessRelatedInfo for NGC Cell A (Table 9.1.11.5.3.2-1)
	Derivation path: TS 38.508-1 [4], Table 4.6.3-16 with condition SNPN and eNPN



Table 9.1.11.5.3.3-3: REGISTRATION REQUEST (step 2 and 18, Table 9.1.11.5.3.2-1)
	Derivation path: TS 38.508-1 Table 4.7.1-6 with condition SNPN_ONBOARDING

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type value
	'101'B
	
	SNPN_ONBOARDING



Table 9.1.11.5.3.3-4: REGISTRATION REJECT (step 14, Table 9.1.11.5.3.2-1)
	Derivation path: TS 38.508-1 [4] table 4.7.1-9

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	‘00001100’B
	#6 " Illegal ME "
	





