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C2 General

<Start of modified section>
8.2.6.4	UPIP / RRC connection
8.2.6.4.1	UPIP / RRC connection establishment / Reception of SecurityModeCommand by UE
8.2.6.4.1.1	Test Purpose (TP)
(1)
with { UE in E-UTRA RRC_IDLE state configured with NR-PDCP and functionality of UP integrity algorithms }
ensure that {
  when { UE successfully completes the RRC Connection establishment procedure and receives the SecurityModeCommand message to establish a DRB }
      then { UE establishes the initial security configuration in accordance with the received securityConfigSMC included in SecurityModeCommand and successfully establish the data and signalling radio bearers }
}
(2)
with { UE in E-UTRA RRC_CONNECTED state and a MN terminated MCG DRB is configured with NR-PDCP and functionality of UP integrity algorithms is taken into use on this DRB }
ensure that {
  when { SS transmits a IP data with correct integrity protection on this DRB }
      then { UE loops back this IP data with correct integrity protection }
}

8.2.6.4.1.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: 3GPP TS 36.331 clause 5.3.1.2, 5.3.4.3 and TS 38.331 clause 5.3.5.6.5. Unless otherwise stated these are Rel-17 requirements.
[TS 36.331, clause 5.3.1.2]

...
Integrity protection is optionally supported for DRBs when using NR PDCP configured with nr-RadioBearerConfig1 or nr-RadioBearerConfig2.
...
The integrity protection algorithm is common for signalling radio bearers SRB1, SRB2 and SRB4. The integrity protection algorithm signalled in nr-RadioBearerConfig1/ nr-RadioBearerConfig2 for the DRBs configured to apply integrity protection of user data and keyToUse set to master as defined in TS 38.331 [82] is the same as the one signalled in securityAlgorithmConfig. When configured with MCG only, the ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2, SRB4 and DRBs). Neither integrity protection nor ciphering applies for SRB0.
…
The AS applies different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). For the UE capable of user plane integrity protection when it is connected to E-UTRA/EPC (TS 33.401 [32]), the AS applies a security key for integrity protection of user data (KUPint) for the DRBs that are configured to apply integrity protection of user data. All AS keys are derived from the KeNB key
…
Likewise, the same integrity algorithm as signalled by nr-RadioBearerConfig1 and nr-RadioBearerConfig2 as defined in TS 38.331 [82] is used for all SRBs, and DRBs configured to apply integrity protection of user data, using the same key
…

[TS 36.331, clause 5.3.4.3]
The UE shall:
1>    derive the KeNB key, as specified in TS 33.401 [32] for E-UTRA/EPC, and TS 33.501 [86] for E-UTRA/5GC;
... 
1>    if the SecurityModeCommand message passes the integrity protection check:
…
2>    if capable of user plane integrity protection:
3>    derive the KUPint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];
[TS 36.331, clause 5.3.5.3]
1>	if this is the first RRCConnectionReconfiguration message after successful completion of the RRC connection re-establishment procedure:
2>	re-establish PDCP for SRB2 configured with E-UTRA PDCP entity and for all DRBs that are established and configured with E-UTRA PDCP, if any;
2>	re-establish RLC for SRB2 and for all DRBs that are established and configured with E-UTRA RLC, if any;
2>	if the RRCConnectionReconfiguration message includes the fullConfig:
3>	perform the radio configuration procedure as specified in 5.3.5.8;
2>	if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:
3>	perform the radio resource configuration procedure as specified in 5.3.10.0;
…
1>	if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:
2>	perform radio bearer configuration as specified in TS 38.331 [82], clause 5.3.5.6;
1>	if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:
2>	perform radio bearer configuration as specified in TS 38.331 [82], clause 5.3.5.6;
1>	if this is the first RRCConnectionReconfiguration message after successful completion of the RRC connection re-establishment procedure:
2>	resume SRB2 and all DRBs that are suspended, if any, including RBs configured with NR PDCP;

[TS 36.331, clause 5.3.7.5]
The UE shall:
1>	stop timer T301;
1>	consider the current cell to be the PCell;
1>	except for a NB-IoT UE for which AS security has not been activated:
…
2>	if UE is connected to EPC, update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];
…
2>	if capable of user plane integrity protection:
3>	derive the KUPint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

[TS 38.331, clause 5.3.5.6.5]
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration and not configured as DAPS bearer:
2>	if the reestablishPDCP is set:
3>	if target RAT of handover is E-UTRA/5GC; or
3>	if the UE is connected to E-UTRA/5GC:
…
3>	else (i.e., UE connected to NR or UE connected to E-UTRA/EPC (in EN-DC or capable of EN-DC)):
…
4>	if the PDCP entity of this DRB is configured with integrityProtection:
5>	configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;

8.2.6.4.1.3.1	Pre-test conditions
System Simulator:
-	E-UTRA Cell 1
UE:
-	None
Preamble:
-	UE is in state 1E-A EUTRA RRC_IDLE using generic procedure parameter Connectivity (E-UTRA/EPC) and Test Mode (On) and Test Loop Function (Off) associated with UE test loop mode B configured on E-UTRA Cell 1 according to TS 38.508-1 [4], clause 4.5.2.
8.2.6.4.1.3.2	Test procedure sequence
Table 8.2.6.4.1.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1-3
	The UE performs steps 3 to 5 of generic radio bearer establishment procedure (TS 36.508 4.5.3.3-1)
	-
	-
	-
	-

	4
	The SS transmits a SecurityModeCommand message to activate AS security with integrity algorithms protected.
	<--
	SecurityModeCommand
	-
	-

	5
	Check: Does the UE derive the KUPint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];transmit a SecurityModeComplete message and establishes the initial security configuration.
	-->
	SecurityModeComplete
	1
	P

	6
	The SS transmits an RRCConnectionReconfiguration message to establish a MN terminated MCG DRB using NR-PDCP and enable integrity protection for this DRB. The DRB is associated with the default EPS bearer context.
	<--
	RRCConnectionReconfiguration
	-
	-

	7
	The UE transmits an RRCConnectionReconfigurationComplete message.
	-->
	RRCConnectionReconfigurationComplete
	-
	-

	8-9
	Steps 1 to 2 of Loopback activation procedure in TS 36.508 Table 4.5.4.3-1 are executed to activate test loop mode B on the DRB configured in Step 7.
	-
	-
	-
	-

	10
	Check: Does the test result of generic test procedure in TS 38.508-1 [4] subclause 4.9.1 indicate that the UE is capable of exchanging IP data on DRB#n configured in step7 and uplink IP data is correctly integrity protected?
	-
	-
	2
	-



8.2.6.4.1.3.3	Specific message contents
Table 8.2.6.4.1.3.3-1: SecurityModeCommand message (step 4, Table 8.2.6.4.1.3.2-1)
	Derivation Path: TS 36.508 [7] Table 4.6.1-19

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            cipheringAlgorithm
	Set according to PIXIT parameter for default ciphering algorithm
	
	

	            integrityProtAlgorithm
	Set according to PIXIT parameter for default integrity protection algorithm
	null algorithm is not allowed
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.1.3.3-2: RRCConnectionReconfiguration (step 6, Table 8.2.6.4.1.3.2-1)
	Derivation Path: TS 36.508 [7], Table 4.6.1-8, condition SRB2-DRB(1,0)

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionReconfiguration-r8 SEQUENCE {
	
	
	

	        radioResourceConfigDedicated
	RadioResourceConfigDedicated-SRB2-MCG-DRB-NR-PDCP
	Table 8.2.6.4.1.3.3-3
	

	        nonCriticalExtension SEQUENCE {
	
	
	

	          nonCriticalExtension SEQUENCE {
	
	
	

	            nonCriticalExtension SEQUENCE {
	
	
	

	              nonCriticalExtension SEQUENCE {
	
	
	

	                nonCriticalExtension SEQUENCE {
	
	
	

	                  nonCriticalExtension SEQUENCE {
	
	
	

	                    nonCriticalExtension SEQUENCE {
	
	
	

	                      nonCriticalExtension SEQUENCE {
	
	
	

	                        nr-Config-r15
	Not present
	
	

	                        nr-RadioBearerConfig1-r15
	RadioBearerConfig-MCG-DRB-NR-PDCP 
	Table 8.2.6.4.2.3.3-5
	

	                      }
	
	
	

	                    }
	
	
	

	                  }
	
	
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.1.3.3-3: RadioResourceConfigDedicated-SRB2-MCG-DRB-NR-PDCP (Table 8.2.6.4.1.3.3-2)
	Derivation Path: TS 36.508 [7], Table 4.6.3-16, condition SRB2-DRB(1,0)

	Information Element
	Value/remark
	Comment
	Condition

	RadioResourceConfigDedicated ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod {
	1 entry
	
	

	    DRB-ToAddMod[1]
	DRB-ToAddMod-MCG-DRB-NR-PDCP
	entry 1
Table 8.2.6.4.1.3.3-4
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.1.3.3-4: DRB-ToAddMod-MCG-DRB-NR-PDCP (Table 8.2.6.4.1.3.3-3, Table 8.2.6.4.1.3.3-8)
	Derivation Path: TS 36.508 [7], Table 4.8.2.1.7-1, condition AM

	Information Element
	Value/remark
	Comment
	Condition

	DRB-ToAddMod ::= SEQUENCE {
	
	
	

	  eps-BearerIdentity
	Same as the default EPS bearer Identity
	
	

	  drb-Identity
	Same as the DRB identity associated with the default EPS bearer
	
	

	  pdcp-Config
	Not present
	
	

	}
	
	
	



Table 8.2.6.4.1.3.3-5: RadioBearerConfig-MCG-DRB-NR-PDCP (Table 8.2.6.4.1.3.3-2, Table 8.2.6.4.1.3.3-7)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-132, condition MCG_NR_PDCP

	Information Element
	Value/remark
	Comment
	Condition

	RadioBearerConfig ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod {
	1 entry
	
	

	    DRB-ToAddMod[1] SEQUENCE {
	
	entry 1
	

	      cnAssociation CHOICE {
	
	
	

	        eps-BearerIdentity
	Same as the default EPS bearer Identity
	
	

	      }
	
	
	

	      drb-Identity
	Same as the DRB identity associated with the default EPS bearer
	
	

	      reestablishPDCP
	Not present
	
	

	      recoverPDCP
	Not present
	
	

	      pdcp-Config
	PDCP-Config
	Table 8.2.6.4.1.3.3-6
	

	    }
	
	
	

	  }
	
	
	

	  securityConfig SEQUENCE {
	
	
	

	    securityAlgorithmConfig SEQUENCE {
	
	
	

	      cipheringAlgorithm
	Same as the ciphering algorithm configured in step 5. (NOTE)
	
	

	      integrityProtAlgorithm
	Same as the integrity algorithm configured in step 5. (NOTE)
	
	

	    }
	
	
	

	    keyToUse
	master
	
	

	  }
	
	
	

	}
	
	
	

	NOTE:  For example, if eia1 (SNOW3G) is configured in step5, the nia1 (SNOW3G) is configured in this table. etc.



Table 8.2.6.4.1.3.3-6: PDCP-Config (Table 8.2.6.4.1.3.3-5)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-99

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config ::= SEQUENCE {
	
	
	

	  drb SEQUENCE {
	
	
	

	    integrityProtection
	true
	
	

	  }
	
	
	

	}
	
	
	



<End of modified section>
