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7.1.3.2
PDCP integrity protection

7.1.3.2.1
Integrity protection / Correct functionality of encryption algorithm SNOW3G / SRB / DRB

(1)

with { UE in RRC_CONNECTED state and SRB is configured with NR-PDCP}

ensure that {

  when { Functionality of integrity algorithms with SNOW3G is taken into use on SRB }

    then { UE performs correct integrity protection function in NR-PDCP entities associated with SRB }

            }

(2)

with { UE in RRC_CONNECTED state and NOT EN-DC }

ensure that {

  when { Functionality of integrity algorithms with SNOW3G is taken into use on DRB }

    then { UE performs correct integrity protection function in PDCP entities associated with DRB }

            }

(3)

with { UE in RRC_CONNECTED state and SRB3 is configured }

ensure that {

  when {  message on SRB 3 is received and fails the integrity protection check }

    then { UE transmits SCGFailureInformationNR message with failure type 'srb3-IntegrityFailure' }

            }

NOTE:
TP2 (integrity on DRB) is not applicable to EN-DC as per 38.331 clause 6.3.2, the IE PDCP-Config.drb.integrityProtection is‘ Cond ConnectedTo5GC‘.
7.1.3.2.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 38.323, clauses 5.9, 5.2.2.1, TS 33.501 clauses 5.6.2, D.3.1 and TS 38.331 clauses5.7.3.1, 5.7.3.2, 5.7.3.3. Unless otherwise stated these are Rel-15 requirements.
[TS 38.323, clause 5.9]

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP, if configured. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering. The integrity protection is always applied to PDCP Data PDUs of SRBs. The integrity protection is applied to PDCP Data PDUs of DRBs for which integrity protection is configured. The integrity protection is not applicable to PDCP Control PDUs.

The integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the integrity protection method shall be applied as specified in TS 33.501 [6].

The integrity protection function is activated by upper layers TS 38.331 [3]. When security is activated, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

For downlink and uplink integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in TS 33.501 [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]). The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:

-
BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);

-
KEY (the integrity protection keys for the control plane and for the user plane are KRRCint and KUPint, respectively).

At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP Data PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.

[TS 38.323, clause 5.2.2.1]

At reception of a PDCP Data PDU from lower layers, the receiving PDCP entity shall determine the COUNT value of the received PDCP Data PDU, i.e. RCVD_COUNT, as follows:

-
if RCVD_SN < SN(RX_DELIV) – Window_Size:
-
RCVD_HFN = HFN(RX_DELIV) + 1.

-
else if RCVD_SN >= SN(RX_DELIV) + Window_Size:

-
RCVD_HFN = HFN(RX_DELIV) – 1.

-
else:

-
RCVD_HFN = HFN(RX_DELIV);
-
RCVD_COUNT = [RCVD_HFN, RCVD_SN].

After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:

-
perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;

-
if integrity verification fails:

-
indicate the integrity verification failure to upper layer;

-
discard the PDCP Data PDU;

-
if RCVD_COUNT < RX_DELIV; or

-
if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:

-
discard the PDCP Data PDU;

[TS 33.501, clause 5.6.2]
All Identifiers and names specified in the present subclause are for 5G. 

Each Integrity Algorithm used for 5G will be assigned a 4-bit identifier. The following values for integrity algorithms are defined: 

"00002"         NIA0


Null Integrity Protection algorithm;

"00012"         128-NIA1

128-bit SNOW 3G based algorithm;

"00102"         128-NIA2

128-bit AES based algorithm; and

"00112"         128-NIA3

128-bit ZUC based algorithm.

128-NIA1 is based on SNOW 3G (see TS35.215 [14]).

128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].

128-NIA3 is based on 128-bit ZUC (see TS35.221 [18]).

Full details of the algorithms are specified in Annex D.

[TS 33.501, clause D.3.1.1]
The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e. MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. The bit length of the MESSAGE is LENGTH.

Figure D.3.1.1-1 illustrates the use of the integrity algorithm NIA to authenticate the integrity of messages.
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Figure D.3.1.1-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)

Based on these input parameters the sender computes a 32-bit message authentication code (MAC-I/NAS-MAC) using the integrity algorithm NIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms, the receiver computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.

[TS 38.331, clause 5.7.3.1]
[image: image2.emf] 
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Figure 5.7.3.1-1: SCG failure information

The purpose of this procedure is to inform EUTRAN or NR MN about an SCG failure the UE has experienced i.e. SCG radio link failure, e failure of SCG reconfiguration with sync, SCG configuration failure for RRC message on SRB3, SCG integrity check failure and exceeding the maximum uplink transmission timing difference.

[TS 38.331, clause 5.7.3.2]
A UE initiates the procedure to report SCG failures when SCG transmission is not suspended and when one of the following conditions is met:

1>
upon detecting radio link failure for the SCG, in accordance with subclause 5.3.10.3;

1>
upon reconfiguration with sync failure of the SCG, in accordance with subclause 5.3.5.9.3;

1>
upon SCG configuration failure, in accordance with subclause 5.3.5.9.2;

1>
upon integrity check failure indication from SCG lower layers, in accordance with subclause 5.3.5.9.1.

Upon initiating the procedure, the UE shall:

1>
suspend SCG transmission for all SRBs and DRBs;

1>
reset SCG-MAC;

1>
stop T304, if running;

1>
if the UE is operating in EN-DC:

2>
initiate transmission of the SCGFailureInformationNR message as specified in TS 36.331 [10, 5.6.13a].

[TS 38.331, clause 5.7.3.3]
The UE shall set the SCG failure type as follows:

...




1>
else, if the UE initiates transmission of the SCGFailureInformationNR message due to SRB3 IP check failure:

2>
set the failureType as srb3-IntegrityFailure;



7.1.3.2.1.3
Test description

7.1.3.2.1.3.1
Pre-test conditions

Same Pre-test conditions as in clause 7.1.3.0 with the exception that integrity protection algorithm ‘eia1 (SNOW3G)’ is configured. IF pc_EN_DC OR pc_NGEN_DC, NR PDCP is configured on SRB1 and SRB2 using additional generic procedure parameter SRB_NR_PDCP, IF (pc_EN_DC OR pc_NGEN_DC) AND pc_srb3, SRB3 is configured using additional generic procedure parameter SRB3 AND SRB_NR_PDCP as in Table 7.1.3.2.1.3.3-1.

7.1.3.2.1.3.2
Test procedure sequence

Table 7.1.3.2.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: Steps 1a1 to 1b2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that takes place depending on a particular configuration.
	-
	-
	-
	-

	1a1
	IF pc_EN_DC OR pc_NGEN_DC the SS sends EUTRA RRC UECapabilityEnquiry message including RAT-Type eutra to the UE integrity protected.
	<--
	RRC: UECapabilityEnquiry
	-
	-

	1a2
	Check: Does the UE send a EUTRA RRC UECapabilityInformation message integrity protected?
	-->
	RRC: UECapabilityInformation
	1
	P

	1b1
	ELSE the SS sends NR RRC UECapabilityEnquiry message to the UE.
	<--
	NR RRC:UECapabilityEnquiry
	-
	-

	1a2
	Check: Does the UE send a NR RRC UECapabilityInformation message?
	-->
	NR RRC:UECapabilityInformation
	1
	P

	-
	EXCEPTION: Steps 2a1-2a4 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that takes place  if UE supports SRB3.
	-
	-
	-
	-

	2a1
	If (pc_EN_DC OR pc_NGEN_DC) AND pc_srb3 then the SS transmits an RRCReconfiguration message to reconfigure NR MAC, sent on SRB3 integrity protected.
Note 1
	<--
	RRCReconfiguration
	-
	-

	2a2
	Check: Does the UE transmit an RRCReconfigurationComplete message on SRB3 integrity protected?
	-->
	RRCReconfigurationComplete
	1
	P

	2a3
	The SS sends RRCReconfiguration message to the UE integrity protected on SRB3. The MAC-I is corrupted so as to result in integrity failure at UE.
	<--
	RRCReconfiguration
	-
	-

	2a4
	Check: Does the UE send SCGFailureInformationNR with failureType 'srb3-IntegrityFailure' on SRB1?
	-->
	SCGFailureInformationNR
	3
	P

	-
	EXCEPTION: Steps 3a1-3a2 describe behaviour that depends on whether 5GC is being emulated; the "lower case letter" identifies a step sequence that takes place if 5GC is being emulated.
	-
	-
	-
	-

	3a1
	If (NOT pc_EN_DC) then the SS transmits PDCP PDU on DRB integrity protected.
	<--
	PDCP PDU
	-
	-

	3a2
	Check: Does the UE transmit looped back PDCP PDU integrity protected on DRB?
	-->
	PDCP PDU
	2
	P

	Note 1:
For EN-DC the NR RRCReconfiguration is contained in RRCConnectionReconfiguration Table 7.1.3.2.1.3.3-1.


7.1.3.2.1.3.3
Specific message contents

Table 7.1.3.2.1.3.3-1: RRCConnectionReconfiguration (Preamble)
	Derivation Path: 36.508 [7] Table 4.6.1-8

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      rrcConnectionReconfiguration-r8 ::= SEQUENCE {
	
	
	

	        nonCriticalExtension ::= SEQUENCE {
	
	
	

	          nonCriticalExtension ::= SEQUENCE {
	
	
	

	            nonCriticalExtension ::= SEQUENCE {
	
	
	

	              nonCriticalExtension ::= SEQUENCE {
	
	
	

	                nonCriticalExtension ::= SEQUENCE {
	
	
	

	                  nonCriticalExtension ::= SEQUENCE {
	
	
	

	                    nonCriticalExtension ::= SEQUENCE {
	
	
	

	                      nonCriticalExtension ::= SEQUENCE {
	
	
	

	                        nr-Config-r15 CHOICE {
	
	
	

	                          setup SEQUENCE {
	
	
	

	                            nr-SecondaryCellGroupConfig-r15
	OCTET STRING including the RRCReconfiguration message according to TS 38.508-1 [4], table 4.6.1-3 with condition EN-DC
	
	

	                          }
	
	
	

	                        }
	
	
	

	                        nr-RadioBearerConfig1-r15
	OCTET STRING including RadioBearerConfig according TS 38.508-1 [4], table 4.6.3-100 with condition EN-DC 
	
	

	                        nr-RadioBearerConfig1-r15
	OCTET STRING including RadioBearerConfig according TS 38.508-1 [4], table 4.6.3-100 with conditions EN-DC and SRB3
	
	SRB3

	                        nr-RadioBearerConfig2-r15
	OCTET STRING including RadioBearerConfig according TS 38.508-1 [4], table 4.6.3-100 with condition SRB_NR_PDCP
	
	

	                      }
	
	
	

	                    }
	
	
	

	                  }
	
	
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


	Condition
	Explanation

	SRB3
	Establishment of SRB3


Table 7.1.3.2.1.3.3-2:  MAC-CellGroupConfig (step 2a1, Table 7.1.3.2.1.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-49

	Information Element
	Value/remark
	Comment
	Condition

	MAC-CellGroupConfig ::= SEQUENCE {
	
	
	

	  bsr-Config SEQUENCE {
	
	
	

	    periodicBSR-Timer
	sf10
	Different from default
	

	  }
	
	
	

	}
	
	
	


Table 7.1.3.2.1.3.3-3: SCGFailureInformationNR message (step 2a4, Table 7.1.3.2.1.3.2-1)

	Derivation Path: 36.508 [7], Table 4.6.1-18AA

	Information Element
	Value/remark
	Comment
	Condition

	SCGFailureInformationNR-r15::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      scgFailureInformationNR-r15 SEQUENCE {
	
	
	

	        failureReportSCG-NR-r15 SEQUENCE {
	
	
	

	          failureType-r15
	srb3-IntegrityFailure
	
	

	          measResultFreqListNR-r15
	Not checked
	
	

	          measResultSCG-r15
	Not checked
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {} 
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


