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4.7.1
Contents of 5GMM messages
<<< TEXT SKIPPED >>>

–
Security protected 5GS NAS message
Table 4.7.1-28: SECURITY PROTECTED 5GS NAS MESSAGE
	Derivation Path: 24.501 clause 8.2.28

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	'0001'B
	Integrity protected
	UNCIPHERED

	
	'0010'B
	Integrity protected and ciphered
	CIPHERED

	
	'0011'B
	Integrity protected with new 5G NAS security context
	UNCIPHERED-NEW

	
	'0100'B
	Integrity protected and ciphered with new 5G NAS security context
	CIPHERED-NEW

	Spare half octet
	'0000'B
	
	

	Message authentication code
	The calculated value of MAC-I for this message.
	The value of MAC-I is calculated by SS using Sequence number sent by UE.
	SENT-BY-SS

	
	The same value as the XMAC-I value calculated by SS.
	
	SENT-BY-UE

	Sequence number
	The internal counter of the SS
	
	SENT-BY-SS

	
	Any allowed value
	
	SENT-BY-UE

	NAS message
	Set according to specific message content
	
	


	Condition
	Explanation 

	UNCIPHERED
	This condition applies to unciphered NAS message exchange

	CIPHERED
	This condition applies to ciphered NAS message exchange

	UNCIPHERED-NEW
	This condition applies to unciphered NAS message exchange with new 5G NAS security context

	CIPHERED-NEW
	This condition applies to ciphered NAS message exchange with new 5G NAS security context 

	SENT-BY-SS
	Use for the message sent from SS to UE

	SENT-BY-UE
	Use for the message sent from UE to SS


–
5GMM status
Table 4.7.1-29: 5GMM STATUS
	Derivation Path: 24.501 clause 8.2.29

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	5GMM STATUS message identity
	‘0110 0100’B
	
	

	5GMM cause
	‘0110 1111’B
	Protocol error, unspecified
	SENT-BY-SS

	
	Any allowed value
	
	SENT-BY-UE


	Condition
	Explanation 

	SENT-BY-SS
	Use for the message sent from SS to UE

	SENT-BY-UE
	Use for the message sent from UE to SS


