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4.7.1
Contents of 5GMM messages
–
Authentication request
Table 4.7.1-1: AUTHENTICATION REQUEST
	Derivation Path: 24.501 clause 8.2.1

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication request message identity
	‘0101 0110’B
	
	

	ngKSI 
	
	
	

	  NAS key set identifier
	An arbitrarily selected value between '000'B and '110'B, different from the valid NAS key set identifier of the UE if such a value exists.
	
	

	  TSC
	'0'B
	native security context (for KSIAMF)
	

	Spare half octet
	'0000'B
	
	

	Authentication parameter RAND (5G authentication challenge)
	Not Present
	
	

	Authentication parameter AUTN (5G authentication challenge)
	Not Present
	
	

	EAP message
	Not Present
	
	


	Condition
	Explanation 

	
	

	
	


–
Authentication response
Table 4.7.1-2: AUTHENTICATION RESPONSE

	Derivation Path: 24.501 clause 8.2.2

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication response message identity
	‘0101  0111’B
	
	

	Authentication response parameter
	Not Checked
	
	

	EAP message
	Not Checked
	
	


	Condition
	Explanation 

	
	

	
	


–
Authentication result
Table 4.7.1-3: AUTHENTICATION RESULT
	Derivation Path: 24.501 clause 8.2.3

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication result message identity
	‘0101 1010’B
	
	

	ngKSI 
	FFS
	
	

	Spare half octet
	'0000'B
	
	

	EAP message
	FFS
	
	


	Condition
	Explanation 

	
	

	
	


–
Authentication failure
Table 4.7.1-4: AUTHENTICATION FAILURE
	Derivation Path: 24.501 clause 8.2.4

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication failure message identity
	‘0101 1001’B
	
	

	5GMM cause
	Any allowed value
	
	

	Authentication failure parameter
	Not Checked
	
	


	Condition
	Explanation 

	
	

	
	


–
Authentication reject
Table 4.7.1-5: AUTHENTICATION REJECT

	Derivation Path: 24.501 clause 8.2.5

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication reject message identity
	‘0101 100
0’B
	
	


	Condition
	Explanation 

	
	

	
	


