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<START OF CHANGES>

5.6	Configuration / Download CSK
5.6.1	Test Purpose (TP)
(1)
with { UE (MCData Client) registered and authorised for MCData Service }
ensure that {
  when { MCData Client eceives a CSK key download message via a SIP MESSAGE message }
    then { UE (MCData Client) responds with a SIP 200 (OK) message and replaces the existing CSK and CSK-ID associated with the participating MCData function and uses the new CSK information with a SIP MESSAGE message when prompted to initiate a call }
            }

(2)
with { UE (MCDATA Client) having sent a standalone one-to-one SDS message }
ensure that {
  when { UE (MCDATA Client receives a disposition response via a SIP MESSAGE message from the SS (MCDATA Server) }
    then { UE (MCDATA Client) responds to the SIP MESSAGE message by sending a SIP 200 (OK) message and delivers the notification to the MCDATA User }
            }

5.6.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.282 clause 7.2.5, TS 33.180 clause 9.2.1.4, TS 24.582 clause 10.1. Unless otherwise stated these are Rel-16 requirements.
[TS 24.282, clause 7.2.5]
When the MCData client receives a SIP MESSAGE request containing:
1)	a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcdata"; and
2)	an application/mikey MIME body;
Then, if the key identifier within the CSB-ID of the MIKEY payload is a CSK-ID (4 most-significant bits have the value '2'), the MCData client:
1)	shall follow the security procedures in subclause 9.2.1 of 3GPP TS 33.180 [26] to extract the CSK. The client:
a)	if the initiator field (IDRi) has type 'URI' (identity hiding is not used), the client:
i)	shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]. If the initiator URI deviates from the public service identity of the participating MCData function serving the MCData user, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [45], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9.2 and shall not continue with the rest of the steps; and
ii)	shall convert the initiator URI to a UID as described in 3GPP TS 33.180 [26];
b)	if the initiator field (IDRi) has type 'UID' (identity hiding in use), the client:
i)	shall convert the public service identity of participating MCData function serving the MCData user to a UID as described in 3GPP TS 33.180 [26]; and
ii)	shall compare the generated UID with the UID in the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]. If the two initiator UIDs deviate from each other, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [45], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9.2 and shall not continue with the rest of the steps;
c)	shall use the UID to validate the signature of the I_MESSAGE as described in 3GPP TS 33.180 [26];
d)	if authentication verification of the I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [45], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;
e)	shall extract and decrypt the encapsulated CSK using the participating MCData function's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26];
f)	shall extract and store the algorithm to be used to protect the MCData signalling fields; and
g)	shall extract the CSK-ID, from the payload as specified in 3GPP TS 33.180 [26]; and
2)	Upon successful extraction, the client shall replace the existing CSK and CSK-ID associated with the participating MCData function, with the extracted CSK and CSK-ID in the 'key download' message. 
[TS 33.180, clause 9.2.1.4]
The MCX Server may decide to update an existing CSK at any time. This may be due to CSK revocation or expiry.
The CSK shall be updated by the MCX Server using the 'key download' procedure, defined in clause 5.8. Upon receipt of a CSK via a 'key download' procedure, the MC client shall identify the type of key as a CSK via the 4 most significant bits of the CSK-ID. The MC client shall:
-	discard any previous CSKs associated with the MC Server FQDN, and
-	use the new CSK for uplink signaling with the MC Server. 
[TS 24.582, clause 10.1]
Media plane security provides integrity and confidentiality protection for the MCData media information and media plane control information transmitted using media plane. Media plane security also provides the authentication of MCData media information.
The media plane security is based on 3GPP MCData security solution including key management as defined in 3GPP TS 33.180 [15].
NOTE:	In 3GPP TS 33.180 [15] media information is denoted as MCData Data Payload and media plane control information is denoted as MCData Data signalling Payload.
Various keys and associated key identifiers protect the media information and media plane control information carried in the body of an MSRP SEND message.
The media plane control information may be:
1.	SDS SIGNALLING PAYLOAD; or
2.	SDS NOTIFICATION. 
The media information may be:
1.	DATA PAYLOAD; or
2.	File or file portion.
In an on-network MCData communication for an MCData group, if protection of media is negotiated, the GMK and the GMK-ID of the MCData group shall be used for protecting the media sent and received by MCData clients.
In an on-network one-to-one MCData communication, if protection of media is negotiated, the PCK and the PCK-ID shall be used for protecting the media sent and received by MCData clients.
If protection of media control information sent using unicast between the MCData client and the participating MCData function serving the the MCData client is negotiated, the CSK and the CSK-ID shall be used for protecting the media control information sent and received using unicast by the MCData client and by a participating MCData function.
If protection of media control information between the participating MCData function and the controlling MCData function is configured, the SPK and the SPK-ID shall be used for protecting the media control information sent and received between the participating MCData function and the controlling MCData function.
The GMK and the GMK-ID are distributed to the MCData clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [4].
The PCK and the PCK-ID are generated by the MCData client initiating the standalone one-to-one SDS using media plane or one-to-one SDS session or one-to-one FD using media plane and provided to the MCData client receiving the SIP signalling according to 3GPP TS 24.282 [8].
The CSK and the CSK-ID are generated by the MCData client and provided to the participating MCData function serving the MCData client using SIP signalling according to 3GPP TS 24.282 [8].
The SPK and the SPK-ID are configured in the participating MCData function and the controlling MCData function. 
The key material for creating and verifying the authentication signature (SSK, PVT and KPAK) is provisioned to the MCData clients by the KMS as specified in 3GPP TS 33.180 [15].
5.6.3	Test description
5.6.3.1	Pre-test conditions
System Simulator:
-	SS (MCData server)
-	E-UTRA related parameters are set to the default parameters for the basic single cell environment, as defined in TS 36.508 [20] clause 4.4.
IUT:
-	UE (MCData client)
-	The test USIM set as defined in TS 36.579-1 [2] clause 5.5.10 is inserted.
Preamble:
-	The UE has performed procedure 'MCData UE registration' as specified in TS 36.579-1 [2] clause 5.4.2B.
-	The UE has performed procedure 'MCX Authorization/Configuration and Key Generation' as specified in TS 36.579-1 [2] clause 5.3.2.
-	UE States at the end of the preamble
-	The UE is in E-UTRA Registered, Idle Mode state.
-	The MCData Client Application has been activated and User has registered-in as the MCData User with the Server as active user at the Client.
5.6.3.2	Test procedure sequence
Table 5.6.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Check: Does the UE (MCData client) correctly perform procedure 'MCX SIP MESSAGE CT' as described in TS 36.579-1 [2] Table 5.3.33.3-1 requesting to update the existing CSK?.
	-
	-
	1
	P

	2
	Make the UE (MCData client) send a standalone one-to-one SDS message with disposition request "DELIVERY".
(NOTE 1) 
	-
	-
	-
	-

	3-5
	Check: Does the UE (MCData client) correctly perform steps 1a1-3 of procedure 'CO SDS or FD message transfer using signalling plane' as described in TS 36.579-1 [2] Table 5.3C.1.3-1 to send a standalone one-to-one SDS message with disposition request "DELIVERY"?
(NOTE 2)
	-
	-
	1
	P

	6
	Check: Does the UE (MCData client) correctly perform procedure 'MCX SIP MESSAGE CT' as described in TS 36.579-1 [2] Table 5.3.33.3-1 to receive the disposition notification for the SDS message sent at step 4?
	-
	-
	2
	P

	7
	Check: Does the UE (MCData client) provide the disposition notification to the user?
(NOTE 1) 
	-
	-
	2
	P

	NOTE 1:	This is expected to be done via a suitable implementation dependent MMI.
NOTE 2:	The RRC connection is not released at the end of the procedure.



5.6.3.3	Specific message contents
Table 5.6.3.3-1: SIP MESSAGE from the SS (step 1, Table 5.6.3.2-1;
step 2, TS 36.579-1 [2] Table 5.3.33.3-1)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7.2-2

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Content-Type
	
	
	
	

	  media-type
	"application/mikey"
	
	
	

	Message-body
	
	
	
	

	  MIKEY message
	base64 encoded MIKEY message as described in TS 36.579-1 [2], Table 5.5.9.1-1A
	MIKEY message, containing the updated CSK
	
	



Table 5.6.3.3-2: SIP MESSAGE from the UE (step 4, Table 5.6.3.2-1;
step 2, TS 36.579-1 [2] Table 5.3C.1.3-1)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7.1-1, condition MCDATA_SDS, RESOURCE_LISTS, MIKEY, MCDATA_SIGNALLING, MCDATA_PAYLOAD

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Message-body
	
	
	
	

	  MIME body part
	
	MCData-Info
	
	

	    MIME-part-body
	MCData-Info as described in Table 5.6.3.3-3
	
	
	

	  MIME body part
	
	MCData Data signalling message
	
	

	    MIME-part-body
	MCData Protected Payload Message containing SDS SIGNALLING PAYLOAD as described in Table 5.6.3.3-4
	
	
	

	  MIME body part
	
	MCData Data message
	
	

	    MIME-part-body
	DATA PAYLOAD as described in Table 5.6.3.3-5
	
	
	



Table 5.6.3.3-3: MCData-Info (Table 5.6.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.3.2.1-3, condition MCD_1to1



Table 5.6.3.3-4: SDS SIGNALLING PAYLOAD (Table 5.6.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.3.8.1-1, condition DELIVERED



Table 5.6.3.3-5: DATA PAYLOAD (Table 5.6.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.3.9.2-1



Table 5.6.3.3-6: SIP MESSAGE from the SS (step 6, Table 5.6.3.2-1;
step 2, TS 36.579-1 [2] Table 5.3.33.3-1)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7.2-1, condition MCDATA_SDS, MCDATA_SIGNALLING

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Message-body
	
	
	
	

	  MIME body part
	
	MCData Data signalling message
	
	

	    MIME-part-body
	MCData Protected Payload Message containing SDS NOTIFICATION as described in Table 5.6.3.3-7
	
	
	



Table 5.6.3.3-7: SDS NOTIFICATION (Table 5.6.3.3-6)
	Derivation Path: TS 36.579-1 [2], Table 5.5.3.8.4-1, condition DELIVERED




<END OF CHANGES>
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