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1.	Introduction
[bookmark: _GoBack]In RAN5-91e meeting, there was a discussion on NR V2X PC5 Authentication test in [1] and reach a final conclusion that signalling ciphering/integrity protection is not activated and establishment of KNRP is skipped for NR V2X PC5 test cases (i.e. both the initiating UE and the target UE set their PC5 unicast signalling security policy as “NOT NEEDED”) since 3GPP does not specify a way to generate KNRP. However, some issues of core specification are found based on configuring null ciphering/integrity algorithm. Therefore, we will continue the discussion and try to find a way to go forward.
2.	Discussion
2.1 Issue found in V2X layer:
(1) According TS 33.536 clause 5.3.3.1.4.2.3, UE could be configured with” NOT NEEDED” signalling confidentiality/integrity protection policy. 
[TS 33.536, clause 5.3.3.1.4.2.3]
For a NR PC5 unicast link, the UE shall be provisioned with the following:
-	The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:
-	Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED
-	Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
(2) Then according to TS 33.536, clause 5.3.3.1.4.3, during security mode control procedure, UE will choose null integrity algorithm if PC5 unicast signalling integrity protection policy for both initiating UE and target UE are NOT NEEDED.
[TS 33.536, clause 5.3.3.1.4.3]
3.	UE_2 shall send the Direct Security Mode Command message to UE_1. This message shall only contain the MSB of KNRP ID unless the Null integrity algorithm is selected by UE_2 and optionally Key_Est_Info if a fresh KNRP is to be generated (see clause 5.3.3.1.3). UE_2 shall include the Chosen_algs parameter to include the selected integrity and confidentiality algorithm. Non-Null security algorithm in the Chosen_algs indicates the corresponding security protection is activated and the security algorithm the UEs will use to protect the data in the message. Null security algorithm in the Chosen_algs indicates the corresponding security protection is unprotected. The Chosen_algs may only indicate the use of the NULL integrity algorithm if UE_2's signalling integrity security policy is either NOT NEEDED or PREFERRED. UE_2 shall also return the UE_1's security capabilities and UE_1's signalling security policy to provide protection against bidding down attacks. In the case that the NULL integrity algorithm is chosen, the NULL confidentiality algorithm shall also be chosen and UE_2 shall set the KNRP-sess ID of this security context to the all zero value. 
(3) Then According to TS 24.587 clause 6.1.2.7.3, the PC 5 security is not activated if UE choose "null integrity algorithm", therefore V2X layer will not send an indication of security activation to AS layer.
[TS 24.587, clause 6.1.2.7.3]
Upon receipt of a DIRECT LINK SECURITY MODE COMMAND message, if a new assigned initiating UE's layer-2 ID is included and if the authentication procedure has not been executed, the target UE shall replace the original initiating UE's layer-2 ID with the new assigned initiating UE's layer-2 ID for unicast communication. The target UE shall check the selected security algorithms IE included in the DIRECT LINK SECURITY MODE COMMAND message. If "null integrity algorithm" is included in the selected security algorithms IE, the security of this PC5 unicast link is not activated. If "null ciphering algorithm" and an integrity algorithm other than "null integrity algorithm" are included in the selected algorithms IE, the signalling ciphering protection is not activated.
Then there is an issue that no PC5 unicast link release procedure could be used when applying "null ciphering/integrity algorithm" since according to following core spec, the release procedure can ONLY be used to release a secure PC5 unicast link.
[TS 24.587, clause 6.1.2.4.1]
The PC5 unicast link release procedure is used to release a secure PC5 unicast link between two UEs. The link can be released from either end point.
Issue 1: PC5 unicast link release procedure can not be performed if "null ciphering/integrity algorithm" is chosen by UE. 
2.2 Issue found in AS layer:
In addition to the above V2X layer issue, the AS layer has issue too:
(1) According to TS 38.331 clause 5.8.1, PC5-RRC signalling need to be sent with security protection.
 [TS 38.331 clause 5.8.1]
For each PC5-RRC connection of unicast, one sidelink SRB (i.e. SL-SRB0) is used to transmit the PC5-S message(s) before the PC5-S security has been established. One sidelink SRB (i.e. SL-SRB1) is used to transmit the PC5-S messages to establish the PC5-S security. One sidelink SRB (i.e. SL-SRB2) is used to transmit the PC5-S messages after the PC5-S security has been established, which is protected. One sidelink SRB (i.e. SL-SRB3) is used to transmit the PC5-RRC signalling, which is protected and only sent after the PC5-S security has been established.
Issue 2: If "null ciphering/integrity algorithm" is chosen by UE, PC5-RRC signalling could not be sent, then the SL-DRB could not be established and RAN5 test cases could not be performed. 
2.3 Discussion
We have some initial discussion with core spec colleagues, it seems that SA3 have discussed and finally decided that NR V2X should support the “NOT NEEDED” policy for Signalling confidentiality/integrity protection. However, CT1 and RRC spec didn’t specify a comprehensive way so that the whole communication can work well with Null confidentiality/integrity protection.
Regarding the above two issues, we have following proposals for RAN5 consideration:
Proposal 1: send an LS to CT1, RAN2, and Cc to SA3 to inform above issues.
Proposal 2: RAN5 continue NR V2X work assuming the core spec will ensure (after they update the core spec) that the whole communication can work well with Null confidentiality/integrity protection.

3.	Summary
In this paper, two issues have been identified out when signalling ciphering/integrity protection is not activated during the V2X PC5 unicast test, i.e. 
Issue 1: PC5 unicast link release procedure can not be performed if "null ciphering/integrity algorithm" is chosen by UE. 
Issue 2: If "null ciphering/integrity algorithm" is chosen by UE, PC5-RRC signalling could not be sent, then the SL-DRB could not be established and RAN5 test cases could not be performed. 
Then we have following 2 proposals for RAN5 consideration:
Proposal 1: send an LS to CT1, RAN2, and Cc to SA3 to inform above issues.
Proposal 2: RAN5 continue NR V2X work assuming the core spec will ensure (maybe after they update the core spec) that the whole communication can work well with Null confidentiality/integrity protection.
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