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[bookmark: _Toc21103457]9.2.2.2	Protection of initial NAS signalling messages
9.2.2.2.1	Test Purpose (TP)
Same Test purpose as in clause 9.1.2.2.1
9.2.2.2.2	Conformance requirements
Same conformance requirements as in clause 9.1.2.2.2
 9.2.2.2.3	Test description
9.2.2.2.3.1	Pre-test conditions
System Simulator:
-	WLAN Cell 27.
UE:
-	None.
Preamble:
[bookmark: _Hlk1048884]-	The UE is in state 0W-B on WLAN Cell 27 according to TS 38.508-1 [4].
-	The UE does not have a valid 5G NAS security context. 
 9.2.2.2.3.2	Test procedure sequence
Table 9.2.2.2.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	1A
	The UE transmits a REGISTRATION REQUEST message.
	-->
	REGISTRATION REQUEST
	-
	-

	1B
	The SS transmits an AUTHENTICATION REQUEST message including EAP-Request/AKA'-Challenge or 5G AKA Challenge.
	<--
	AUTHENTICATION REQUEST
	-
	-

	1C
	The UE transmits an AUTHENTICATION RESPONSE message including EAP-Response/AKA'-Challenge or 5G AKA Response.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	1D
	The SS transmits a SECURITY MODE COMMAND message including EAP-Success if EAP-AKA' used.
	<--
	SECURITY MODE COMMAND
	-
	-

	1E
	The UE transmits a SECURITY MODE COMPLETE message.
	-->
	SECURITY MODE COMPLETE
	-
	-

	1F
	The SS transmits a REGISTRATION REJECT message with the cause value set to #6 Illegal ME as default.
	<--
	REGISTRATION REJECT
	-
	-

	1G
	The UE is switched off.
	-
	-
	-
	-

	1H
	The UE is switched on.
	-
	-
	-
	-

	2-3
	Steps 1-2 of the generic procedure for UE registration specified in TS 38.508-1 [4] table 4.5.2.2-3 are performed.
	-
	-
	-
	-

	-
	Exception: The UE establishes  an IPsec tunnel in parallel to 5GC registration steps  4 to 8 as per  the IKEv2 protocol as defined in 3GPP TS 23.502 [31] clause 4.12.2.2 figure 4.12.2.2-1.
	-
	-
	-
	-

	4
	The UE transmits a REGISTRATION REQUEST message.
	-->
	REGISTRATION REQUEST
	1
	P

	5
	The SS transmits a DLInformationTransfer message and an AUTHENTICATION REQUEST message.
	<--
	AUTHENTICATION REQUEST
	-
	-

	6
	The UE transmits an ULInformationTransfer message and an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	7
	The SS transmits a DLInformationTransfer message and a SECURITY MODE COMMAND message.
	<--
	SECURITY MODE COMMAND
	
	

	8
	The UE transmits an ULInformationTransfer message and a SECURITY MODE COMPLETE message.
	-->
	SECURITY MODE COMPLETE
	2
	P

	9-11
	Steps 8-10 of the generic procedure for UE registration specified in TS 38.508-1 [4] table 4.5.2.2-3 are performed.
	-
	-
	-
	-



9.2.2.2.3.3	Specific message contents
Table 9.2.2.2.3.3-0: REGISTRATION REJECT (Step 1F, Table 9.2.2.2.3.2-1)
	Derivation path: TS 38.508-1 [4],table 4.7.1-9

	Information Element
	Value/Remark
	Comment
	Condition

	5GMM cause
	‘00000110’B
	Illegal ME
	



Table 9.2.2.2.3.3-1: REGISTRATION REQUEST (Step 4, Table 9.2.2.2.3.2-1)
	Derivation path: TS 38.508-1 [4],table 4.7.1-6 using condition NON_CLEARTEXT_IE

	Information Element
	Value/Remark
	Comment
	Condition



Table 9.2.2.2.3.3-2: SECURITY MODE COMPLETE (Step 8, Table 9.2.2.2.3.2-1)
	Derivation path: TS 38.508-1 [4],table 4.7.1-26

	Information Element
	Value/Remark
	Comment
	Condition

	NAS message container
	Contents of Table 9.2.2.2.3.3-3
	
	



Table 9.2.2.2.3.3-3: REGISTRATION REQUEST (Step 8, Table 9.2.2.2.3.2-1)
	Derivation path: TS 38.508-1 [4],table 4.7.1-6 using condition CIPHERED_MESSAGE

	Information Element
	Value/Remark
	Comment
	Condition



