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Table 23.2.3.3.3-2: RRCConnectionReject (step 4, table 23.2.3.3.2-2)
	Derivation Path: 36.508, table 4.6.1-14.

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReject ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionReject-r8 SEQUENCE {
	
	
	

	        nonCriticalExtension SEQUENCE {
	
	
	

	          nonCriticalExtension SEQUENCE {
	
	
	

	            nonCriticalExtension SEQUENCE {
	
	
	

	              nonCriticalExtension SEQUENCE {
	
	
	

	                rrc-SuspendIndication-r13
	True
	
	

	                nonCriticalExtension SEQUENCE {}
	Not present
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


23.2.4
CIoT Optimization / User Plane / EDT
23.2.4.1
Test Purpose (TP)

(1)

with { UE with CIoT Optimization and with UP-EDT supported, with RRC Connection suspended }
ensure that {

  when { EDT data transfer is triggered }

    then { performs resumption of a suspended RRC connection by transmitting RRCConnectionResumeRequest and transfer the EDT user data on DTCH multiplexed with the RRCConnectionResumeRequest message on CCCH. }

            }

(2)
with { UE with UP-EDT supported initiated by sending RRCConnectionResumeRequest }

ensure that {

  when { UE receives the RRCConnectionResume message }

    then { performs UP-EDT fallback by sending the RRCConnectionResumeComplete message }

            }

23.2.4.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.300, clause 7.3b.3, TS 36.331, clause 5.3.1.1, 5.3.3.1b and 5.3.3.3a.

[TS 36.331, clause 5.3.1.1]

…

In case of CP-EDT, the data are appended in the RRCEarlyDataRequest and RRCEarlyDataComplete messages, if available, and sent over SRB0. In case of UP-EDT, security is re-activated prior to transmission of RRC message using the nextHopChainingCount provided in the RRCConnectionRelease message with suspend indication during the preceding suspend procedure and the radio bearers are re-established. The uplink data are transmitted ciphered on DTCH multiplexed with the RRCConnectionResumeRequest message on CCCH. In the downlink, the data, if available, are transmitted on DTCH multiplexed with the RRCConnectionRelease message on DCCH. In response to a request for EDT, E-UTRAN may also choose to establish or resume the RRC connection.

…

[TS 36.331, clause 5.3.3.1b]

A BL UE, UE in CE or NB-IoT UE can initiate EDT when all of the following conditions are fulfilled:

1>
for CP-EDT, the upper layers request establishment of an RRC connection, the UE supports CP-EDT, and SystemInformationBlockType2 (SystemInformationBlockType2-NB in NB-IoT) includes cp-EDT; or

1>
for UP-EDT, the upper layers request resumption of an RRC connection, the UE supports UP-EDT, SystemInformationBlockType2 (SystemInformationBlockType2-NB in NB-IoT) includes up-EDT, and the UE has a stored value of the nextHopChainingCount provided in the RRCConnectionRelease message with suspend indication during the preceding suspend procedure;

1>
the establishment or resumption request is for mobile originating calls and the establishment cause is mo-Data or mo-ExceptionData or delayTolerantAccess;

1>
the establishment or resumption request is suitable for EDT as specified in TS 36.300 [9], clause 7.3b.1;

1>
SystemInformationBlockType2 (SystemInformationBlockType2-NB in NB-IoT) includes edt-Parameters;

1>
the size of the resulting MAC PDU including the total UL data is expected to be smaller than or equal to the TBS signalled in edt-TBS as specified in TS 36.321 [6], clause 5.1.1;

1>
EDT fallback indication has not been received from lower layers for this establishment or resumption procedure;

NOTE 1:
Upper layers request or resume an RRC connection. The interaction with NAS is up to UE implementation.

NOTE 2:
It is up to UE implementation how the UE determines whether the size of UL data is suitable for EDT.

[TS 36.331, clause 5.3.3.3a]

1>
if the UE is initiating UP-EDT in accordance with conditions in 5.3.3.1b:

2>
restore the PDCP state and re-establish PDCP entities for all SRBs and all DRBs;

2>
if drb-ContinueROHC has been provided in immediately preceding RRC connection release message, and the UE is requesting to resume RRC connection in the same cell:

3>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

3>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

2>
else:

3>
indicate to lower layers that stored UE AS context is used;
3>
reset the header compression protocol context for the DRBs configured with the header compression protocol;

2>
resume all SRBs and all DRBs;

2>
derive the KeNB key based on the KASME key to which the current KeNB is associated, using the stored value of nextHopChainingCount received in the RRCConnectionRelease message in the preceding connection, as specified in TS 33.401 [32];

2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

2>
configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key derived in this clause to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm and the KRRCenc key derived in this clause to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm and the KUPenc key derived in this clause immediately to the user data sent and received by the UE;

2>
configure the lower layers to use EDT;

[TS 36.300, clause 7.3b.3]

EDT for User Plane CIoT EPS optimizations, as defined in TS 24.301 [20], is characterized as below:

-
The UE has been provided with a NextHopChainingCount in the RRCConnectionRelease message with suspend indication;

-
Uplink user data are transmitted on DTCH multiplexed with UL RRCConnectionResumeRequest message on CCCH;

-
Downlink user data are optionally transmitted on DTCH multiplexed with DL RRCConnectionRelease message on DCCH;

-
The short resume MAC-I is reused as the authentication token for RRCConnectionResumeRequest message and is calculated using the integrity key from the previous connection;

-
The user data in uplink and downlink are ciphered. The keys are derived using the NextHopChainingCount provided in the RRCConnectionRelease message of the previous RRC connection;

-
The RRCConnectionRelease message is integrity protected and ciphered using the newly derived keys;

-
There is no transition to RRC CONNECTED.

The EDT procedure for User Plane CIoT EPS optimizations is illustrated in Figure 7.3b-2.
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Figure 7.3b-2: EDT for User Plane CIoT EPS Optimizations

0.
Upon connection resumption request for Mobile Originated data from the upper layers, the UE initiates the early data transmission procedure and selects a random access preamble configured for EDT.

1.
The UE sends an RRCConnectionResumeRequest to the eNB, including its Resume ID, the establishment cause, and an authentication token. The UE resumes all SRBs and DRBs, derives new security keys using the NextHopChainingCount provided in the RRCConnectionRelease message of the previous connection and re-establishes the AS security. The user data are ciphered and transmitted on DTCH multiplexed with the RRCConnectionResumeRequest message on CCCH.

2.
The eNB initiates the S1-AP Context Resume procedure to resume the S1 connection and re-activate the S1-U bearers.

3.
The MME requests the S-GW to re-activate the S1-U bearers for the UE.

4.
The MME confirms the UE context resumption to the eNB.

5.
The uplink data are delivered to the S-GW.

6.
If downlink data are available, the S-GW sends the downlink data to the eNB.

7.
If no further data are expected from the S-GW, the eNB can initiate the suspension of the S1 connection and the deactivation of the S1-U bearers.

8.
The eNB sends the RRCConnectionRelease message to keep the UE in RRC_IDLE. The message includes the releaseCause set to rrc-Suspend, the resumeID, the NextHopChainingCount and drb-ContinueROHC which are stored by the UE. If downlink data were received in step 6, they are sent ciphered on DTCH multiplexed with the RRCConnectionRelease message on DCCH.

NOTE 1:
If the MME or eNB decides the UE to move in RRC_CONNECTED mode, RRCConnectionResume message is sent in step 7 to fall back to the RRC Connection resume procedure. In that case, the RRCConnectionResume message is integrity protected and ciphered with the keys derived in step 1 and the UE ignores the NextHopChainingCount included in the RRCConnectionResume message. Downlink data can be transmitted on DTCH multiplexed with the RRCConnectionResume message. In addition, an RRCConnectionSetup can also be sent in step 7 to fall back to the RRC Connection establishment procedure.

NOTE 2:
If neither RRCConnectionRelease nor, in case of fallback, RRCConnectionResume is received in response to RRCConnectionResumeRequest for EDT, the UE considers the UL data transmission not successful.

23.2.4.3
Test description

23.2.4.3.1
Pre-test conditions

System Simulator:

-
Cell 1.

-
System information combination 1 as defined in TS 36.508 [18] clause 4.4.3.1 is used in Cell 1;

UE:

-
User Plane CIoT Optimisation is supported by UE (UE capability), pc_User_Plane_CIoT_Optimisation.

· User Plane Early Data Transmission is supported by the UE. 

Preamble:

-
UE is in State 3-UP, User Plane CIoT connection request according to TS 36.508 [18].

23.2.4.3.2
Test procedure sequence

Table 23.2.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCConnectionRelease message including resumeIdentity and rrc-Suspend as releaseCause.
	<--
	RRC: RRCConnectionRelease
	-
	-

	2
	Trigger the UE to send Early Data.

NOTE: It is FFS how this action is performed.
	-
	-
	-
	-

	3
	Check: Does the UE transmit an RRCConnectionResumeRequest message including the resumeIdentity and AS security context stored at Step 1 and transmit the EDT data on DTCH multiplexed with the RRCConnectionResumeRequest message on CCCH?
	-->
	RRC: RRCConnectionResumeRequest

On DTCH: EDT data
	1
	P

	4
	The SS transmits an RRCConnectionRelease message including a new resumeIdentity and rrc-Suspend as releaseCause.
	<--
	RRCConnectionRelease
	-
	-

	5
	Trigger the UE to send Early Data.

NOTE: It is FFS how this action is performed.
	-
	-
	-
	-

	6
	The UE transmits an RRCConnectionResumeRequest message including the resumeIdentity and AS security context stored at Step 4 and transmits the EDT data on DTCH multiplexed with the RRCConnectionResumeRequest message on CCCH.
	-->
	RRC: RRCConnectionResumeRequest
On DTCH: EDT data
	-
	-

	7
	The SS transmits an RRCConnectionResume message.
	<--
	RRC: RRCConnectionResume
	-
	-

	8
	Check: Does the UE transmit an RRCConnectionResumeComplete message?
	-->
	RRC: RRCConnectionResumeComplete
	2
	P


23.2.4.3.3
Specific message contents

Table 23.2.4.3.3-1: SystemInformationBlockType2 (preamble and all steps of Table 23.2.4.3.2-1)
	Derivation Path: 36.508 clause 4.4.3.3-1

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType2 ::= SEQUENCE {
	
	
	

	  cIoT-EPS-OptimisationInfo-r13 SEQUENCE (SIZE (1.. maxPLMN-r11)) OF SEQUENCE {
	
	
	

	    cp-CIoT-EPS-Optimisation-r13
	false
	
	

	  }
	
	
	

	  up-EDT-r15
	true
	
	


Table 23.2.4.3.3-2: RRCConnectionRelease (step 1 and 4, table 23.2.4.3.2-1)
	Derivation Path: 36.331 clause 6.2.2

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRelease ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionRelease-r8 SEQUENCE {
	
	
	

	        releaseCause
	rrc-Suspend-v1320
	
	

	        redirectedCarrierInfo
	Not present
	
	

	        idleModeMobilityControlInfo
	Not present
	
	

	        nonCriticalExtension SEQUENCE {
	
	
	

	         nonCriticalExtension SEQUENCE {
	
	
	

	         nonCriticalExtension SEQUENCE {
	
	
	

	          nonCriticalExtension SEQUENCE {
	
	
	

	             resumeIdentity-r13 
	BIT STRING (SIZE(40))
	Any value; Different value in step 1 and 4
	

	            }
	
	
	

	          }
	
	
	

	         }
	
	
	

	        }
	
	
	

	       }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 23.2.4.3.3-3: RRCConnectionResumeRequest (step 3, Table 23.2.4.3.2-1)
	Derivation Path: 36.331 clause 6.2.2

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionResumeRequest ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionResumeRequest-r13 SEQUENCE {
	
	
	

	   resumeIdentity-r13 CHOICE {
	
	
	

	      resumeID-r13
	BIT STRING (SIZE(40))
	Same value as Step 1
	

	      }
	
	
	

	      resumeMAC-I-r13
	The same value as the 16 least significant bits of the MAC-I value

calculated by SS.
	
	

	      resumeCause-r13
	mo-Data 
	
	

	      spare
	Present but contents not checked
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 23.2.4.3.3-4: RRCConnectionResumeRequest (step 6, Table 23.2.4.3.2-1)
	Derivation Path: 36.331 clause 6.2.2

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionResumeRequest ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionResumeRequest-r13 SEQUENCE {
	
	
	

	   resumeIdentity-r13 CHOICE {
	
	
	

	      resumeID-r13
	BIT STRING (SIZE(40))
	Same value as Step 4
	

	      }
	
	
	

	      resumeMAC-I-r13
	The same value as the 16 least significant bits of the MAC-I value

calculated by SS.
	
	

	      resumeCause-r13
	mo-Data
	
	

	      spare
	Present but contents not checked
	
	

	    }
	
	
	

	  }
	
	
	

	}
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