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<Start of modified section 1>

4.5.2
RRC_IDLE

4.5.2.1
Initiation

The SS shall:

1>
if connectivity is EN-DC:

2>
use 1 E-UTRA cell and 1 NR cell, default parameters;

2>
if connected without release is not present:

3>
perform according to the table 4.5.2.2-1: E-UTRA RRC_IDLE;

1>
if connectivity is E-UTRA/EPC:

2>
use 1 E-UTRA cell, default parameters;

2>
perform according to the table 4.5.2.2-1: E-UTRA RRC_IDLE;

1>
if connectivity is NR:

2>
use 1 NR cell, default parameters;

2>
perform according to the table 4.5.2.2-2: NR RRC_IDLE;

2> if pc_noOf_PDUsNewConnection > 0

3>  perform according to the table 4.5.2.2-4: NR RRC_IDLE Extension;

1>
if connectivity is WLAN:

2>
use 1 WLAN cell, default parameters;

2>
if connected without release is not present:

3>
perform according to the table 4.5.2.2-3: WLAN Ipsec_SA_Released;

2>
else:

3>
Not defined:

1>
if connectivity is NR-DC:

2>
use 2 NR cells, default parameters;

2>
perform according to the table 4.5.2.2-2: NR RRC_IDLE;

Editor's Note:
The value of specify “default parameters” is FFS. For NR-DC the requirement is 2 cells, but details might be required for specific test cases. For other connectivities the same assumption applies for 1 cell.

4.5.2.2
Procedures

Table 4.5.2.2-1: E-UTRA RRC_IDLE

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1-9a2
	Same as TS 36.508 [2] table 4.5.2.3-1, steps 1-9a2.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 10a1 to 10b8 describe behaviour which depends on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	10a1-10a10
	 IF Test Mode = On OR Test Loop Function = On THEN steps 10-19 as defined in TS 36.508 [2] table 4.5.2A.3-1, are performed.

The ACTIVATE TEST MODE is using the associated condition for the test loop.
	-
	-
	-
	-

	10b1-10b8
	ELSE steps 10-17 as defined in TS 36.508 [2], table 4.5.2.3-1 are performed.
	-
	-
	-
	-


Table 4.5.2.2-2: NR RRC_IDLE

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	
	<--
	NR RRC: SYSTEM INFORMATION (BCCH)
	-
	-

	2
	The UE transmits an RRCSetupRequest message.
	-->
	NR RRC: RRCSetupRequest
	-
	-

	3
	The SS transmits an RRCSetup message.
	<--
	NR RRC: RRCSetup
	-
	-

	4
	The UE transmits an RRCSetupComplete message and a REGISTRATION REQUEST message.
	-->
	NR RRC: RRCSetupComplete

5GMM: REGISTRATION REQUEST
	-
	-

	5
	The SS transmits a DLInformationTransfer message and an AUTHENTICATION REQUEST message.
	<--
	NR RRC: DLInformationTransfer
5GMM: AUTHENTICATION REQUEST
	-
	-

	6
	The UE transmits an ULInformationTransfer message and an AUTHENTICATION RESPONSE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: AUTHENTICATION RESPONSE
	-
	-

	7
	Void
	-
	-
	-
	-

	8
	The SS transmits a DLInformationTransfer message and a SECURITY MODE COMMAND message.
	<--
	NR RRC: DLInformationTransfer
5GMM: SECURITY MODE COMMAND
	-
	-

	9
	The UE transmits an ULInformationTransfer message and a SECURITY MODE COMPLETE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Step 9Aa1 to 9Aa2 describes behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that takes place if a capability is supported and the UE has received an “interworking without N26 interface not supported” indication from the SS.
	-
	-
	-
	-

	9Aa1
	IF UE_S1_SUPPORTED the SS transmits a DLInformationTransfer message and a SECURITY MODE COMMAND message.
	<--
	NR RRC: DLInformationTransfer
5GMM: SECURITY MODE COMMAND
	-
	-

	9Aa2
	The UE transmits an ULInformationTransfer message and a SECURITY MODE COMPLETE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 9a1 to 9a2 describe the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value
	-
	-
	-
	-

	9a1
	IF Test Mode = On OR Test Loop Function = On, the SS transmits an ACTIVATE TEST MODE message to activate UE radio bearer test mode procedure. The ACTIVATE TEST MODE message is using the associated condition for the test loop.
	<--
	RRC: DLInformationTransfer
TC: ACTIVATE TEST MODE
	-
	-

	9a2
	The UE transmits an ACTIVATE TEST MODE COMPLETE message.
	-->
	RRC: ULInformationTransfer
TC: ACTIVATE TEST MODE COMPLETE
	-
	-

	10
	The SS transmits a SecurityModeCommand message.
	<--
	NR RRC: SecurityModeCommand
	-
	-

	11
	The UE transmits a SecurityModeComplete message.
	-->
	NR RRC: SecurityModeComplete
	-
	-

	12
	The SS transmits a UECapabilityEnquiry message.
	<--
	NR RRC: UECapabilityEnquiry
	-
	-

	13
	The UE transmits a UECapabilityInformation message.
	-->
	NR RRC: UECapabilityInformation
	-
	-

	14
	The SS transmits a DLInformationTransfer message and a REGISTRATION ACCEPT message.
	<--
	NR RRC: DLInformationTransfer
5GMM: REGISTRATION ACCEPT
	-
	-

	15
	The UE transmits an ULInformationTransfer message and a REGISTRATION COMPLETE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: REGISTRATION COMPLETE
	-
	-

	16
	Void
	-
	-
	-
	-

	17
	Void
	-
	-
	-
	-

	18
	Void
	-
	-
	-
	-

	-
	EXCEPTION: Step 19a1 describes behaviour depending UE implementation; the "lower case letter" identifies a step sequence that take place if the UE performs a specific action.
	-
	-
	-
	-

	19a1
	IF pc_noOf_PDUs > 0 THEN the generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2, takes place performing establishment of UE-requested PDU session(s) with ExpectedNumberOfNewPDUSessions = pc_noOf_PDUs.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 19Aa1 to 19Aa2 describe behaviour which depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value. IF pc_noOf_PDUsNewConnection > 0, then Steps 19Aa1 to 19Aa2 are skipped.
	-
	-
	-
	-

	19Aa1
	IF connected without release is On AND Test Loop Function=On THEN the SS transmits a CLOSE UE TEST LOOP message to enter the UE test loop mode. The CLOSE UE TEST LOOP is using the associated condition for the test loop.
	<--
	NR RRC: DLInformationTransfer
TC: CLOSE UE TEST LOOP
	-
	-

	19Aa2
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback entities for the radio bearer(s) have been created and loop back is activated.
	-->
	NR RRC: ULInformationTransfer
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	-
	EXCEPTION: Step 20a1 depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	20a1
	IF connected without release is not present THEN, the SS transmits an RRCRelease message.
	<--
	NR RRC: RRCRelease
	-
	-


Table 4.5.2.2-3: WLAN Ipsec_SA_Released

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE associates with the WLAN AP and obtains the local IP address.
	-
	-
	-
	-

	2
	The UE performs a dynamic selection of N3IWF using DNS query
	-
	-
	-
	-

	-
	Exception: The UE establishes an IPsec tunnel in parallel to 5GC registration steps 3 to 7 as per the IKEv2 protocol as defined in TS 23.502 [33] clause 4.12.2.2 figure 4.12.2.2-1.
	-
	-
	-
	-

	3
	The UE transmits an REGISTRATION REQUEST message.
	-->
	5GMM: REGISTRATION REQUEST
	-
	-

	4
	The SS transmits an AUTHENTICATION REQUEST message including EAP-Request/AKA'-Challenge or 5G AKA Challenge.
	<--
	5GMM: AUTHENTICATION REQUEST
	-
	-

	5
	The UE transmits an AUTHENTICATION RESPONSE message including EAP-Response/AKA'-Challenge or 5G AKA Response.
	-->
	5GMM: AUTHENTICATION RESPONSE
	-
	-

	6
	The SS transmits a SECURITY MODE COMMAND message including EAP-Success if EAP-AKA' used.
	<--
	5GMM: SECURITY MODE COMMAND
	-
	-

	7
	The UE transmits a SECURITY MODE COMPLETE message.
	-->
	5GMM: SECURITY MODE COMPLETE
	-
	-

	8
	The SS transmits a REGISTRATION ACCEPT message.
	<--
	5GMM: REGISTRATION ACCEPT
	-
	-

	9
	The UE transmits a REGISTRATION COMPLETE message.
	-->
	5GMM: REGISTRATION COMPLETE
	-
	-

	10
	The generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2A, takes place performing establishment of UE-requested PDU session.
	-
	-
	-
	-

	-
	EXCEPTION: Step 11a1 depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	11a1
	IF connected without release is not present THEN generic procedure for SS-requested IPsec Secure tunnel disconnection, specified in subclause 4.5A.5, takes place performing disconnection of security association.
	-
	-
	-
	-

	Note: The current procedure assumes UE establishes a single PDU session over Non 3GPP Access.


Table 4.5.2.2-4: NR RRC_IDLE Extension

	1
	Trigger the UE to perform PDU session establishment via AT or MMI command.
	-
	-
	-
	-

	2-6
	Steps 2-6 from Table 4.5.4.2-3 are performed.
	-
	-
	-
	-

	7
	The SS transmits a SERVICE ACCEPT message.
	<--
	NR RRC: DLInformationTransfer
5GMM: SERVICE ACCEPT
	-
	-

	8
	The generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2, takes place performing establishment of UE-requested PDU session(s) with ExpectedNumberOfNewPDUSessions = pc_noOf_PDUsNewConnection. Step 1 from subclause 4.5A.2 is triggered manually by AT or MMI command for K > 0,
	-
	-
	-
	-

	-
	EXCEPTION: Steps 8Aa1 to 8Aa2 describe behaviour which depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	8Aa1
	IF connected without release is On AND Test Loop Function=On THEN the SS transmits a CLOSE UE TEST LOOP message to enter the UE test loop mode. The CLOSE UE TEST LOOP is using the associated condition for the test loop.
	<--
	NR RRC: DLInformationTransfer
TC: CLOSE UE TEST LOOP
	-
	-

	8Aa2
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback entities for the radio bearer(s) have been created and loop back is activated.
	-->
	NR RRC: ULInformationTransfer
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	-
	EXCEPTION: Step 8a1 depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	9a1
	IF connected without release is not present THEN, the SS transmits an RRCRelease message.
	<--
	NR RRC: RRCRelease
	-
	-


4.5.2.3
Specific message contents

All specific message contents shall be according clause 4.6 and 4.7 and TS 36.508 [2] clause 4.6 and 4.7 with the following exception(s).

Table 4.5.2.3-1: SECURITY MODE COMMAND (Step 9Aa1, Table 4.5.2.2-2)

	Derivation path: TS 38.508-1 [4], table 4.7.1-25 with condition UE_S1_SUPPORTED


<End of modified section 1>

<Start of modified section 2>

–
Notification response
Table 4.7.1-24: NOTIFICATION RESPONSE

	Derivation Path: 24.501 clause 8.2.24

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Notification response message identity
	‘0110 0110’B
	
	

	PDU session status
	If present: contents not checked
	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

–
Security mode command
Table 4.7.1-25: SECURITY MODE COMMAND

	Derivation Path: 24.501 clause 8.2.25

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Security mode command message identity
	‘0101 1101’B
	
	

	Selected NAS security algorithms
	
	
	

	  Type of ciphering algorithm
	Set according to PIXIT px_NAS_5GC_CipheringAlgorithm for default ciphering algorithm
	
	

	  Type of ciphering algorithm
	‘0000’B
	5G encryption algorithm 5G EA0 (null ciphering algorithm)
	For RF

	  Type of integrity protection algorithm
	Set according to PIXIT px_NAS_5GC_IntegrityProtAlgorithm for default integrity protection algorithm
	 This value should not be equal to the null integrity algorithm.
	

	ngKSI
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier
	
	

	  TSC
	'0'B
	native security context (for KSIAMF)
	

	Spare half octet
	'0000'B
	
	

	Replayed UE security capabilities
	Set according to the received UE security capabilities
	
	

	IMEISV request
	Not Present
	
	

	Selected EPS NAS security algorithms
	Not Present
	
	

	Selected EPS NAS security algorithms
	
	
	UE_S1_SUPPORTED

	  Type of ciphering algorithm
	Set according to PIXIT px_NAS_CipheringAlgorithm for default ciphering algorithm
	The px_NAS_CipheringAlgorithm PIXIT is defined in TS 36.523-3 [x]
	

	  Type of integrity protection algorithm
	Set according to PIXIT px_NAS_IntegrityProtAlgorithmfor default integrity protection algorithm
	The px_NAS_IntegrityProtAlgorithm is defined in TS 36.523-3 [x]
	

	Additional 5G security information
	Not Present
	
	

	Additional 5G security information
	
	
	NO_VALID_SS_SECURITY_CONTEXT

	  RINMR
	‘1’B
	Retransmission of the initial NAS message requested
	

	  HDP
	‘0’B
	KAMF derivation is not required
	

	EAP message
	Not Present
	
	

	EAP message
	EAP-Success
	See Table 4.7.3.2-03
	EAP-AKA

	ABBA
	‘0000 0000 0000 0000’B
	
	EAP-AKA

	Replayed S1 UE security capabilities
	Not Present
	
	

	Replayed S1 UE security capabilities
	Set according to the received UE security capabilities in the last REGISTRATION REQUEST message
	
	UE_S1_SUPPORTED


	Condition
	Explanation

	NO_VALID_SS_SECURITY_CONTEXT
	If the SS doesn’t have a valid security context

	EAP_AKA
	EAP based primary authentication and key agreement procedure

	For RF
	Used for RF/RRM test cases

	UE_S1_SUPPORTED
	The UE indicated support of S1 in the last REGISTRATION REQUEST message


NOTE:
This message is always sent integrity protected with new 5GS NAS security context.

–
Security mode complete
Table 4.7.1-26: SECURITY MODE COMPLETE

	Derivation Path: 24.501 clause 8.2.26

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Security mode complete message identity
	‘0101 1110’B
	
	

	IMEISV
	Not present
	
	

	NAS message container
	Not present
	
	

	
	Complete initial NAS message
	
	RINMR_INDICATED 


	Condition
	Explanation

	RINMR_INDICATED
	The SS requested retransmission of the initial NAS message in the last SECURITY MODE COMMAND 


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message with new 5GS NAS security context.

<End of modified section 2>
