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11.4.2
5GMM-DEREGISTERED.LIMITED-SERVICE / Emergency call / Utilisation of emergency numbers stored on the ME / Initial registration for emergency services / Handling of forbidden PLMNs

11.4.2.1
Test Purpose (TP)

(1)

with { UE in 5GMM-DEREGISTERED.LIMITED-SERVICE state }

ensure that {

  when { UE is requested to make an outgoing call using an emergency number stored on the ME }

    then { UE establishes an RRC connection with the RRC establishmentCause set to "emergency", and, attempts an Initial registration for emergency services by sending a REGISTRATION REQUEST message with IE Service type set to "emergency services", and, accepts and applies security with NULL security and integrity algorithms, and, after successful completion of the registration for emergency services establishes an emergency PDU session by sending an UL NAS TRANSPORT message with Request type set to "initial emergency request" and a PDU SESSION ESTABLISHMENT REQUEST }

           }

(2)

with { UE in 5GMM-DEREGISTERED.LIMITED-SERVICE state }

ensure that {

  when { UE has performed an IMS Emergency call on a forbidden PLMN }

    then { UE does not remove the PLMN code of the accessed PLMN from the list of forbidden PLMNs }

           }

11.4.2.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 38.331 [12], subclause 5.3.3.3, TS 23.501 [37], subclause 5.16.4.1, TS 23.122 [38], subclauses 2, 3.1, 3.5, TS 24.501 [22], subclauses 4.4.4.1, 5.1.3.2.1.3.3, 5.3.2, 5.4.2.3, 5.5.1.2.2, 5.5.1.2.4, 6.4.1.2, TS 22.101 [42], subclause 10.1.1. Unless otherwise stated these are Rel-15 requirements.

[TS 36.331, subclause 5.3.3.3]

The UE shall set the contents of RRCSetupRequest message as follows:

...

1>
set the establishmentCause in accordance with the information received from upper layers;

The UE shall submit the RRCSetupRequest message to lower layers for transmission.

[TS 23.501, subclause 5.16.4.1]

UEs that are in limited service state, as specified in TS 23.122 [17], or that camp normally on a cell but failed to register successfully to the network under conditions specified in TS 24.501 [47], initiate the Registration procedure by indicating that the registration is to receive Emergency Services, referred to as Emergency Registration, and a Follow-on request is included in the Registration Request to initiate PDU Session Establishment procedure with a Request Type indicating "Emergency Request". UEs that had registered for normal services and do not have emergency PDU Sessions established and that are subject to Mobility Restriction in the present area or RAT (e.g. because of restricted tracking area) shall initiate the UE Requested PDU Session Establishment procedure to receive Emergency Services, i.e. with a Request Type indicating "Emergency Request". Based on local regulation, the network supporting Emergency Services for UEs in limited service state provides Emergency Services to these UE, regardless whether the UE can be authenticated, has roaming or Mobility Restrictions or a valid subscription.

[TS 23.122, clause 2]

If the MS is unable to find a suitable cell to camp on, or the SIM is not inserted, or if it receives certain responses to an LR request (e.g., "illegal MS"), it attempts to camp on a cell irrespective of the PLMN identity, and enters a "limited service" state in which it can only attempt to make emergency calls. An MS operating in NB-S1 mode, never attempts to make emergency calls.

[TS 23.122, subclause 3.1]

An MS that is attaching for emergency bearer services or is attached for emergency bearer services may access PLMNs in the list of "forbidden PLMNs" or the list of "forbidden PLMNs for GPRS service". The MS shall not remove any entry from the list of "forbidden PLMNs" or the list of "forbidden PLMNs for GPRS service" as a result of such accesses.

[TS 23.122, subclause 3.5]

There are a number of situations in which the MS is unable to obtain normal service from a PLMN. These include:

a)
Failure to find a suitable cell of the selected PLMN;

...

(In automatic PLMN selection mode, items a, c and f would normally cause a new PLMN selection, but even in this case, the situation may arise when no PLMNs are available and allowable for use).

For the items a to f, the MS attempts to camp on an acceptable cell, irrespective of its PLMN identity, so that emergency calls can be made if necessary, with the exception that an MS operating in NB-S1 mode, shall never attempt to make emergency calls. When in the limited service state with a valid SIM, the MS shall search for available and allowable PLMNs in the manner described in subclause 4.4.3.1 and when indicated in the SIM also as described in subclause 4.4.3.4. For an MS that is not in eCall only mode, with the exception of performing GPRS attach or EPS attach for emergency bearer services, or performing registration for emergency services, no LR requests are made until a valid SIM is present and either a suitable cell is found or a manual network reselection is performed. For an MS in eCall only mode, no LR requests are made except for performing EPS attach for emergency bearer services or registration for emergency services. When performing GPRS attach or EPS attach for emergency bearer services, or registration for emergency services, the PLMN of the current serving cell is considered as the selected PLMN for the duration the MS is attached for emergency bearer services or registered for emergency services. In the limited service state the presence of the MS need not be known to the PLMN on whose cell it has camped.

There are also other conditions under which only emergency calls may be made. These are shown in table 2 in clause 5. ProSe direct communication and ProSe direct discovery for public safety use can be initiated if necessary (see 3GPP TS 24.334 [51]) when in the limited service state due to items a) or c) or f). V2X communication over PC5 can be initiated if necessary (see 3GPP TS 24.386 [59]) when in the limited service state due to items a) or c) or f).

[TS 24.501, subclause 4.4.4.1]

The use of "null integrity protection algorithm" 5G-IA0 (see subclause 9.11.3.32) in the current 5G NAS security context is only allowed for an unauthenticated UE for which establishment of emergency services is allowed. For setting the security header type in outbound NAS messages, the UE and the AMF shall apply the same rules irrespective of whether the "null integrity protection algorithm" or any other integrity protection algorithm is indicated in the 5G NAS security context.

If the "null integrity protection algorithm"5G-IA0 has been selected as an integrity protection algorithm, the receiver shall regard the NAS messages with the security header indicating integrity protection as integrity protected.

[TS 24.501, subclause 5.1.3.2.1.3.3]

The substate 5GMM-DEREGISTERED.LIMITED-SERVICE is chosen in the UE, when it is known that a selected cell for 3GPP access or TA for non-3GPP access is unable to provide normal service (e.g. the selected cell over 3GPP access is in a forbidden PLMN or is in a forbidden tracking area or TA for non-3GPP access is forbidden).

[TS 24.501, subclause 5.3.2]

The UE provides the SUPI to the network in concealed form. The SUCI is a privacy preserving identifier containing the concealed SUPI. When the SUPI contains a network specific identifier, the SUCI shall take the form of an NAI as specified in 3GPP TS 23.003 [4].

A UE supporting N1 mode includes a SUCI:

a)
in the REGISTRATION REQUEST message when the UE is attempting initial registration procedure and a valid 5G-GUTI is not available; or 

...

The UE shall use the "null-scheme" as specified in 3GPP TS 33.501 [24] to generate the SUCI, if the following applies:

a)
the UE performs a registration procedure for emergency services or initiates a de-registration procedure before the registration procedure for emergency services was completed successfully; and

[TS 24.501, subclause 5.4.2.3]

If the UE is registered for emergency services, performing initial registration for emergency services or establishing an emergency PDU session and the SECURITY MODE COMMAND message is received with ngKSI value "000" and 5G-IA0 and 5G-EA0 as selected 5G NAS security algorithms, the UE shall locally derive and take in use 5G NAS security context. The UE shall delete existing current 5G NAS security context.

The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" 5G-EA0 as the selected 5G NAS integrity algorithm only if the message is received when the UE is registered for emergency services, performing initial registration for emergency services or establishing an emergency PDU session.

[TS 24.501, subclause 5.5.1.2.2]

The UE in state 5GMM-DEREGISTERED shall initiate the registration procedure for initial registration by sending a REGISTRATION REQUEST message to the AMF,

...

b)
when the UE performs initial registration for emergency services;

...

If the UE initiates an initial registration for emergency services or needs to prolong the established NAS signalling connection after the completion of the initial registration procedure (e.g. due to uplink signalling pending), the UE shall set the Follow-on request indicator to 1.

[TS 24.501, subclause 5.5.1.2.4]

If the initial registration procedure is not for emergency services, and if the PLMN identity of the registered PLMN is a member of the list of "forbidden PLMNs", any such PLMN identity shall be deleted from the corresponding list(s).
[TS 24.501, subclause 6.4.1.2]

In order to initiate the UE-requested PDU session establishment procedure, the UE shall create a PDU SESSION ESTABLISHMENT REQUEST message.

NOTE 0:
When IMS voice is available over either 3GPP access or non-3GPP access, the "voice centric" UE in 5GMM-REGISTERED state will receive a request from upper layers to establish the PDU session for IMS signalling, if the conditions for performing an initial registration with IMS indicated in 3GPP TS 24.229 [14] subclause U.3.1.2 are satisfied.

If the UE requests to establish a new PDU session, the UE shall allocate a PDU session ID which is not currently being used by another PDU session over either 3GPP access or non-3GPP access.

The UE shall allocate a PTI value currently not used and shall set the PTI IE of the PDU SESSION ESTABLISHMENT REQUEST message to the allocated PTI value.

...

If the UE requests to establish a new emergency PDU session, the UE shall set the SSC mode IE of the PDU SESSION ESTABLISHMENT REQUEST message to "SSC mode 1".

...

The UE shall transport:

a)
the PDU SESSION ESTABLISHMENT REQUEST message;

b)
the PDU session ID of the PDU session being established, or being handed over or being transferred;

..

e)
the request type which is set to:

...

3)
"initial emergency request", if the UE requests to establish a new emergency PDU session; and

...

If the request type is set to "initial emergency request" or "existing emergency PDU session", neither DNN nor S-NSSAI is transported by the UE using the NAS transport procedure as specified in subclause 5.4.5.

[TS 22.101, subclause 10.1.1]

The ME shall identify an emergency number dialled by the end user as a valid emergency number and initiate emergency call establishment if it occurs under one or more of the following conditions. If it occurs outside of the following conditions, the ME should not initiate emergency call establishment but normal call establishment. Emergency number identification takes place before and takes precedence over any other (e.g. supplementary service related) number analysis.

a)
112 and 911 shall always be available. These numbers shall be stored on the ME.
11.4.2.3
Test description

11.4.2.3.1
Pre-test conditions

System Simulator:

-
1 NR Cell

-
NR Cell 1, as defined in TS 38.508-1 [4], Table 4.4.2-3, with the exception that cells' PLMN is defined in Table 11.4.2.3.1-1 below.
Table 11.4.2.3.1-1: PLMN identifiers

	NR Cell
	PLMN name

	1
	PLMN2


-
System information combination NR-1 as defined in TS 38.508-1 [4], subclause 4.4.3.1.2. SIB1 indicates ims-EmergencySupport.

UE:

-
The UE is equipped with a test USIM with USIM Configuration 15 as defined in TS 38.508-1 [4], Table 6.4.1-15 (PLMN2 is set in it as 'forbidden PLMN', PLMN1 is the HPLMN).

Preamble:

-
The UE is in test state 0N-B (Switched Off) as defined in TS 38.508-1 [4], subclause 4.4A.2. Prior to being switched off the UE is registered on PLMN1.

11.4.2.3.2
Test procedure sequence

Table 11.4.2.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Void
	-
	-
	-
	-

	-
	The SS configures:

- NR Cell 1 as "Serving cell"
	-
	-
	-
	-

	2
	Switch the UE on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	Make the UE attempt an IMS emergency call dialling a number which is stored on the ME (e.g. 112 or 911). (NOTE 1)
	-
	-
	-
	-

	4
	Check: Does the UE performs Generic Test Procedure for IMS Emergency call establishment without IMS emergency registration as specified in TS 38.508-1 [4], subclause 4.9.12?
	-
	-
	1
	-

	5
	Make the UE release the emergency call. (NOTE 1)
	-
	-
	-
	-

	6
	The Generic test procedure for IMS MO Emergency call release as specified in TS 38.508-1 [4], subclause 4.9.12A takes place.
	-
	-
	-
	-

	7
	Start Timer=10 sec.

NOTE: This is an arbitrary value to wait for UE initiated detach.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 8a1-8b3 describes optional behaviour that depends on the UE implementation.
	-
	-
	-
	-

	8a1
	The UE transmits a DEREGISTRATION REQUEST message with De-registration type IE set to "Normal de-registration".
	-->
	NR RRC: ULInformationTransfer
5GMM: DEREGISTRATION REQUEST
	-
	-

	8a2
	The UE transmits a DEREGISTRATION ACCEPT message.
	<--
	NR RRC: DLInformationTransfer
5GMM: DEREGISTRATION REQUEST
	-
	-

	8a3
	Stop Timer=10.
	-
	-
	-
	-

	8b1
	Timer=10 sec expires
	-
	-
	-
	-

	8b2
	The SS transmits a DEREGISTRATION REQUEST message with Deregistration type IE set to "re-registration required".
	<--
	NR RRC: DLInformationTransfer
5GMM: DEREGISTRATION REQUEST
	-
	-

	8b3
	The UE transmits a DEREGISTRATION ACCEPT message.
	-->
	NR RRC: ULInformationTransfer
5GMM: DEREGISTRATION REQUEST
	-
	-

	9
	SS releases the RRC connection
	<--
	NR RRC: RRCRelease
	-
	-

	10
	Check: Does the UE transmit an RRCSetupRequest message in the next 30sec?
NOTE: This is an arbitrary value to wait for catching not allowed UE behaviour.
	-->
	NR RRC: RRCSetupRequest
	2
	F

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	NOTE 1:
This could be done by e.g. MMI or AT command.


11.4.2.3.3
Specific message contents

Table 11.4.2.3.3-1: REGISTRATION REQUEST (step 4, Table 11.4.2.3.2-1; step 3, TS 38.508-1 [4], Table 4.9.12.2.2-1)

	Derivation Path: TS 38.508-1 [4], Table 4.7.1-6, condition EMERGENCY.

	Information Element
	Value/remark
	Comment
	Condition

	5GS mobile identity
	SUCI
	The UE shall use the "null-scheme" as specified in 3GPP TS 33.501 [20] to generate the SUCI
	


Table 11.4.2.3.3-2: DEREGISTRATION REQUEST (Step 8a1, Table 11.4.2.3.2-1)

	Derivation Path: TS 38.508-1 [4], Table 4.7.1-12, Condition NORMAL.


Table 11.4.2.3.3-3: DEREGISTRATION REQUEST (Step 8b2, Table 11.4.2.3.2-1)

	Derivation Path: TS 38.508-1 [4], Table 4.7.1-14.

	Information Element
	Value/remark
	Comment
	Condition

	De-registration type
	
	
	

	  bit 3
	'0'B
	re-registration not required
	

	  Access type
	'01'B
	3GPP access
	

	5GMM cause
	‘00001011’B
	#11 PLMN not allowed
	


