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6.4.
De-Registration Scenarios / 5GS
6.4.1
Test Purpose (TP)

(1)

with { UE being registered to IMS }
ensure that {

  when { a REFRESH command happens }
   then { UE waits for the network to deregister the UE from IMS }

            }

(2)

with { UE being registered to IMS }
ensure that {

  when { UE receiving a NOTIFY request containing deregistration information with contact elements being "deactivated" }
   then { UE acknowledges deregistration }

            }

(3)

with { UE being deregistered from IMS by the network with contact elements being "deactivated" }
ensure that {

  when { UE acknowledging deregistration }
   then { UE performs initial registration to IMS }

            }
(4)

with { UE being registered to IMS }
ensure that {

  when { UE is made to deregister its contact address }
   then { UE performs deregistration from IMS }

            }
6.4.2
Conformance Requirements

[TS 24.229, Annex C.4]:
3GPP TS 31.102 [15C] and 3GPP TS 31.103 [15B] specify the file structure and contents for the preconfigured parameters stored on the USIM and ISIM, respectively, necessary to initiate the registration to the IM CN subsystem. Any of these parameters can be updated via Data Download or a USAT application, as described in 3GPP TS 31.111 [15D]. If one ore more EFs are changed and a REFRESH command is issued by the UICC, then the UE reads the updated parameters from the UICC as specified for the REFRESH command in 3GPP TS 31.111 [15D].

If the UE supports the UICC access to IMS USAT feature defined in 3GPP TS 31.111 [15D] and the EFUICCIARI changes in either the USIM or the ISIM, the UE shall perform the user-initiated reregistration procedure as described in subclause 5.1.1.4 with the new values of the IARI parameter(s) residing on the UICC.

In case of changes to EFs other than the EFUICCIARI, the UE is not required to perform deregistration but it shall wait for the network-initated deregistration procedures to occur as described in subclause 5.4.1.5 unless the user initiates deregistration procedures as described in subclause 5.1.1.6. From this point onwards the normal initial registration procedures can occur.

[TS 24.229, clause 5.4.1.5]:
For any registered public user identity, the S-CSCF can deregister:

-
all contact addresses bound to the indicated public user identity (i.e. deregister the respective public user identity);

-
some contact addresses bound to the indicated public user identity;

-
a particular contact address bound to the indicated public user identity; or

-
one or more registration flows and the associated contact address bound to the indicated public user identity, when the UE supports multiple registration procedure;

by sending a single NOTIFY request.
...
When a network-initiated deregistration event occurs for one or more public user identities that are bound either to one or more contact addresses or registration flows and the associated contact addresses (if the multiple registration mechanism is used), the S-CSCF shall send a NOTIFY request to all subscribers that have subscribed to the respective reg event package. For each NOTIFY request, the S-CSCF shall:

1)
set the Request-URI and Route header field to the saved route information during subscription;

2)
set the Event header field to the "reg" value;

3)
in the body of the NOTIFY request, include as many <registration> elements as many public user identities the S-CSCF is aware of the user owns;

4)
set the aor attribute within each <registration> element to one public user identity:

a)
set the <uri> sub-element inside each <contact> sub-element of each <registration> element to the respective contact address provided by the UE;

b)
if the public user identity:

i)
has been deregistered (i.e. all contact addresses and all registration flows and associated contact addresses bound to the indicated public user identity are removed) then:

-
set the state attribute within the <registration> element to "terminated";

-
set the state attribute within each <contact> element belonging to this UE to "terminated"; and

-
set the event attribute within each <contact> element belonging to this UE to either "unregistered", or "deactivated" if the S-CSCF expects the UE to reregister or "rejected" if the S-CSCF does not expect the UE to reregister; or

...
When sending a final NOTIFY request with all <registration> element(s) having their state attribute set to "terminated" (i.e. all public user identities have been deregistered or expired), the S-CSCF shall also terminate the subscription to the registration event package by setting the Subscription-State header field to the value of "terminated".

[TS 24.229, clause 5.1.1.7]:
Upon receipt of a NOTIFY request, on any dialog which was generated during the subscription to the reg event package as described in subclause 5.1.1.3, including one or more <registration> element(s) which were registered by this UE, with:

1)
the state attribute within the <registration> element set to "terminated", and within each <contact> element belonging to this UE, the state attribute set to "terminated" and the event attribute set either to "unregistered", or "rejected", or "deactivated", the UE shall remove all registration details relating to the respective public user identity (i.e. consider the public user identity indicated in the aor attribute of the <registration> element as deregistered); or

... 
In case of a "deactivated" event attribute, the UE shall start the initial registration procedure as described in subclause 5.1.1.2. In case of a "rejected" event attribute, the UE shall release all dialogs related to those public user identities.

Upon receipt of a NOTIFY request, the UE shall delete all security associations or TLS sessions towards the P-CSCF either:
-
if all <registration> element(s) have their state attribute set to "terminated" (i.e. all public user identities are deregistered) and the Subscription-State header field contains the value of "terminated"; or

-
if each <registration> element that was registered by this UE has either the state attribute set to "terminated", or the state attribute set to "active" and the state attribute within the <contact> element belonging to this UE set to "terminated".

When all UE's public user identities are registered via a single P-CSCF and the subscription dialog to the reg event package of the UE is set via the respective P-CSCF, the UE shall delete these security associations or TLS sessions towards the respective P-CSCF when all public user identities have been deregistered and after the server transaction (as defined in RFC 3261 [26]) pertaining to the received NOTIFY request terminates.

NOTE 3:
Deleting a security association or TLS session is an internal procedure of the UE and does not involve any SIP procedures.

NOTE 4:
If all the public user identities (i.e. <contact> elements) registered by this UE are deregistered and the security associations or TLS sessions have been removed, the UE considers the subscription to the reg event package terminated since the NOTIFY request was received with Subscription-State header field containing the value of "terminated".

[TS 24.229, clause 5.1.1.6.1]:
For any public user identity that the UE has previously registered, the UE can deregister via a single registration procedure:

-
all contact addresses bound to the indicated public user identity;

-
some contact addresses bound to the indicated public user identity;

-
a particular contact address bound to the indicated public user identity; or

-
when the UE supports multiple registrations (i.e. the "outbound" option tag is included in the Supported header field) one or more flows bound to the indicated public user identity.

The UE can deregister a public user identity that it has previously registered with its contact address at any time. The UE shall protect the REGISTER request using a security association or TLS session that is associated with contact address, see 3GPP TS 33.203 [19], established as a result of an earlier registration, if one is available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

Prior to sending a REGISTER request for deregistration, the UE shall release all dialogs that were using the contact addresses or the flow that is going to be deregistered and related to the public user identity that is going to be deregistered or to one of the implicitly registered public user identities. However:

-
if the dialog that was established by the UE subscribing to the reg event package used the public user identity that is going to be deregistered; and

-
this dialog is the only remaining dialog used for subscription to reg event package of the user, i.e. there are no other contact addresses registered with associated subscription to the reg event package of the user;

then the UE shall not release this dialog.

On sending a REGISTER request that will remove the binding between the public user identity and one of its contact addresses or one of its flows, the UE shall populate the header fields as follows:

a)
a From header field set to the SIP URI that contains:

1)
if the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI of the UE; else

2)
the public user identity to be deregistered;

b)
a To header field set to the SIP URI that contains:

1)
if the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI of the UE; else

2)
the public user identity to be deregistered;

c)
a Contact header field set to the SIP URI(s) that contain(s) in the hostport parameter the IP address of the UE or FQDN, and:

1)
if the UE is removing the binding between the public user identity indicated in the To header field, (together with the associated implicitly registered public user identities), and the contact address indicated in the Contact header field; and

-
if the UE supports GRUU, or multiple registrations (i.e. the "outbound" option tag is included in the Supported header field), or has an IMEI available, or has an MEID available, the Contact header field also contains the "+sip.instance" header field parameter. Only the IMEI shall be used for generating an instance ID for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio access networks;

-
if the UE supports multiple registrations (i.e. the "outbound" option tag is included in the Supported header field), the Contact header field does not contain the "reg-id" header field parameter;

-
if the UE does not supports GRUU and does not support multiple registrations (i.e. the "outbound" option tag is not included in the Supported header field), and does not have an IMEI available, and does not have an MEID available, the Contact header field does not contain either the "+sip.instance" header field parameter or the "reg-id" header field parameter;

NOTE 1:
Since the contact address is deregistered, if there are any flows that were previously registered with the respective contact address, all flows terminating at the respective contact address are removed.

2)
if the UE is removing the binding between the public user identity indicated in the To header field, (together with the associated implicitly registered public user identities) and one of its flows, the Contact header field contains the "+sip.instance" header field parameter and the "reg-id" header field parameter that identifies the flow; and

NOTE 2:
The requirement placed on the UE to include an instance ID based on the IMEI when the UE does not support GRUU and does not support multiple registrations does not imply any additional requirements on the network.

3)
if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the registration of bulk number contacts the UE shall include a Contact URI without a user portion and containing the "bnc" URI parameter;

d)
a Via header field set to include the IP address or FQDN of the UE in the sent-by field;

e)
a registration expiration interval value set to the value of zero, appropriate to the deregistration requirements of the user;

f)
a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER request;

g)
if available to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4);

h)
a Security-Client header field to announce the media plane security mechanisms the UE supports, if any;

NOTE 3:
The "mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

i)
if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the registration of bulk number contacts the UE shall include a Require header field containing the option-tag "gin"; and

j)
if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the registration of bulk number contacts the UE shall include a Proxy-Require header field containing the option-tag "gin".

For a public user identity that the UE has registered with multiple contact addresses or multiple flows (e.g. via different P-CSCFs), the UE shall also be able to deregister multiple contact addresses or multiple flows, bound to its public user identity, via single deregistration proceduere as specified in RFC 3261 [26]. The UE shall send a single REGISTER request, using one of its contact addresses and the associated set of security associations or TLS session, containing a list of Contact headers. Each Contact header field is populated as specifed above in bullets a) through i).

The UE can deregister all contact addresses bound to its public user identity and associated with its private user identity. The UE shall send a single REGISTER request, using one of its contact addresses and the associated set of security associations or TLS session, containing a public user identity that is being deregistered in the To header field, and a single Contact header field with value of "*" and the Expires header field with a value of "0". The UE shall not include the "instance-id" feature tag and the "reg-id" header field parameter in the Contact header field in the REGISTER request.
NOTE 4:
All entities subscribed to the reg event package of the user will be informed via NOTIFY request which contact addresses bound to the public user identity have been deregistered.

When a 401 (Unauthorized) response to a REGISTER request is received the UE shall behave as described in subclause 5.1.1.5.1.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

-
remove all registration details relating to this public user identity and the associated contact address.

-
store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with the "mediasec" header field parameter specified in subclause 7.2A.7 and received in the Security-Server header field, if any.

NOTE 5:
The "mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
If there are no more public user identities registered with this contact address, the UE shall delete any stored media plane security mechanisms and related keys and any security associations or TLS sessions and related keys it may have towards the IM CN subsystem.

If all public user identities are deregistered and all security association or TLS session is removed, then the UE shall consider subscription to the reg event package cancelled (i.e. as if the UE had sent a SUBSCRIBE request with an Expires header field containing a value of zero).
[TS 24.229, clause 5.1.1.6.2]:
On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields as follows:

a)
an Authorization header field, with:

-
the "username" header field parameter, set to the value of the private user identity;

-
the "realm" header field parameter, set to the value as received in the "realm" WWW-Authenticate header field parameter;

-
the "uri" header field parameter, set to the SIP URI of the domain name of the home network;

-
the "nonce" header field parameter, set to last received nonce value; and

-
the response directive, set to the last calculated response value;

b)
additionally for each Contact header field and associated contact address, include the associated protected server port value in the hostport parameter;

c)
additionally for the Via header field, include the protected server port value bound to the security association in the sent-by field;

NOTE 1:
If the UE specifies its FQDN in the hostport parameter in the Contact header field and in the sent-by field in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.

d)
a Security-Client header field, set to specify the signalling plane security mechanisms it supports, the IPsec layer algorithms for integrity and confidentiality protection it supports and the new parameter values needed for the setup of two new pairs of security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]; and

e)
a Security-Verify header field that contains the content of the Security-Server header field received in the 401 (Unauthorized) response of the last successful authentication.

NOTE 2:
When the UE has received the 200 (OK) response for the REGISTER request of the only public user identity currently registered with this contact address and its associated set of implicitly registered public user identities (i.e. no other public user identity is registered), the UE removes the security association (between the P-CSCF and the UE) that were using this contact address. Therefore further SIP signalling using this security association (e.g. the NOTIFY request containing the deregistration event) will not reach the UE.
6.4.3
Test description

6.4.3.1
Pre-test conditions

System Simulator:

-
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE.

-
SS is listening to SIP default port 5060 for both UDP and TCP protocols.

-
SS is able to perform IMS AKA authentication for the IMPI, according to 3GPP TS 33.203 [16] clause 6.1.

-
1 NR Cell

UE:

-
The UE contains either ISIM and USIM applications or only USIM application on UICC.

-
The UE is configured to register for IMS after switch on.
-
The UE is switched off.
Preamble:

-
None
6.4.3.2
Test procedure sequence
Table 6.4.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	UE is switched on.
	
	
	
	

	2-9
	Steps 1-8 from clause A.2: initial IMS registration happens.
	
	
	
	

	10
	REFRESH
	
	
	
	

	11
	The SS waits for 5 seconds.
	
	
	
	

	12
	Check: does the UE send a REGISTER request
	
	
	1
	F

	13
	SS deregisters the UE's contact address.
	<--
	NOTIFY
	
	

	14
	UE acknowledges.
	-->
	200 OK
	2
	P

	15-22
	Steps 1-8 from clause A.2: initial IMS registration happens. For the Request-URI, the UE uses the new value of home domain and/or IMS identities name as provided by ISIM after the update in step 10.
	
	
	3
	P

	23
	UE is made to de-register its contact address.
	
	
	
	

	24-29
	Steps 0A-2 defined in TS 34.229-1 [2] cl C.30
	
	
	4
	P


6.4.3.3
Specific message contents
Table 6.4.3.3-10: NOTIFY (step 13, Table 6.4.3.2-1)
	Derivation path: TS 34.229-1 [2], Table in subclause A.1.6, Conditions A1, and A3 OR A4

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Message-body
	
	
	
	

	
	A3
	<?xml version=”1.0 encoding="UTF-8"?>

<reginfo xmlns=”urn:ietf:params:xml:ns:reginfo” version=”1” state=”full”>

<registration aor=”PublicUserIdentity1 (NOTE 1)” id=”a100” state=”terminated”>

    <contact id=”980” state=”terminated” event=”deactivated”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

</registration>

<registration aor=”AssociatedTelUri (NOTE 1)” id=”a101” state=”terminated”>

    <contact id=”981” state=”terminated” event=”deactivated”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

</registration>

<registration aor=”PublicUserIdentity2 (NOTE 1)” id=”a102” state=”terminated”>
    <contact id=”982” state=”terminated” event=”deactivated”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

</registration>

<registration aor=”PublicUserIdentity3 (NOTE 1)” id=”a103” state=”terminated”>
    <contact id=”983” state=”terminated” event=”deactivated”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

</registration></reginfo>
	
	

	
	A4
	<?xml version=”1.0 encoding="UTF-8"?>

<reginfo xmlns=”urn:ietf:params:xml:ns:reginfo” xmlns:gr="urn:ietf:params:xml:ns:gruuinfo" version=”1” state=”full”>
<registration aor=”PublicUserIdentity1 (NOTE 1)” id=”a100” state=”terminated”>

    <contact id=”980” state=”terminated” event=”deactivated”>
callid="Call-Id of most recent REGISTER" 

cseq="CSeq value of most recent REGISTER">
    <uri>same value as in Contact header of REGISTER request</uri>

<unknown-param name="+sip.instance"> "Instance ID of the UE;" </unknown-param>

<gr:pub-gruu uri="public GRUU associated to this aor"/>

<gr:temp-gruu uri="temporary GRUU associated to this aor" first-cseq="CSeq of the REGISTER request that caused the temporary GRUU to assigned for the UE"/>

     </contact>

</registration>
<registration aor=”AssociatedTelUri (NOTE 1)” id=”a101” state=”terminated”>

    <contact id=”981” state=”terminated” event=”deactivated”>
callid="Call-Id of most recent REGISTER" 

cseq="CSeq value of most recent REGISTER">
    <uri>same value as in Contact header of REGISTER request</uri>

<unknown-param name="+sip.instance"> "Instance ID of the UE;" </unknown-param>

<gr:pub-gruu uri="public GRUU associated to this aor"/>

<gr:temp-gruu uri="temporary GRUU associated to this aor" first-cseq="CSeq of the REGISTER request that caused the temporary GRUU to assigned for the UE"/>

     </contact>

</registration>
<registration aor=”PublicUserIdentity2 (NOTE 1)” id=”a102” state=”terminated”>
    <contact id=”982” state=”terminated” event=”deactivated”>
callid="Call-Id of most recent REGISTER" 

cseq="CSeq value of most recent REGISTER">
    <uri>same value as in Contact header of REGISTER request</uri>

<unknown-param name="+sip.instance"> "Instance ID of the UE;" </unknown-param>

<gr:pub-gruu uri="public GRUU associated to this aor"/>

<gr:temp-gruu uri="temporary GRUU associated to this aor" first-cseq="CSeq of the REGISTER request that caused the temporary GRUU to assigned for the UE"/>

     </contact>

</registration>
<registration aor=”PublicUserIdentity3 (NOTE 1)” id=”a103” state=”terminated”>
    <contact id=”983” state=”terminated” event=”deactivated”>
callid="Call-Id of most recent REGISTER" 

cseq="CSeq value of most recent REGISTER">
    <uri>same value as in Contact header of REGISTER request</uri>

<unknown-param name="+sip.instance"> "Instance ID of the UE;" </unknown-param>

<gr:pub-gruu uri="public GRUU associated to this aor"/>

<gr:temp-gruu uri="temporary GRUU associated to this aor" first-cseq="CSeq of the REGISTER request that caused the temporary GRUU to assigned for the UE"/>

     </contact>

</registration></reginfo>
	
	


Table 6.4.3.3-11: 200 OK for other requests than REGISTER or SUBSCRIBE (step 14, Table 6.4.3.2-1)
	Derivation path: TS 34.229-1 [2], Table in subclause A.3.1, Conditions A5, A11, A22

	Header/param
	Cond
	Value/remark
	Rel
	Reference


