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	Reason for change:
	1. In EN-DC situation, according to TS 38.331, the integrity protection and ciphering algorithms can only be changed with reconfiguration with sync:
The integrity protection and ciphering algorithms can only be changed with reconfiguration with sync. The AS keys (KgNB, KRRCint, KRRCenc, KUPint and KUPenc) change upon reconfiguration with sync (if masterKeyUpdate is included), and upon connection re-establishment and connection resume.

For the SecurityAlgorithmConfig field, as specified in TS 38.331, the algorithms configured for all bearers using master key shall be the same:
integrityProtAlgorithm

Indicates the integrity protection algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nia0-nia3 are identical to the E-UTRA algorithms eia0-3. The algorithms configured for all bearers using master key shall be the same and the algorithms configured for all bearers using secondary key, if any, shall be the same. If UE is connected to E-UTRA/EPC, this field indicates the integrity protection algorithm to be used for SRBs configured with NR PDCP, as specified in TS 33.501 [11].
In summary, when testing the integrity algorithm AES for NR in EN-DC situation, since the integrityProtAlgorithm is set as nia2, which indicated eia2, but the activated integrity algorithm in LTE RRC SMC procedure is configured by PIXIT, which may lead to deviate from the requirements of the protocol. Thus it will be better to also change the integrity algorithm in LTE side to eia2 in this testcase.

2. The title should be “Integrity algorithm” instead of “encryption algorithm”.
3. The Integrity algorithm in pre-condition should be nia2 instead of eia2.

	
	

	Summary of change:
	1. Corrected the title.
2. Corrected Integrity algorithm eia2 described in pre-condition.
3. Added the description for the LTE Integrity algorithm in EN-DC condition.
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	Normal UE can not pass the test case.
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<Start of modified section>

7.1.3.2.2
Integrity protection / Correct functionality of integrity algorithm AES / SRB / DRB

7.1.3.2.2.1
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state and SRB is configured with NR-PDCP }

ensure that {

  when { Functionality of integrity algorithms with AES is taken into use on SRB }

    then { UE performs correct integrity protection function in NR-PDCP entity associated with SRB }

            }

(2)

with { UE in RRC_CONNECTED state and NOT EN-DC }

ensure that {

  when { Functionality of integrity algorithms with AES is taken into use on DRB }

    then { UE performs correct integrity protection function in PDCP entities associated with DRB }

            }

(3)

with { UE in RRC_CONNECTED state and SRB3 is configured }

ensure that {

  when { message on SRB 3 is received and fails the integrity protection check }

    then { UE transmits SCGFailureInformationNR message with failure type as srb3-IntegrityFailure }

            }

NOTE:
TP2 (integrity on DRB) is not applicable to EN-DC as per TS 38.331 [12] clause 6.3.2, the IE PDCP-Config.drb.integrityProtection is 'Cond ConnectedTo5GC'.

7.1.3.2.2.2
Conformance requirements

Same conformance requirements as in clause 7.1.3.2.1.2

7.1.3.2.2.3
Test description

7.1.3.2.2.3.1
Pre-test conditions

Same Pre-test conditions as in clause 7.1.3.2.1.3.1 except that integrity protection algorithm ‘nia2 (AES)’ and ‘eia2 (AES)’ is configured.

7.1.3.2.2.3.2
Test procedure sequence

Same test procedure sequence as in clause 7.1.3.2.1.3.2.

7.1.3.2.2.3.3
Specific message contents

Same specific message contents as in clause 7.1.3.2.1.3.3 except for integrity protection algorithm ‘nia2 (AES)’ and ‘eia2 (AES)’.

<End of modified section>
