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<START OF CHANGES>

5.5.3.9
MCData Data Payload

Table 5.5.3.9-1: MCData Data Payload from the UE
	Derivation Path: TS 24.282 [87] clause 15.1.4

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Data payload message identity
	"01000011"
	Data payload
	TS 24.282 [87] clause 15.2.2
	

	Number of payloads
	"1"
	1 payload
	TS 24.282 [87] clause 15.2.12
	

	Security parameters and Payload
	As described in Table 5.5.3.10-1
	MCData Protected Payload Message
	TS 33.180 [94]
	MCD_1to1

	Payload
	
	
	TS 24.282 [87] clause 15.2.13
	MCD_grp

	  Payload content type
	"00000001"
	TEXT
	
	

	  Payload data
	any allowed value
	The data payload.
Example: "abcdEFGH"
	
	


	Condition
	Explanation 

	MCD_1to1
	A one-to-one MCData call

	MCD_grp
	A goup MCData call

	For further conditions see table 5.5.1-1


Table 5.5.3.9-2: MCData Data Payload from the SS
	Derivation Path: TS 24.282 [87] clause 15.1.4

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Data payload message identity
	"01000011"
	Data payload
	TS 24.282 [87] clause 15.2.2
	

	Number of payloads
	"1"
	1 payload
	TS 24.282 [87] clause 15.2.12
	

	Security parameters and Payload
	As described in Table 5.5.3.10.3-2
	MCData Protected Payload Message
	TS 33.180 [94]
	MCD_1to1

	Payload
	
	
	TS 24.282 [87] clause 15.2.13
	MCD_grp

	  Payload content type
	"00000001"
	TEXT
	
	

	  Payload data
	"Test"
	The data payload
	
	


	Condition
	Explanation 

	MCD_1to1
	A one-to-one MCData call

	MCD_grp
	A goup MCData call

	For further conditions see table 5.5.1-1


5.5.3.10
MCData Protected Payload Message

Table 5.5.3.10-1: MCData Protected Payload Message

	Derivation Path: TS 33.180 [94] clause 8.5.4

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Message Type
	"01000011"
	Message type – Data Payload
	
	

	Date and Time
	The current date and time
	Date and Time of creation of protected payload message
	
	

	Payload ID
	“1”
	The identifier for the payload.
	
	

	Payload sequence number
	“1”
	The sequence number of the protected payload.
	
	

	Algorithm
	“DP_AES_128_GCM”
	Protection of payloads shall support the following algorithms (cipher suites): DP_AES_128_GCM and DP_AES_256_GCM
	
	

	IV
	“11011100 10111001 00001000 01010001 01010000 10110011 11001111 00100001 11100010 11110111 11011111 01011011 01010100 00101100 00100101 10100010”
	Initialisation vector (or nonce) for message.

Length depends on the algorithm and key used.

128 bits or 256 bits depending on the algorithm.
	
	

	DPPK-ID
	PCK-ID
	Key identifier

128 bits or 256 bits depending on the algorithm

For one-to-one communications, DPPK-ID shall be the PCK-ID. For group communications, the DPPK ID shall be the GMK-ID
	
	

	Payload
	
	Protected Payload (Ciphertext)
	
	

	  Payload content type
	“00000001”
	TEXT
	
	

	  Payload contents
	any allowed value
	Example: "abcdEFGH"
	
	


Table 5.5.3.10-2: MCData Protected Payload Message from the SS
	Derivation Path: TS 33.180 [94] clause 8.5.4

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Message Type
	"01000011"
	Message type – Data Payload
	
	

	Date and Time
	The current date and time
	Date and Time of creation of protected payload message
	
	

	Payload ID
	“1”
	The identifier for the payload.
	
	

	Payload sequence number
	“1”
	The sequence number of the protected payload.
	
	

	Algorithm
	“DP_AES_128_GCM”
	Protection of payloads shall support the following algorithms (cipher suites): DP_AES_128_GCM and DP_AES_256_GCM
	
	

	IV
	“11011100 10111001 00001000 01010001 01010000 10110011 11001111 00100001 11100010 11110111 11011111 01011011 01010100 00101100 00100101 10100010”
	Initialisation vector (or nonce) for message.

Length depends on the algorithm and key used.

128 bits or 256 bits depending on the algorithm.
	
	

	DPPK-ID
	PCK-ID
	Key identifier

128 bits or 256 bits depending on the algorithm

For one-to-one communications, DPPK-ID shall be the PCK-ID. For group communications, the DPPK ID shall be the GMK-ID
	
	

	Payload
	
	Protected Payload (Ciphertext)
	
	

	  Payload content type
	“00000001”
	TEXT
	
	

	  Payload contents
	“abcdEFGH”
	
	
	


<END OF CHANGES>
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