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*** 1st Change ***
8.1.4
Method of test
Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS services.
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. SS is listening to SIP default port 5060 for both UDP and TCP protocols. SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17].

Test procedure

1-11)
Execute the generic test procedure in Annex C.2 up to the last step.
NOTE:
This test case shall be run twice in order to test that the UE correctly supports both HMAC-MD5-96 and HMAC-SHA-1-96 algorithms. For each test round the name of the corresponding algorithm shall be configured into px_IMS_IpSecAlgorithm PIXIT.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1-11
	
	 Steps defined in C.2
	 IMS Registration


Specific Message Contents

REGISTER (Steps 4 and 6)

Use the messages as described in C.2 with the additional condition A34.
*** Next Change ***

8.2.4
Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS services, but has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedure in Annex C.2 up to step 3.

SS is configured with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) configured on the UICC card equipped into the UE. SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17].
Test procedure

1-8C) The same procedure as in Annex C.2 is used with the exception that the SS sets the expiration time to 120 seconds in Step 4.

9)
Before half of the time has expired from the initial registration SS receives re-register message request with the From, To, Via, Contact, Authorization, Expires, Security-Client, Security-verify, Supported, and P-Access-Network-Info header fields.

10)
SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-Associated-URI header value, the new expiration time (1200 seconds) of the registration for this public user identity.

11)
SS waits for the REGISTER request and verifies it is received at least 600 seconds before the expected expiration time.

12)
SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-Associated-URI header value, the new expiration time (1800 seconds) of the registration for this public user identity.

13)
SS waits for the REGISTER request and verifies it is received at least 600 seconds before the expected expiration time.

14)
SS responds to the REGISTER request with valid 200 OK response. SS shall populate the headers of the 200 OK response according to the 200 response for REGISTER common message definition.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1-8C
	
	Messages 1-11 of Annex C.2
	The same messages as in Annex C.2 are used with the exception that in Step 7 of C.2, the SS responds with 200 OK indicating 120 seconds expiration time.

	9
	(
	REGISTER
	The SS receives REGISTER from the UE 60 seconds before the expiration time set in the initial registration request.

	10
	(
	200 OK
	The SS responds with 200 OK indicating 1200 seconds expiration time.

	11
	(
	REGISTER
	The SS receives REGISTER from the UE 600 seconds before the expiration time set in step 10.

	12
	(
	200 OK
	The SS responds with 200 OK indicating 1800 seconds expiration time.

	13
	(
	REGISTER
	The SS receives REGISTER from the UE 600 seconds before the expiration time set in step 12

	14
	(
	200 OK
	The SS responds with 200 OK indicating the default expiration time.


Specific Message Contents

Messages in Step 1-8C

Messages in Step 1-8C are the same as those specified in Annex C.2 with the following exceptions for the 200 OK for REGISTER in Step 7 of C.2:
REGISTER (Steps 4 and 6)

Use the messages as described in C.2 with the additional condition A34.
200 OK for REGISTER (Steps 4 and 6)

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires
	120


REGISTER (Step 9)

Use the default message “REGISTER” in annex A.1.1 with conditions A2, A17, and A34 and with the following exceptions:

	Header/param
	Value/remark

	Security-Client
	

	
spi-c
	new SPI number of the inbound SA at the protected client port, shall be different than in step 3

	
spi-s
	new SPI number of the inbound SA at the protected server port, shall be different than in step 3

	
port-c
	new protected client port, shall be different than in step 3

	
port-s
	Same value as in the previous REGISTER


200 OK for REGISTER (Step 10)

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires
	1200


REGISTER (Step 11)

Use the default message “REGISTER” in annex A.1.1 with conditions A2, A17, and A34 and with the following exceptions:

	Header/param
	Value/remark

	Security-Client
	

	
spi-c
	new SPI number of the inbound SA at the protected client port, shall be different than in step 3 but may or may not be the same as in step 9

	
spi-s
	new SPI number of the inbound SA at the protected server port, shall be different than in step 3 but may or may not be the same as in step 9

	
port-c
	new protected client port, shall be different than in step 3 but may or may not be the same as in step 9

	
port-s
	Same value as in the previous REGISTER


200 OK for REGISTER (Step 12)

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires
	1800


REGISTER (Step 13)

Use the default message “REGISTER” in annex A.1.1 with conditions A2, A17, and A34 and with the following exceptions:

	Header/param
	Value/remark

	Security-Client
	

	
spi-c
	new SPI number of the inbound SA at the protected client port, shall be different than in step 3 but may or may not be the same as in step 9 or step 11

	
spi-s
	new SPI number of the inbound SA at the protected server port, shall be different than in step 3 but may or may not be the same as in step 9 or step 11

	
port-c
	new protected client, shall be different than in step 3 but may or may not be the same as in step 9 or step 11

	
port-s
	Same value as in the previous REGISTER


200 OK for REGISTER (Step 14)

Use the default message “200 OK for REGISTER” in annex A.1.3.

*** Next Change ***

8.3.4
Method of test
Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is registered to IMS services by performing the generic registration test procedure in Annex C.2 up to the last step.
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. SS is listening to SIP default port 5060 for both UDP and TCP protocols. SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17].

Test procedure

0)
The UE is triggered by MMI to initiate a deregistration procedure.

0A-0D)
UE optionally unsubscribes from event packages it had subscribed to.
1)
IMS deregistration is initiated on the UE. SS waits for the UE to send a REGISTER request, in accordance to 3GPP TS 24.229 [10], clause 5.1.1.6.

2) SS responds to REGISTER with a correctly composed 200 OK message.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	0
	
	Make the UE deregister from IMS
	

	0A-2
	
	Steps 0A-2 defined in Annex C.30
	


Specific Message Contents

REGISTER (Step 1)

Use the message “REGISTER” as specified annex C.30 with the additional condition A34.
*** Next Change ***

8.4.4
Method of test
Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS services, but has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedure in Annex C.2 up to step 3.
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. SS is listening to SIP default port 5060 for both UDP and TCP protocols. 

Test procedure

1
IMS registration is initiated on the UE. SS waits for the UE to send an initial REGISTER request. 

2
SS responds to the initial REGISTER request with a 423 (Interval Too Brief) response.
3
SS waits for the UE to send another REGISTER request populating the Expires header or the expires parameter in the Contact header with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

4
Continue test execution with the Generic test procedure in Annex C.2, step 5, with the modifications listed below.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	REGISTER
	UE sends initial registration for IMS services.

	2
	(
	423 Interval Too Brief
	The SS responds with a 423 (Interval Too Brief) too brief response to the REGISTER request with T value in Min-Expires header.

	3
	(
	REGISTER
	UE sends a new REGISTER request with expires parameter value set to Tmod (equal or greater to T value in Min-Expires header of 423 (Interval Too Brief)).

	4
	((
	Continue with Annex C.2 step 5
	Execute the Generic test procedure Annex C.2 steps 5-11 in order to get the UE in a stable registered state.


Specific Message Contents

REGISTER (Step 1)

Use the default message “REGISTER” in annex A.1.1 with condition A1 “Initial unprotected REGISTER”. 
423 Interval Too Brief for REGISTER (Step 2)

Use the default message “423 Interval Too Brief for REGISTER” in annex A.1.7 with the following exception:

	Header/param
	Value/remark

	Min-Expires
	

	
delta-seconds
	800000 (referred to as T in the test procedure and test requirement)


REGISTER (Step 3)

Use the default message “REGISTER” in annex A.1.1 with condition A1 “Initial unprotected REGISTER” with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires
	800000 (referred to as Tmod in the expected sequence) (if present, see Rule 1)

	Expires
	(if present, see Rule 1)

	    delta-seconds
	800000 (referred to as Tmod in the expected sequence)

	CSeq
	

	    value
	must be incremented from the previous REGISTER


Rule 1:
The REGISTER request must contain either an Expires header or an expires parameter in the Contact header. If both are present the value of Expires header is not important.

Modifications to steps detailed in Appendix C.2:

REGISTER (Step 6)

	Header/param
	Value/remark

	Contact
	

	
expires
	800000 (if present)

	Expires
	(if present)

	
delta-seconds
	800000 


200 OK (Step 7)

	Header/param
	Value/remark

	Contact
	

	
expires
	800000


*** Next Change ***

A.1.1
REGISTER

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	
	
	
	
	

	Request-Line
	
	
	
	RFC 3261 [15]

	
Method
	
	REGISTER
	
	

	
Request-URI
	
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or

SIP URI formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
	A14,A15
	SIP URI formed from home domain name as preconfigured in the UE
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Route
	
	not present
	
	RFC 3261 [15]

	Via
	
	
	
	RFC 3261 [15]

	
sent-protocol
	
	SIP/2.0/UDP (when using UDP) or 
SIP/2.0/TCP (when using TCP)
	
	

	
sent-by
	A1,A3,
A14,A15
	IP address or FQDN, port (optional) and not checked
	
	

	
	A2
	IP address or FQDN and, when using UDP, protected server port of the UE
	
	

	
response-port
	A1,A3
	rport (when using UDP)
	
	RFC 3581 [96]

	
via-branch
	
	value starting with ‘z9hG4bK’
	
	

	From
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	any IMPU within the set of IMPUs on ISIM (when using ISIM; NOTE 3) or
public user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
	A2,A15
	same public user identity as in initial REGISTER
	
	

	
	A3 AND NOT A7
	public user identity derived from IMSI
	
	

	
	A7
	emergency public user identity (NOTE 4)
	
	

	
	A14
	IMPU preconfigured in the UE
	
	

	
	A17
	same public user identity as in initial REGISTER
	
	

	
tag
	
	must be present, value not checked
	
	

	To
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	any IMPU within the set of IMPUs on ISIM (when using ISIM; NOTE 3) or
public user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
	A2,A15
	same public user identity as in initial REGISTER
	
	

	
	A3 AND NOT A7
	public user identity derived from IMSI
	
	

	
	A7
	emergency public user identity (NOTE 4)
	
	

	
	A14
	IMPU preconfigured in the UE
	
	

	
	A17
	same public user identity as in initial REGISTER
	
	

	
tag
	
	not present
	
	

	Contact
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1,A3,
A14,A15
	SIP URI with IP address or FQDN and indicating either an unprotected port selected by the UE or no port at all
	
	

	
	A2
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
	A7
	The SIP URI shall contain the sos URI parameter
	
	

	
feature-param
	A4
	+g.3gpp.icsi-ref="(comma-separated list of tag-values)” with comma-separated list of tag-values containing at least tag-value urn%3Aurn-7%3A3gpp-service.ims.icsi.mmtel" (see NOTE 2,5)
	
	

	
	A6 AND NOT A7
	+g.3gpp.smsip
	
	

	
	A10 AND A34
	video
	
	

	
	A28 AND (A29 OR A30) AND A34
	audio
	
	

	
	A11 AND NOT A7
	+g.3gpp.cs2ps-srvcc
	Rel-11
	

	
	A12 AND NOT A7
	+g.3gpp.cs2ps-srvcc-alerting
	Rel-11
	

	
	A13 AND NOT A16
	+g.3gpp.accesstype=”cellular2”
	Rel-11
	RFC 3840 [63]

	
	A13 AND A16
	+g.3gpp.accesstype=”wlan1”
	Rel-11
	RFC 3840 [63]

	
c-p-instance
	A5
	+sip.instance="<urn:gsma:imei: (gsma-specifier-defined-substring)>”
where gsma-specifier-defined-substring shall be the IMEI code of the UE, coded as specified in RFC 7254 [122], without optional parameters
	Rel-10
	RFC 5627 [61]
RFC 7254 [122]

	
expires
	
	600000 (if present)
	
	

	Expires
	
	present if no expires parameter in Contact header
	
	RFC 3261 [15]

	
delta-seconds
	
	600000
	
	

	Require
	A1,A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Proxy-Require
	A1,A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Supported
	
	
	
	RFC 3261 [15]
TS 24.229 [10]

	
option-tag
	A5
	gruu
	
	

	
	
	path
	
	

	CSeq
	
	
	
	RFC 3261 [15]

	
value
	A1,A3
A14
	must be present, value not checked
	
	

	
	A2,A15
	must be incremented from the previous REGISTER
	
	

	
method
	
	REGISTER
	
	

	Call-ID
	
	
	
	RFC 3261 [15]

	
callid
	
	value not checked
	
	

	Security-Client
	A1,A2
	
	
	RFC 3329 [21]
RFC 4835 [124]

	
mechanism-name
	
	ipsec-3gpp
	
	

	
algorithm
	
	hmac-sha-1-96
	
	

	
protocol
	
	esp (if present)
	
	

	
mode
	
	trans (if present)
	
	

	
encrypt-algorithm
	
	des-ede3-cbc or aes-cbc or null
	
	

	
spi-c
	
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	
	protected client port
	
	

	
port-s
	
	protected server port
	
	

	Security-Client
	A14,A15
	not present
	
	

	Security-Verify
	A2
	
	
	RFC 3329 [21]

	
sec-mechanism
	A2
	same value as Security-Server header sent by SS
	
	

	Security-Verify
	A1,A3
A14,A15
	not present
	
	

	Authorization
	A1
	Digest
	
	RFC 2617 [16]
RFC 3310 [17]

	
username
	A1
	private user identity as stored in EFIMPI (when using ISIM) or
private user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
realm
	A1
	home domain name as stored in EFDOMAIN (when using ISIM) or
home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
nonce
	A1
	set to an empty value
	
	

	
digest-uri
	A1
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
response
	A1
	set to an empty value
	
	

	Authorization
	A14(o)
	Header optional
	
	

	
username
	A14
	user identity as preconfigured in the UE
	
	

	
realm
	A14
	home domain name as preconfigured in the UE
	
	

	
nonce
	A14
	set to an empty value
	
	

	
digest-uri
	A14
	preconfigured in the UE
	
	

	
response
	A14
	set to an empty value
	
	

	Authorization
	A2,A15
	Digest
	
	RFC 2617 [16]
RFC 3310 [17]

	
username
	A2
	private user identity as stored in EFIMPI (when using ISIM) or
private user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
	A15
	user identity as preconfigured in the UE
	
	

	
realm
	A2,A15
	same value as received in the realm directive in the WWW Authenticate header sent by SS
	
	

	
nonce
	A2,A15
	same value as in WWW-Authenticate header sent by SS
	
	

	
opaque
	A2,A15
	same value as sent by the server in “401 Unauthorized for REGISTER”
	
	

	
digest-uri
	A2
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
	A15
	SIP URI formed from home domain name as preconfigured in the UE
	
	

	
qop-value
	A2,A15
	auth
	
	

	
cnonce-value
	A2,A15
	value assigned by UE affecting the response calculation
	
	

	
nonce-count
	A2,A15
	counter to indicate how many times UE has sent the same value of nonce within successive REGISTER requests, initial value shall be 1
	
	

	
response
	A2
	response calculated by UE
	
	

	
	A15
	response calculated by UE using password px_DigestPasswordForSIP
	
	

	
algorithm
	A2
	AKAv1-MD5
	
	

	
	A15
	MD5
	
	

	Max-Forwards
	
	
	
	RFC 3261 [15]

	
value
	
	non-zero value
	
	

	P-Access-Network-Info
	A2,A15,
A14(o),
A16(o)
	
	
	RFC 7315 [132]

RFC 7913 [154]

	
access-net-spec
	A2 AND A31
	access network information for E-UTRAN and, if applicable, the cell ID
	
	

	
	A14,A15
	access network information for Fixed Broadband with access-type field matching “*DLS*” and a "dsl-location" parameter (value not checked)
	
	

	
	A16
	access network information, containing any of “IEEE-802.11”, “IEEE-802.11a”, “IEEE-802.11b”, “IEEE-802.11g” or “IEEE-802-11n”, and i-wlan-node-id parameter containing a MAC address according to TS 24.229 [10], 7.2A.4.2. Value of MAC address not to be checked
	
	

	
	A2 AND A32
	access network information for NR, containing access-class parameter with value "3GPP-NR" or access-type parameter with value "3GPP-NR-FDD" or "3GPP-NR-TDD", and also containing the cell ID
	Rel-15
	

	
	A2 AND A33
	access network information for UTRAN and, if applicable, the cell ID
	
	

	Content-Length
	
	header shall be present if UE uses TCP to send this message and if there is a message-body
	
	RFC 3261 [15]

	
value
	
	length of request body, if such is present
	
	


	Condition
	Explanation

	A1
	Initial unprotected REGISTER (IMS security, A.6a/2 3GPP TS 34.229-2 [5])

	A2
	Subsequent REGISTER sent over security associations (IMS security, A.6a/2 3GPP TS 34.229-2 [5]) 

	A3
	REGISTER for the case UE supports GIBA (A.6a/1 3GPP TS 34.229-2 [5])

	A4
	UE supports IMS Multimedia Telephony (MTSI) (A.3A/50 3GPP TS 34.229-2 [5])

	A5
	obtaining and using GRUUs in the Session Initiation Protocol (SIP) (A.4/53 3GPP TS 34.229-2 [5]). Mandatory from Rel-10 onwards.

	A6
	UE supports SM-over-IP receiver (A.3A/62 3GPP TS 34.229-2 [5])

	A7
	Initial unprotected or subsequent REGISTER for emergency registration

	A8
	Void

	A10
	UE supports video feature tag (A.12/32 3GPP TS 34.229-2 [5])

	A11
	UE supports CS to PS SRVCC (A.12/40 3GPP TS 34.229-2 [5])

	A12
	UE supports CS to PS SRVCC in alerting state (A.12/41 3GPP TS 34.229-2 [5])

	A13
	UE indicates g.3gpp.accesstype media feature tag in REGISTER (A.12/46 3GPP TS 34.229-2 [5])

	A14
	Initial REGISTER SIP Digest without TLS for Fixed Broadband Access (SIP Digest without TLS, A.6a/5 3GPP TS 34.229-2 [5])

	A15
	Subsequent REGISTER SIP Digest without TLS for Fixed Broadband Access (SIP Digest without TLS, A.6a/5 3GPP TS 34.229-2 [5])

	A16
	IMS registration over WLAN

	A17
	UE initiated IMS re-registration or de-registration (A.12/51 3GPP TS 34.229-2 [5])

	A18-A27
	Void

	A28
	UE supports audio media feature tag (A.12/56 3GPP TS 34.229-2 [5])

	A29
	UE uses E-UTRAN access and has received IMS voice over PS Session Supported Indication in the NAS ATTACH ACCEPT message as described in TS 24.301 [150], clauses 8.2.1 and 9.9.3.12A

	A30
	UE uses UTRAN/GERAN access and has received IMS voice over PS Session Supported Indication in the NAS ATTACH ACCEPT message as described in TS 24.008 [12], clauses 9.4.2 and 10.5.5.23

	A31
	UE uses E-UTRAN access (A.18/1 3GPP TS 34.229-2 [5])

	A32
	UE uses NR access (A.18/5 3GPP TS 34.229-2 [5])

	A33
	UE uses UTRAN access (A.18/2 3GPP TS 34.229-2 [5])

	A34
	UE does not intend to use audio and video feature tags audio and video feature tags to be checked. Note: if condition is not listed in specific message contents, audio and video feature tags are not checked.


NOTE 1:
All choices for applicable conditions are described for each header.

NOTE 2:
The “=” may include optional linear white spaces according to the EQUAL definition in chapter 25.1, RFC 3261 [15].

NOTE 3:
Public user identity shall be the same for ‘From’ and ‘To’.

NOTE 4:
According to TS 24.229 clause 5.1.1.1A and 5.1.6.2 [10] when the UE is using ISIM the emergency public user identity is the first public user identity in the list stored in the ISIM; when there is no ISIM it is the default public user id if the UE successfully performed IMS registration with the IM CN subsystem before, and the temporary user id (derived from IMSI) in all other cases.

NOTE 5:
URN is the outcome of the  URL encoding (“Percent-Encoding” according to RFC 3986 [129]) of urn:urn-7:3gpp-service.ims.icsi.mmtel.
*** Next Change ***

C.46
Generic test procedure for IMS Re-Registration
The generic test procedure for IMS re-registration.




Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	REGISTER
	The SS receives REGISTER from the UE 

	2
	(
	200 OK
	The SS responds with 200 OK.


REGISTER (Step 1)

Use the default message “REGISTER” in annex A.1.1 with condition A2 "Subsequent REGISTER sent over security associations".
	
	

	
	

	
	


