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4.7.1
Contents of 5GMM messages

–
Authentication response
Table 4.7.1-2: AUTHENTICATION RESPONSE

	Derivation Path: 24.501 clause 8.2.2

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication response message identity
	‘0101  0111’B
	
	

	Authentication response parameter
	16 octets RES* value calculated according to TS 24.501 [28] subclause 9.11.3.17
	
	5G-AKA

	
	Not Present
	
	EAP-AKA

	EAP message
	EAP-response/AKA'-challenge
	See Table 4.7.3.2-02
	EAP-AKA


	Condition
	Explanation

	EAP-AKA
	EAP based primary authentication and key agreement procedure

	5G-AKA
	5G AKA based primary authentication and key agreement procedure


NOTE:
When sent in response to an AUTHENTICATION REQUEST message which is not integrity protected and not ciphered, the AUTHENTICATION RESPONSE message is sent integrity protected when a valid security context exists and without integrity protection and ciphering otherwise.
–
Registration request
Table 4.7.1-6: REGISTRATION REQUEST

	Derivation Path: 24.501 clause 8.2.6

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Registration request message identity
	‘0100 0001’B
	
	

	5GS registration type
	
	
	

	  5GS registration type value
	‘001’B
	Initial registration
	

	
	‘010’B
	
	MOBILITY

	
	‘011’B
	
	PERIODIC

	
	‘100’B
	
	EMERGENCY

	  FOR
	Present but contents not checked
	
	

	  FOR
	'1'B
	Follow-on request pending
	EMERGENCY

	ngKSI
	Present but contents not checked
	
	

	5GS mobile identity
	Present but contents not checked
	
	

	Non-current native NAS key set identifier
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	5GMM capability
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	UE security capability
	If present: contents not checked
	
	

	Requested NSSAI
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	Last visited registered TAI
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	S1 UE network capability
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	Uplink data status
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	PDU session status
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	MICO indication
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	UE status
	If present: contents not checked
	
	

	Additional GUTI
	If present: contents not checked
	
	

	Allowed PDU session status
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	UE's usage setting
	If present: contents not checked
	
	NOT pc_IMS AND NON_CLEARTEXT_IE

	UE's usage setting
	Present but contents not checked
	
	NON_CLEARTEXT_IE

	Requested DRX parameters
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	EPS NAS message container
	If present: contents not checked
	
	

	LADN indication
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	Payload container type
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	Payload container
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	Network slicing indication
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	5GS update type
	If present: contents not checked
	
	NON_CLEARTEXT_IE

	NAS message container
	The complete, ciphered, REGISTRATION REQUEST message including all IEs.
	
	CIPHERED_MESSAGE


	Condition
	Explanation 

	INITIAL
	Initial registration

	MOBILITY
	Mobility registration updating

	PERIODIC
	Periodic registration updating

	EMERGENCY
	Emergency registration

	NON_CLEARTEXT_IE
	An information element that is not allowed to be sent in cleartext and shall only be included in the complete REGISTRATION REQUEST message in the NAS message container IE.

	CIPHERED_MESSAGE
	If any of the IEs marked with the condition NON_CLEARTEXT_IE is present, and the UE has a valid 5G NAS security context, this condition applies.


NOTE:
This message is sent interity protected when a valid security context exists otherwise sent without integrity protection, including only cleartext IEs. 

