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<<< START OF CHANGES >>>
9.1.1
Primary authentication and key agreement
9.1.1.1
EAP based primary authentication and key agreement / EAP-AKA' related procedures
9.1.1.1.1
Test Purpose (TP)

(1)

with { the UE in 5GMM-REGISTERED-INITIATED state }
ensure that {

  when { the SS sends the EAP-request/AKA'-challenge message within AUTHENTICATION REQUEST with the SNN check fails }
   then { the UE sends an EAP-response/AKA'-authentication-reject message within AUTHENTICATION RESPONSE }

         }
(2)
with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS sends the EAP-request/AKA'-challenge message within AUTHENTICATION REQUEST with the sequence number in AUTN is not correct }

   then { the UE sends an EAP-response/AKA'-synchronization-failure message within AUTHENTICATION RESPONSE }

         }
(3)

with { the UE in 5GMM-REGISTERED-INITIATED state }
ensure that {

  when { the SS sends the EAP-request/AKA'-challenge message within AUTHENTICATION REQUEST with ngKSI is already in use }
   then { the UE sends an AUTHENTICATION FAILURE message with 5GMM cause #71 "ngKSI already in use" }
         }
(4)
with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS sends an EAP-request/AKA'-challenge message within AUTHENTICATION REQUEST }

   then { the UE sends an EAP-response/AKA'-challenge message within AUTHENTICATION RESPONSE }

         }
(5)
with { the UE in 5GMM-REGISTERED-INITIATED state with valid 5G-GUTI and SS initiates an EAP based primary authentication and key agreement procedure }

ensure that {

  when { the SS sends an EAP-failure message within AUTHENTICATION RESULT }

   then { the UE considers the procedure complete and authenctication procedure failed }

         }
(6)
with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS sends an EAP-Request/Identity message for SUCI in the AUTHENTICATION REQUEST message }

   then { the UE sends an EAP-Response/AKA'-Identity for SUCI within AUTHENTICATION RESPONSE message }

         }
(7)
with { the UE in 5GMM-REGISTERED-INITIATED state and SS initiates an EAP based primary authentication and key agreement procedure }

ensure that {

  when { the SS sends an EAP-success message within AUTHENTICATION RESULT }

   then { the UE considers the procedure complete and authenctication procedure succeed }

         }
9.1.1.1.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.501 clauses 5.4.1.2.2.3, 5.4.1.2.2.4, 5.4.1.2.2.6, 5.4.1.2.2.8, 5.4.1.2.2.10, 5.4.1.2.4.5.

[TS 24.501, clause 5.4.1.2.2.4 (TP1, TP2)]
If a USIM is present, the SNN check fails or the UE does not accept AUTN during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40], the UE shall send an EAP-response/AKA'-authentication-reject message as specified in IETF RFC 5448 [40].

If a USIM is present, the SNN check is successful but the UE detects that the sequence number in AUTN is not correct during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40], the UE shall send an EAP-response/AKA'-synchronization-failure message as specified in IETF RFC 5448 [40].

If a USIM is present, the SNN check is successful, the sequence number in AUTN is correct and the UE detects another error during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40], the UE shall send an EAP-response/AKA'-client-error message as specified in IETF RFC 5448 [40].

If a USIM is not present, the UE shall send an EAP-response/AKA'-client-error message as specified in IETF RFC 5448 [40].

For any of the above, the UE shall start timer T3520 when the AUTHENTICATION RESPONSE message containing the EAP-response message is sent. Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon receiving an AUTHENTICATION REQUEST message with the EAP message IE containing an EAP-request/AKA'-challenge from the network, the UE shall stop timer T3520, if running, and then process the EAP-request/AKA'-challenge information as normal.
[TS 24.501, clause 5.4.1.2.4.5 (TP3)]
The following abnormal cases can be identified:

a)
Authentication failure (5GMM cause #71 "ngKSI already in use").


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #71 "ngKSI already in use", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngKSI already in use", the network performs necessary actions to select a new ngKSI and send the same EAP-request/AKA'-challenge to the UE. 

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngKSI already in use", the network may also re-initiate the EAP based primary authentication and key agreement procedure (see subclause 5.4.1.2.2.2).

…

[TS 24.501, clause 5.4.1.2.2.3 (TP4)]

If a USIM is present and the SNN check is successful, the UE shall handle the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40]. The USIM shall derive CK and IK and compute the authentication response (RES) using the 5G authentication challenge data received from the ME, and pass RES to the ME. The ME shall derive CK' and IK' from CK and IK, and EMSK from CK' and IK'. Furthermore, the ME may generate KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA received together with the EAP-request/AKA'-challenge message, and the KSEAF as described in 3GPP TS 33.501 [24], and create a partial native 5G NAS security context identified by the ngKSI value received together with the EAP-request/AKA'-challenge message in subclause 5.4.1.2.4.2 in the volatile memory of the ME. If the KAMF and the partial native 5G NAS security context are created, the ME shall store the KAMF in the created partial native 5G NAS security context, and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].

If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].

[TS 24.501, clause 5.4.1.2.2.10 (TP5)]
Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40] were not successful, the AUSF shall send an EAP-failure message as specified in IETF RFC 5448 [40] and shall consider the procedure complete.

If the authentication response (RES) returned by the UE in the AT_RES attribute of the EAP-response/AKA'-challenge message is not valid, the network handling depends upon the type of identity used by the UE in the initial NAS message, that is:

-
if the 5G-GUTI was used; or

-
if the SUCI was used.

If the 5G-GUTI was used, the network should transport the EAP-failure message in the AUTHENTICATION RESULT message of the EAP result message transport procedure, initiate an identification procedure to retrieve SUCI from the UE and restart the EAP based primary authentication and key agreement procedure with the received SUCI.

If the SUCI was used for identification in the initial NAS message or in a restarted EAP based primary authentication and key agreement procedure, or the network decides not to initiate the identification procedure to retrieve SUCI from the UE after an unsuccessful EAP based primary authentication and key agreement procedure, the network should transport the EAP-failure message in an AUTHENTICATION REJECT message of the EAP result message transport procedure.

Depending on local requirements or operator preference for emergency services, if the UE initiates a registration procedure with 5GS registration type IE set to "emergency registration" and the AMF is configured to allow emergency registration without user identity, the AMF needs not follow the procedures specified for transporting the EAP-failure message in the AUTHENTICATION REJECT message of the EAP result message transport procedure in the present subclause. The AMF may include the EAP-failure message in a response of the current 5GMM specific procedure or in the AUTHENTICATION RESULT of the EAP result message transport procedure.

 [TS 24.501, clause 5.4.1.2.2.6 (TP6)]
Upon receiving an EAP-request/AKA'-notification message, the UE shall send an EAP-response/AKA'-notification message as specified in IETF RFC 5448 [40].

5.4.1.2.2.6A
EAP based Identification initiation by the network

If AUSF decides to initiate the EAP based identification procedure, the AUSF shall send an EAP-Request/Identity or EAP-Request/AKA'-Identity message as specified in IETF RFC 5448 [40].

The AMF shall encapsulate the EAP-Request/Identity or EAP-Request/AKA'-Identity message in the AUTHENTICATION REQUEST message and send it to the UE.

5.4.1.2.2.6B
EAP based Identification response by the UE

Upon receipt of the AUTHENTICATION REQUEST message with EAP-Request/Identity message the UE shall send an AUTHENTICATION RESPONSE message with EAP-Response/Identity to the network. In the EAP-Response/Identity message, the UE shall provide the requested identity according to 3GPP TS 33.501 [24] annex F.2, in the UE identity in the EAP-Response/Identity message as specified in IETF RFC 5448 [40].

Upon receipt of the AUTHENTICATION REQUEST message with EAP-Request/AKA'-Identity message the UE shall send an AUTHENTICATION RESPONSE message with EAP-Response/AKA'-Identity to the network. Based on the attribute received in the EAP-Request/AKA'-Identity, the UE shall provide the requested identity according to 3GPP TS 33.501 [24] annex F.2, in the EAP-Response/AKA'-Identity message, as specified in IETF RFC 5448 [40].

If the EAP-Request/AKA'-Identity carries the AT_PERMANENT_REQ, the UE shall respond with EAP-Response/AKA'-Client-Error with the error code "unable to process packet".

[TS 24.501, clause 5.4.1.2.2.8 (TP7)]
Upon receiving an EAP-success message, if the ME has not generated a partial native 5G NAS security context as described in subclause 5.4.1.2.2.3, the ME shall:

a)
generate the KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA that was received with the EAP-success message, and the KSEAF as described in 3GPP TS 33.501 [24]; 

b)
create a partial native 5G NAS security context identified by the ngKSI value in the volatile memory of the ME; and

c)
store the KAMF in the created partial native 5G NAS security context.

The UE shall consider the procedure complete.
9.1.1.1.3
Test description

9.1.1.1.3.1
Pre-test conditions

FFS 

9.1.1.1.3.2
Test procedure sequence
FFS

9.1.1.1.3.3
Specific message contents

FFS
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