Page 1



3GPP TSG-RAN5 Meeting #82
R5-191406
Athens, Greece, 25 Feb - 1 Mar 2019
	CR-Form-v11.4

	CHANGE REQUEST

	

	
	38.523-1
	CR
	0458
	rev
	-
	Current version:
	15.2.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	Addition of NR test case 9.1.1.6-Authentication abnormal

	
	

	Source to WG:
	Huawei, HiSilicon DOCPROPERTY  SourceIfWg  \* MERGEFORMAT 

	Source to TSG:
	R5 DOCPROPERTY  SourceIfTsg  \* MERGEFORMAT 

	
	

	Work item code:
	5GS_NR_LTE-UEConTest
	
	Date:
	2019-02-14

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Addition of NR test case 9.1.1.6-Authentication abnormal in accordance with work plan.

	
	

	Summary of change:
	Addition of NR test case 9.1.1.6 5G AKA based primary authentication and key agreement / Abnormal.

	
	

	Consequences if not approved:
	NR authentication abnormal can’t be tested on UE.

	
	

	Clauses affected:
	9.1.1.6 (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	X
	
	 Test specifications
	TS 38.523-2 CR 0039

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


<Start of modified section>

9.1.1.6
5G AKA based primary authentication and key agreement / Abnormal

9.1.1.6
Test Purpose (TP)

(1)

with { the UE in 5GMM-REGISTERED state and 5GMM-IDLE mode over 3GPP access, starts SERVICE REQUEST procedure after received a paging request from the network }

ensure that {

  when { the SS initiates a 5G AKA based primary authentication and key agreement procedure by sending AUTHENTICATION REQUEST and the UE fails on transmission of AUTHENTICATION RESPONSE message by entering a cell with TAI not in the TAI list }

    then { the UE initiates a mobility registration update procedure }

            }

(2)

with { the UE in 5GMM-REGISTERED state and initiates a mobility registration update procedure }

ensure that {

  when { the SS initiates a 5G AKA based primary authentication and key agreement procedure by sending AUTHENTICATION REQUEST and the UE fails on transmission of AUTHENTICATION RESPONSE message with the indication from lower layers }

    then { the UE re-initiate the mobility registration update procedure }

            }

9.1.1.6.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.501 clauses 5.4.1.3.7. Unless otherwise stated these are Rel-15 requirements.

[TS 24.501, clause 5.4.1.3.7]

h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the 5G AKA based primary authentication and key agreement procedure is triggered by a registration procedure for mobility and periodic registration update).


The UE shall stop the timer T3520, if running, and re-initiate the registration procedure for mobility and periodic registration update.

…

i)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the 5G AKA based primary authentication and key agreement procedure is triggered by a service request procedure).


The UE shall stop the timer T3520, if running.


If the current TAI is not in the TAI list, the 5G AKA based primary authentication and key agreement procedure shall be aborted and a registration procedure for mobility and periodic registration update shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the 5G AKA based primary authentication and key agreement procedure.

9.1.1.6.3
Test description

9.1.1.6.3.1
Pre-test conditions

System Simulator:

-
NGC Cell A and NGC Cell B are configured according to table 6.3.2.2-1 in TS 38.508-1 [4].

UE:

· UE has previously registered on NGC Cell B, and the tracking area of NGC Cell A is not in the list of tracking areas that the UE previously registered.

Preamble:

-
The UE is in state Registered, Idle Mode (state 1N-A) on NGC Cell B according to TS 38.508-1 [4].

9.1.1.6.3.2
Test procedure sequence

Table 9.1.1.6.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits a Paging message.
	<--
	NR RRC: Paging
	-
	-

	2-4
	The UE establishes RRC connection by executing steps 2-4 of Table 4.5.2.2-2 in TS38.508-1 [4].
	-
	-
	-
	-

	5
	The UE transmits an RRCSetupComplete message and a SERVICE REQUEST message.
	-->
	NR 5GMM: SERVICE REQUEST
	-
	-

	6
	SS transmits an AUTHENTICATION REQUEST message to initiate the 5G-AKA procedure.
	-->
	NR 5GMM: AUTHENTICATION REQUEST
	-
	-

	7
	The SS configures:

- NGC Cell A as the "Serving cell".

- NGC Cell B as the "Non-Suitable "off" cell".
	-
	-
	-
	-

	8-10
	The UE establishes RRC connection by executing steps 2-4 of Table 4.5.2.2-2 in TS 38.508-1 [4].
	-
	-
	-
	-

	11
	Check: Does the UE transmit an REGISTRATION REQUEST message with the 5GS registration type IE setting as Mobility registration updating?
	-->
	NR 5GMM: REGISTRATION REQUEST
	1
	P

	12
	The SS cuts off the UL grant, so that the UE cannot respond to the AUTHENTICATION REQUEST.
	-
	-
	-
	-

	13
	SS transmits an AUTHENTICATION REQUEST message to initiate the 5G-AKA procedure.
	<--
	NR 5GMM: AUTHENTICATION REQUEST
	-
	-

	14-16
	The UE establishes RRC connection by executing steps 2-4 of Table 4.5.2.2-2 in TS 38.508-1 [4].
	-
	-
	-
	-

	17
	Check: Does the UE transmit an REGISTRATION REQUEST message with the 5GS registration type IE setting as Mobility registration updating?
	-->
	NR 5GMM: REGISTRATION REQUEST
	2
	P

	18-33
	Steps 5-20 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed.
	-
	-
	-
	-


9.1.1.6.3.3
Specific message contents

Table 9.1.1.6.3.3-1: Message REGISTRATION REQUEST (step 11 and step 17, Table 9.1.1.6.3.2-1)
	Derivation path: TS 38.508-1 [4], table 4.7.1-6

	Information Element
	Value/Remark
	Comment
	Condition

	5GS registration type
	'0000 0010'B
	mobility registration updating
	


<End of modified section>
