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1 Introduction

During the CT1#114 meeting a new AT command was proposed supporting the setting and deleting of Configured NSSAI, Allowed NSSAI and Rejected NSSAI (see C1-190191). According to the "Reason of Change", this is needed by RAN5 in context of the 5GS test case 9.1.5.1.3 in TS 38.523-1 (see R5-190703 was R5-190168).

Because of security concerns C1-190191 was revised to C1-190671 which does not have options for setting and deleting of Configured NSSAI, Allowed NSSAI and Rejected NSSAI. 

Please note that such an AT command would allow an attacker to manipulate the NSSAI configuration, causing non-compliant UE behaviour. A manipulated UE could request slices that are not allowed or are not part of the user subscription. For example a user with a vanilla eMBB subscription could request the URLLC slice which may have higher subscription fees. 
2 Discussion
In the following subclauses the feasibility for using NAS signalling instead of AT commands is discussed.
2.1 NAS messages for NSSAI storage modification
According to TS 24.501 clause 4.6.2 there are several conditions which will result in NSSAI storage modification. The following table summarizes the different NAS messages with content which can be used to achieve writing or deleting of a specific NSSAI:
	Operation
	Default Configured NSSAI
	Configured NSSAI
	Allowed NSSAI
	Rejected NSSAI

	Write 
	DL NAS TRANSPORT message with UE parameters update transparent container IE and Default Configured NSSAI (see TS 24.501 clause 9.11.3.53A)
	REGISTRATION ACCEPT message including Configured NSSAI IE
(current PLMN)
	REGISTRATION ACCEPT message including Allowed NSSAI IE
(current PLMN and access type)
	REGISTRATION ACCEPT message including Rejected NSSAI IE
(current PLMN and access type)

	
	
	CONFIGURATION UPDATE COMMAND message including Configured NSSAI IE
(current PLMN)
	
	

	Delete
	Not available
	REGISTRATION ACCEPT message including "Network slicing subscription changed"
(all PLMN excluding the current PLMN).
	New Configured NSSAI is received
(current PLMN)
	New Configured NSSAI is received
(current PLMN)

	
	
	CONFIGURATION UPDATE COMMAND message including "Network slicing subscription changed"
(all PLMN excluding the current PLMN).
	
	UE is deregistered over all access types
(current PLMN)


Observation 1: 
· There is currently no NAS procedure to delete Default Configured NSSAI
Observation 2: 
· There is currently no NAS procedure to delete Configured NSSAI for the current PLMN

Proposal 1:

· Update TS 24.501 clause 9.11.3.37 to support Configured NSSAI IE and Default Configured NSSAI IE with content length zero (see C1-191044).
2.2 Test Case modification
Below is an update of TC 9.1.5.1.3 (R5-190703) using NAS signalling instead of AT commands for the NSSAI pre-configuration.
In Steps 0.0-0.26 the NSSAI storage initialisation is included.

<snip> TC 9.1.5.1.3 from R5-190703
9.1.5.1.3.3
Test description

9.1.5.1.3.3.1 
Pre-test conditions

System Simulator:


NGC Cell A belongs to Home PLMN and TAI-1;

NGC Cell G, NGC Cell I and NGC Cell C are configured according to table 6.3.2.2-1 in TS 38.508-1 [4]


NGC Cell G belongs to VPLMN, TAI-7 and set as a serving cell;

NGC Cell I belongs to another VPLMN and TAI-9;


NGC Cell C belongs to Home PLMN and TAI-3;


The cells may not be simultaneously activated.

UE:


UE is configured with NSSAI associated with HPLMN with SST value of 1,2.

UE is configured with NSSAI associated with VPLMN (NGC Cell G) with SST value of 4 and 5 and mapped Configured SST value of 1 and 2 accordingly.

UE is configured with default configured NSSAI with SST value of 1.


UE is configured with empty allowed NSSAI list associated with VPLMN (NGC Cell G and NGC Cell I).

Preamble:

-
The UE is in state Switched OFF (state 0-A) according to TS 38.508-1 [4].

9.1.5.1.3.3.2
Test procedure sequence

Table 9.1.5.1.3.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	0.0
	The SS configures NGC Cell A as the “Serving cell”.
	-
	-
	-
	-

	0.1
	The UE is switched on.
	
	
	
	

	Configure "Configured NSSAI" for the HPLMN with SST value of 1 and 2

	0.2
	Check: Does UE transmit a REGISTRATION REQUEST?
	-->
	REGISTRATION REQUEST
	1
	P

	0.3-0.11
	Steps 5 to13 of the generic procedure for NR RRC_IDLE specified in TS 38.508-1 subclause 4.5.2 are performed.
	-
	-
	-
	-

	0.12
	The SS transmits a REGISTRATION ACCEPT message including Configured NSSAI (with SST value of 1,2).
	<--
	REGISTRATION ACCEPT
	-
	-

	Configure "Default Configured NSSAI" with SST value of 1

	0.13
	The SS transmits DL NAS TRANSPORT message with UE parameters update transparent container IEI and Default Configured NSSAI (with SST value of 1 )
	<--
	DL NAS TRANSPORT
	
	

	0.14
	Check: Does UE transmit a UL NAS TRANSPORT message with UE parameters update with acknowledgement?
	-->
	UL NAS TRANSPORT
	
	P

	Configure "Configured NSSAI" for the VPLM with SST value of 4 and 5 and 
mapped Configured SST value of 1 and 2, and no Allowed NSSAI

	0.15
	The SS configures NGC Cell A as a “Non-Suitable cell” and NGC Cell G as the “Serving cell”.
	-
	-
	-
	-

	0.16
	Check: Does UE transmit a REGISTRATION REQUEST?
	-->
	REGISTRATION REQUEST
	1
	P

	0.17-0.25
	Steps 5 to13 of the generic procedure for NR RRC_IDLE specified in TS 38.508-1 subclause 4.5.2 are performed.
	-
	-
	-
	-

	0.26
	The SS transmits a REGISTRATION ACCEPT message including Configured NSSAI (SST value of 4 and 5 and mapped Configured SST value of 1 and 2) and no Allowed NSSAI
	<--
	REGISTRATION ACCEPT
	-
	-

	
	The UE is switched off.
	
	
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	Check: Does UE transmit a REGISTRATION REQUEST message including Requested NSSAI?
	-->
	REGISTRATION REQUEST
	1
	P

	3-11
	Steps 5 to13 of the generic procedure for NR RRC_IDLE specified in TS 38.508-1 subclause 4.5.2 are performed.
	-
	-
	-
	-

	12
	The SS transmits a REGISTRATION ACCEPT message including Allowed NSSAI.
	<--
	REGISTRATION ACCEPT
	-
	-

	13-18
	Steps 15 to 20 of the generic procedure for NR RRC_IDLE specified in TS 38.508-1 subclause 4.5.2 are performed.
	-
	-
	-
	-

	19
	The SS configures NGC Cell G as a “Non-Suitable Off cell” and NGC Cell I as the “Serving cell”.
	-
	-
	-
	-

	20
	Check: Does UE transmit a REGISTRATION REQUEST message including Requested NSSAI on NGC Cell I?
	-->
	REGISTRATION REQUEST
	2
	P

	21-29
	Steps 5 to13 of the generic procedure for NR RRC_IDLE specified in TS 38.508-1 subclause 4.5.2 are performed.
	-
	-
	-
	-

	30
	The SS transmits a REGISTRATION ACCEPT message including Allowed NSSAI.
	<--
	REGISTRATION ACCEPT
	-
	-

	31
	Step 15 of the generic procedure for NR RRC_IDLE specified in TS 38.508-1 subclause 4.5.2 is performed.
	-
	-
	-
	-

	32
	Step 20 of the generic procedure for NR RRC_IDLE specified in TS 38.508-1 subclause 4.5.2 is performed.
	
	
	
	

	33
	If possible (see ICS) switch off is performed or

the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	-
	EXCEPTION: Step 38 describes behaviour

that depends on the UE capability
	-
	-
	-
	-

	34
	If pc_SwitchOnOff or pc_USIM_Removal then

the UE transmits a DEREGISTRATION REQUEST.
	-->
	DEREGISTRATION REQUEST
	-
	-

	35
	The SS configures NGC Cell I as a “Non-Suitable Off cell”.
	-
	-
	-
	-

	36
	The UE is brought back to operation or the

USIM is inserted
	-
	-
	-
	-

	37
	Configure the UE with no Allowed NSSAI for HPLMN, no Configured NSSAI for HPLMN and no default configured NSSAI.

Note: The pre-configuration of configured and allowed NSSAI may be performed by MMI or AT command.
	-
	-
	-
	-

	38
	The UE is switched off.
	-
	-
	-
	-

	39
	The SS configures NGC Cell A as the “Serving cell”.
	-
	-
	-
	-

	40
	The UE is switched on.
	-
	-
	-
	-


<snip>

Observation 3:
· The pre-test UE configuration in §2.2.1.1.2 is feasible with the existing NAS procedures as defined in TS 24.501.

· Step 37 of the Test Procedure Sequence requires to delete Configured NSSAI for HPLMN and default configured NSSAI requiring the NAS changes from proposal 1.

Observation 4: 
· As of today only TC 9.1.5.1.3 requires NSSAI storage pre-configuration. However, it is likely that in future additional 5GS Mobility and Session Management test cases are created which will also require this. Therefore, the initialisation part (§2.2.1.1.2) could be added to the generic NAS procedures in TS 38.508.
Proposal 2
:
· Update TS 38.508-1 clause 4.5 to include generic procedures for NSSAI pre-configuration 
Proposal 3
:
· Update TS 38.523-1 clause 9.1.5.1.3 by removing the NSSAI pre-configuration using AT commands, and use the new generic procedures from TS 38.508 (see Proposal 2)
3 Proposal
Dependency: Update TS 24.501 clause 9.11.3.37 to support Configured NSSAI IE and Default Configured NSSAI IE with content length zero (see C1-191044). 
Proposal 1
:
· Update TS 38.508-1 clause 4.5 to include generic procedures for NSSAI pre-configuration 
Proposal 2
:
· Update TS 38.523-1 clause 9.1.5.1.3 by removing the NSSAI pre-configuration using AT commands, and use the new generic procedures from TS 38.508 (see Proposal 2)
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