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<<< START OF CHANGES >>>
9.1.1.3
EAP based primary authentication and key agreement / EAP message transport / Abnormal
9.1.1.3.1
Test Purpose (TP)
(1)
with { the UE in 5GMM-REGISTERED state and 5GMM-IDLE mode over 3GPP access, starts SERVICE REQUEST procedure after received a paging request from the network }

ensure that {

  when { the SS sends the EAP-request/AKA'-challenge message within AUTHENTICATION REQUEST and the UE fails on transmission of AUTHENTICATION RESPONSE message by entering a cell with TAI not in the TAI list }

   then { the UE initiates a mobility registration update procedure }

         }
(2)
with { the UE in 5GMM-REGISTERED state and initiates a mobility registration update procedure }

ensure that {

  when { the SS sends the EAP-request/AKA'-challenge message within AUTHENTICATION REQUEST and the UE fails on transmission of AUTHENTICATION RESPONSE message with the indication from lower layers }

   then { the UE re-initiate the mobility registration update procedure }

         }
9.1.1.3.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.501 clauses 5.4.1.2.4.5.
[TS 24.501, clause 5.4.1.2.4.5 (TP1, TP2)]
The following abnormal cases can be identified:

a)
Authentication failure (5GMM cause #71 "ngKSI already in use").


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #71 "ngKSI already in use", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngKSI already in use", the network performs necessary actions to select a new ngKSI and send the same EAP-request/AKA'-challenge to the UE. 

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngKSI already in use", the network may also re-initiate the EAP based primary authentication and key agreement procedure (see subclause 5.4.1.2.2.2).

b)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the EAP based primary authentication and key agreement procedure is triggered by a registration procedure for mobility and periodic registration update).


The UE shall stop the timer T3520, if running, and re-initiate the registration procedure for mobility and periodic registration update.

c)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the EAP based primary authentication and key agreement procedure is triggered by a service request procedure).


The UE shall stop the timer T3520, if running.


If the current TAI is not in the TAI list, the EAP based primary authentication and key agreement procedure shall be aborted and a registration procedure for mobility and periodic registration update shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the EAP based primary authentication and key agreement procedure.

…

9.1.1.3.3
Test description

9.1.1.3.3.1
Pre-test conditions
FFS
9.1.1.3.3.2
Test procedure sequence
FFS

9.1.1.3.3.3
Specific message contents

FFS
<<< END OF CHANGES >>>
