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1
Introduction

The authentication framework for security procedures between UE and 5G network functions includes two possibilities. UE and serving network shall support EAP-AKA' and 5G AKA authentication methods.
For the generic procedures one method and one sequence can be selected.

2

Discussion
Authentication procedure for EAP-AKA'

According TS 33.501 [1], 6.1.3.1
“EAP-AKA' is specified in RFC 5448 [12]. The 3GPP 5G profile for EAP-AKA' is specified in the normative Annex F.

The selection of using EAP-AKA' is described in sub-clause 6.1.2 of the present document. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

”
...

” 11.
The SEAF shall send the EAP Success message to the UE in the N1 message. This message shall also include the ngKSI and the ABBA parameter. The SEAF shall set the ABBA paremeter as defined in Annex A.7.1.

NOTE 4: 
Step 11 could be NAS Security Mode Command. ”

Authentication procedure for 5G AKA
According TS 33.501 [1], 6.1.3.2
“

5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. 

The selection of using 5G AKA is described in sub-clause 6.1.2 of the present document. 

NOTE 1:
5G AKA does not support requesting multiple 5G AVs, neither the SEAF pre-fetching 5G AVs from the home network for future use.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA

”
Authentication stage 3
According TS 24.501 [2], 5.4.1.2.1
“EAP defines four types of EAP messages:

a)
an EAP-request message;

b)
an EAP-response message;

c)
an EAP-success message; and

d)
an EAP-failure message.

Several rounds of exchanges of an EAP-request message and a related EAP-response message can be required to achieve the authentication (see example in figure 5.4.1.2.1.1).

The EAP based primary authentication and key agreement procedure is always initiated and controlled by the network.”
According figure 5.4.1.2.1.1, a possible sequence is
A. AUTHENTICATION REQUEST
B. AUTHENTICATION RESPONSE
C. SECURITY MODE COMMAND
According TS 24.501 [2], 5.4.1.3.2

“The network initiates the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3560 (see example in figure 5.4.1.3.2.1). The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.501 [24]).”
According figure 5.4.1.3.2.1, the sequence is

A. AUTHENTICATION REQUEST
B. AUTHENTICATION RESPONSE

Sequence for RRC_IDLE procedure
The sequence in the RRC_IDLE procedure, TS 38.508-1 [3] chapter 4.5.2 can be identical and independent if 5G AKA or EAP-AKA' is applied.
	5
	The SS transmits a DLInformationTransfer message and a AUTHENTICATION REQUEST message.
	<--
	NR RRC: DLInformationTransfer 

5GMM: AUTHENTICATION REQUEST

	6
	The UE transmits an ULInformationTransfer message and a AUTHENTICATION RESPONSE message.
	-->
	NR RRC: ULInformationTransfer 

5GMM: AUTHENTICATION RESPONSE

	7
	The SS transmits a DLInformationTransfer message and a SECURITY MODE COMMAND message.
	<--
	NR RRC: DLInformationTransfer 

5GMM: SECURITY MODE COMMAND

	8
	The UE transmits an ULInformationTransfer message and a SECURITY MODE COMPLETE message.
	-->
	NR RRC: ULInformationTransfer 

5GMM: SECURITY MODE COMPLETE


·  No update is required for the generic procedure.
3
Proposal

It’s proposed

1. To agree that the generic procedure sequence according chapter 2 can be used for any 5GMM authentication method.
4
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