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9.1.2.2
NAS security mode command not accepted by the UE
9.1.2.2.1
Test Purpose (TP)

(1)

with { The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE }

ensure that {

  when { the SECURITY MODE COMMAND message including not matching replayed security capabilities }

    then { the UE shall send a SECURITY MODE REJECT message }

            }
9.1.2.2.2
Conformance requirements

References: The conformance requirements covered in the present test case are specified in: TS 24.501, clauses 5.4.2.1, 5.4.2.3 and 5.4.2.5. Unless otherwise stated these are Rel-15 requirements.
[TS 24.501, clause 5.4.2.1]
The purpose of the NAS security mode control procedure is to take a 5G NAS security context into use, and initialise and start NAS signalling security between the UE and the AMF with the corresponding 5G NAS keys and 5G NAS security algorithms.
Furthermore, the network may also initiate the security mode control procedure in the following cases:

a)-
in order to change the 5G NAS security algorithms for a current 5G NAS security context already in use; and

b)
in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24], subclause 6.9.4.4.
For restrictions concerning the concurrent running of a security mode control procedure with other security related procedures in the AS or inside the core network see 3GPP TS 33.501 [24], subclause 6.9.5.
[TS 24.501, clause 5.4.2.3]
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities have not been altered compared to the latest values that the UE sent to the network.
[TS 24.501, clause 5.4.2.5]
If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message. The SECURITY MODE REJECT message contains a 5GMM cause that typically indicates one of the following cause values:

#23
UE security capabilities mismatch.
#24
security mode rejected, unspecified.

Upon receipt of the SECURITY MODE REJECT message, the AMF shall stop timer T3560. The AMF shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.

Both the UE and the AMF shall apply the 5G NAS security context in use before the initiation of the security mode control procedure, if any, to protect the SECURITY MODE REJECT message and any other subsequent messages according to the rules in subclause 4.4.4 and 4.4.5.

9.1.2.2.3
Test description

9.1.2.2.3.1
Pre-test conditions

System Simulator:

FFS
UE:

-
None.

Preamble:

-
The UE is in state Switched OFF according to TS 38.508-1 [4].

 9.1.2.2.3.2
Test procedure sequence
Table 9.1.2.2.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	Steps FFS of the generic procedure for UE registration specified in TS 38.508-1 [4] subclause FFS are performed.
	-
	-
	-
	-

	3
	The SS transmits a SECURITY MODE COMMAND message to activate NAS security. It is integrity protected and includes unmatched replayed security capabilities.
	<--
	SECURITY MODE COMMAND
	-
	-

	4
	Check: Does the UE transmit a SECURITY MODE REJECT message with cause’#23: UE security capabilities mismatch’?
	-->
	SECURITY MODE REJECT
	1
	P

	5
	The SS transmits an IDENTITY REQUEST message( Security not applied).
	<--
	IDENTITY REQUEST
	-
	-

	6
	Check: Does the UE transmit a non security protected IDENTIY RESPONSE message?
	-->
	IDENTITY RESPONSE
	1
	P

	7
	The SS transmits a SECURITY MODE COMMAND message to activate NAS security. It is integrity protected and includes IMEISV.
	<--
	SECURITY MODE COMMAND
	-
	-

	8
	The UE transmits a SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	9
	Steps FFS of the generic procedure for UE registration specified in TS 38.508-1 [4] subclause FFS are performed.
	-
	-
	-
	-


9.1.2.2.3.3
Specific message contents
FFS

