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1. Introduction

CT1 has agreed a Rel-13 correction ([1]) related to handling NAS messages without integrity protection as the current UE behaviour of processing NAS reject messages without protection can result in DoS attacks caused by malicious networks.

Additionally according to the coversheet of [1]: 

 "This CR can be taken by MS implementation in an earlier version of the specification so that the security vulnerability can be closed as soon as possible."
The above correction is only applicable to UEs that are not configured to use timer T3245.
[1] offers several implementation options. Rel-13 and later UEs must support at least one of these solutions. For Rel-12 and earlier UEs the support is optional.

There is no integrity protection support for non EC-GSM UEs in 2G.

2. Discussion
As a consequence of the above described changes introduced by CT1 the UE behaviour will be different when the messages listed in Table 2.1 are received with or without integrity protection.
Table 2.1: NAS messages that require integrity protection
	Message (TS 24.008)

	LOCATION UPDATING REJECT

	CM SERVICE REJECT

	ATTACH REJECT

	AUTHENTICATION REJECT

	ABORT

	ROUTING AREA UPDATE REJECT

	SERVICE REJECT

	AUTHENTICATION AND CIPHERING REJECT


A UE that implements changes introduced by [1] may subsequently fail a large number of conformance test cases:

Table 2.2: Draft list of test cases from TS 51.010 affected by changes in [1]
	Test case number
	Title

	26.7.2.2
	Authentication rejected

	26.7.4.2.1
	Location updating / rejected / IMSI invalid

	26.7.4.2.2-1
	Location updating / rejected / PLMN not allowed / test 1

	26.7.4.2.2-2
	Location updating / rejected / PLMN not allowed / test 2

	26.7.4.2.3
	Location updating / rejected / location area not allowed

	26.7.4.2.4-1
	Location updating / rejected / national roaming / pr1

	26.7.4.3.5
	Location updating / abnormal cases / Network reject with Extended Wait Timer

	26.7.5.5
	MM connection / establishment rejected cause 4

	26.7.5.7.1
	MM connection / abortion by the network / cause #6

	44.2.1.1.2
	GPRS attach / rejected / IMSI invalid / illegal MS

	44.2.1.1.3
	GPRS attach / rejected / IMSI invalid / GPRS services not allowed

	44.2.1.1.4-1
	GPRS attach / rejected / PLMN not allowed - procedure 1

	44.2.1.1.4-2
	GPRS attach / rejected / PLMN not allowed - procedure 2

	44.2.1.1.5-1
	GPRS attach / rejected / roaming not allowed in this location area, procedure 1

	44.2.1.1.5-2
	GPRS attach / rejected / roaming not allowed in this location area, procedure 2

	44.2.1.1.5-3
	GPRS attach / rejected / roaming not allowed in this location area, procedure 3

	44.2.1.1.5-4
	GPRS attach / rejected / roaming not allowed in this location area, procedure 4

	44.2.1.1.10
	GPRS attach / rejected / GPRS services not allowed in this PLMN

	44.2.1.2.4
	Combined GPRS attach / rejected / IMSI invalid / illegal ME

	44.2.1.2.5
	Combined GPRS attach / rejected / GPRS services and non-GPRS services not allowed

	44.2.1.2.6
	Combined GPRS attach / rejected / GPRS services not allowed

	44.2.1.2.7
	Combined GPRS attach / rejected / location area not allowed

	44.2.3.1.2
	Routing area updating / rejected / IMSI invalid / illegal ME

	44.2.3.1.4
	Routing area updating / rejected / location area not allowed

	44.2.3.2.4
	Combined routing area updating / rejected / PLMN not allowed

	44.2.3.2.5-1
	Combined routing area updating / rejected / roaming not allowed in this location area - proc.1

	44.2.3.2.5-2
	Combined routing area updating / rejected / roaming not allowed in this location area - proc. 2

	44.2.5.1.2
	Authentication rejected


3. Proposal
1. Make the test cases not applicable for UEs that of Rel-13 or later and for UEs that have implemented the changes introduced in [1]
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