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<Start of first modified section>
20.4
ePDG initiated disconnection
20.4.1
Test Purpose (TP)
(1)

with { UE has an established tunnel }

ensure that {

  when { UE receives an IKE_AUTH Request message including a delete payload }

    then { UE transmits an IKE_AUTH Response message }

20.4.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.302 clause 7.2.4.2.

[Rel-13, TS 24.302, clause 7.2.4.2]
On receipt of the INFORMATIONAL request message including "DELETE" payload, indicating that the ePDG is attempting tunnel disconnection, the UE shall:

i)
Close all security associations identified within the DELETE payload (these security associations correspond to outgoing security associations from the UE perspective). If no security associations were present in the DELETE payload, and the protocol ID was set to "1", the UE shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the ePDG; and

ii)
The UE shall delete the incoming security associations corresponding to the outgoing security associations identified in the "DELETE" payload.

The UE shall send an INFORMATIONAL response message. If the INFORMATIONAL request message contained a list of security associations, the INFORMATIONAL response message shall contain a list of security associations deleted in step (ii) above.

If the UE is unable to comply with the INFORMATIONAL request message, the UE shall send INFORMATION response message with either:

i)
A NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the Security Parameters Indexes in the message from the ePDG; or

ii)
A more general NOTIFY payload type. This payload type is implementation dependent.

If the INFORMATIONAL request message including the DELETE payload contains the REACTIVATION_REQUESTED_CAUSE Notify payload, the UE shall re-establish the IPsec Tunnel for the corresponding PDN connection after its release. The coding of the P-CSCF_RESELECTION_SUPPORT Notify payload is described in subclause 8.2.9.6.
NOTE:
For an IMS PDN connection, the re-establishment of the IPSec tunnel is part of the "Re-establishment of the IP-CAN used for SIP signalling procedure" specified in 3GPP TS 24 229 [67] subclause R.2.2.1B.

20.4.3
Test description

20.4.3.1
Pre-test conditions

System Simulator:

-
WLAN Cell 27 according to Table 4.4.8-1 in [18]. 
UE:

-
None
Preamble:

-
The UE has an established tunnel according table 4.5A.23.3-1 in [18].
20.4.3.2
Test procedure sequence

Table 20.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an IKE_AUTH Request message including a Delete payload.
	<--
	IKE_AUTH Request
	-
	-

	2
	Check: Does the UE transmit an IKE_AUTH Response message?
	-->
	IKE_AUTH Response
	1
	P


20.4.3.3
Specific message contents
Table 20.4.3.3-1: IKE_AUTH request (step 1, Table 20.4.3.2-1)

	Field
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Next Payload
	‘00101010’B
	D
	

	  Exchange Type
	‘00100011’B
	IKE_AUTH
	

	Delete Payload
	
	
	

	  Next Payload
	‘00000000’B
	No Next Payload 
	

	  Protocol ID
	‘00000001’B
	For IKE SA
	


Table 20.4.3.3-2: IKE_AUTH response (step 2, Table 20.4.3.2-1)

	Field
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Next Payload
	Not checked
	
	

	  Exchange Type
	‘00100011’B
	IKE_AUTH
	

	NOTE 1: The order of Payloads/fields are not checked, unless explicitly specified. Additional Payloads/fields are ignored.


<End of modified section>
