
3GPP TSG RAN WG5 Meeting #69
R5-155169
Anaheim, USA, 16th – 20th Nov 2015
Agenda Item:
6.5.5
Source:
Rohde & Schwarz
Title:
Security schemes in TS 34.229-1
Document for:
Discussion and decision
1
Introduction

Test cases in 34.229-1 are applicable to IMS security or GIBA or both. However, the prose is inconsistent, incomplete and misleading when it comes to the details. Also the prose is often not aligned with TTCN.
2
Discussion
All test cases described in 34.229-1 were analyzed and also compared to their TTCN implementation (with the exception of SSAC test cases that are to move out of 34.229-1). The following issues were discovered: 

1. ICS/IXIT statements often allude to a choice between IMS security and GIBA by adding the phrase “IMS security (Yes/No)” even when the test case elsewhere restricts to one security scheme only.  This looks like “blind” addition of such ICS/IXIT statements anywhere.
2. The two terms “Early IMS security”  and “GIBA” are used to denote the same scheme. This occurs in test case descriptions as well as in Appendices. 
3. There is a number of test cases where where only one of the two schemes makes sense but the test case description lists both of them to be applicable.

4. There is a number of test cases where prose and TTCN are not in line.

5. There are special test cases where specification of a security scheme does not make sense, but it is done anyway, e.g., SIM-less test cases

6. The entire 19.x series of IMS test cases can be run such that either one of the two security schemes can be used, i.e., TTCN checks two PICS on how they are set and behaves accordingly. Question is if GIBA should be supported for Emergency Calls. 
7. While researching the security scheme issue, it was also found that there is no corresponding TTCN code in recent TTCN deliveries for quite a number of test case descriptions. This can be for different reasons, e.g., the test case description being quite recent. But often it seems that there was a decision to remove outdated test cases from TTCN deliveries without reflecting this is the prose. This should be scrutinized in order to not keep unused and/or outdated material in 34.229-1.
	Test Case
	IMS Security
	GIBA
	IMS Security
or GIBA
	ICS/IXIT
statement
	Issues

	6.2
	
	x
	
	yes
	TTCN not available. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	6.3
	
	
	x
	yes
	

	7.1
	
	
	x
	yes
	

	7.2
	
	
	x
	yes
	TTCN not available

	7.3
	
	
	x
	yes
	TTCN not available

	7.4
	
	
	x
	yes
	TTCN not available

	7.5
	
	
	x
	yes
	TTCN not available

	7.6
	
	
	x
	yes
	TTCN not available

	7.9
	
	
	x
	yes
	TTCN not available

	8.1
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	8.2
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	8.3
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	8.4
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	8.10
	
	x
	
	yes
	TTCN not available. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	8.11
	
	
	x
	yes
	TTCN not available.

	8.12
	
	
	x
	yes
	Designed for GIBA only, but both security schemes allowed. TTCN not available.

	8.13
	
	
	x
	yes
	Designed for GIBA only, but both security schemes allowed. TTCN not available.

	8.14
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	8.15
	
	
	
	yes
	Security scheme not specified. TTCN assumes IMS Security.

	8.16
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	9.1
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	9.2
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	10.1
	
	
	x
	yes
	

	11.1
	
	
	x
	yes
	

	11.2
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	12.2
	
	
	x
	yes
	

	12.2a
	
	
	
	yes
	Security scheme not specified.

	12.12
	
	
	x
	yes
	

	12.13
	
	
	x
	yes
	

	12.16
	
	
	x
	yes
	

	12.17
	
	
	x
	yes
	

	12.21
	
	
	x
	yes
	

	12.22
	
	
	x
	yes
	

	12.23
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	12.24
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	12.25
	x
	
	
	yes
	Contradiction between “Definition and applicability” and ICS/IXIT statement.

	13.1
	x
	
	
	yes
	TTCN not available. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	13.2
	
	
	
	No
	Security scheme not specified. TTCN not available.

	13.3
	
	
	
	No
	Security scheme not specified. TTCN not available.

	15.1
	
	
	x
	yes
	

	15.2
	
	
	x
	yes
	

	15.3
	
	
	x
	yes
	

	15.4
	
	
	x
	yes
	

	15.5
	
	
	x
	yes
	

	15.6
	
	
	x
	yes
	

	15.7
	
	
	x
	yes
	

	15.8
	
	
	x
	yes
	

	15.9
	
	
	x
	yes
	

	15.10
	
	
	x
	yes
	

	15.10a
	
	
	x
	yes
	

	15.11
	
	
	x
	yes
	

	15.11a
	
	
	x
	yes
	

	15.12
	
	
	x
	yes
	

	15.12a
	
	
	x
	yes
	

	15.13
	
	
	x
	yes
	

	15.14
	
	
	x
	yes
	

	15.14a
	
	
	
	yes
	Security scheme not specified.

	15.14b
	
	
	
	yes
	Security scheme not specified.

	15.15
	
	
	x
	yes
	

	15.17
	
	
	x
	yes
	

	15.18
	
	
	x
	yes
	

	15.19
	
	
	x
	No
	

	15.19a
	
	
	x
	yes
	

	15.21
	
	
	x
	yes
	

	15.21a
	
	
	x
	yes
	

	15.21b
	
	
	x
	yes
	

	15.21c
	
	
	x
	yes
	

	15.23
	
	
	x
	yes
	TTCN not available.

	15.24
	
	
	x
	yes
	TTCN not available.

	15.25
	
	
	x
	yes
	TTCN not available. 

	15.26
	
	
	x
	yes
	TTCN not available.

	15.27
	
	
	x
	yes
	

	15.28
	
	
	x
	yes
	

	15.29
	
	
	x
	No
	Prose allows both schemes. TTCN supports both IMS Security and GIBA. Test case seems designed for GIBA only.

	16.2
	
	
	x
	yes
	

	16.3
	
	
	x
	yes
	

	16.4
	
	
	x
	No
	

	16.10
	
	
	x
	yes
	TTCN not available.

	17.1
	
	
	x
	yes
	

	17.2
	
	
	x
	yes
	

	18.1
	
	
	x
	yes
	

	18.2
	
	
	
	No
	Prose does not specify security scheme. TTCN written for IMS Security.

	19.1.1
	x
	
	
	yes
	TTCN supports both schemes. Contradiction between “Definition and applicability” and ICS/IXIT statement?

	19.1.2
	x
	
	
	yes
	TTCN supports both schemes. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	19.1.3
	x
	
	
	yes
	TTCN supports both schemes. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	19.1.3a
	
	
	
	yes
	Prose unclear. TTCN supports both schemes.

	19.1.5
	x
	
	
	yes
	TTCN supports both schemes. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	19.3.1
	
	
	
	yes
	Security scheme not specified. TTCN supports both schemes.

	19.3.2
	
	
	
	yes
	Security scheme not specified. TTCN supports both schemes.

	19.3.2a
	
	
	
	yes
	Prose unclear.

	19.3.2b
	
	
	
	yes
	Prose unclear.

	19.3.2c
	
	
	
	yes
	Prose unclear.

	19.3.3
	
	
	
	yes
	Prose unclear.

	19.3.4
	
	
	
	yes
	Prose unclear.

	19.4.1
	x
	
	
	yes
	UE does not have SIM card, hence no IMS Registration and no choice of security scheme.

	19.4.2
	
	
	
	No
	Prose unclear.

	19.4.3
	
	
	
	No
	Prose unclear. TTCN not available.

	19.4.4
	
	
	
	No
	Prose unclear. TTCN not available.

	19.4.5
	
	
	
	yes
	Prose unclear. TTCN supports both schemes.

	19.5.1
	x
	
	
	yes
	TTCN supports both schemes. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	19.5.6
	x
	
	
	yes
	TTCN supports both schemes. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	19.5.7
	x
	
	
	yes
	TTCN supports both schemes. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	19.5.8
	x
	
	
	yes
	TTCN supports both schemes. Contradiction between “Definition and applicability” and ICS/IXIT statement.

	19.5.9
	
	
	
	yes
	Prose unclear. TTCN supports both schemes.

	19.5.10
	
	
	
	yes 
	Prose unclear. TTCN supports both schemes.

	20.1
	
	
	x
	yes
	


3
Proposal
It is proposed to accept one or more of the following (according to the numbering used in Section 2):
1. In order to reduce maintainance headaches, decide if to use both “Definition and applicability” section and ICS/IXIT statements or if one (or none, see below) would be sufficient. 
2. Applicability in general is specified in 34.229-2. In contrast, 34.229-1 should not use the term “applicability” at start of test case description. This affects headers like “8.1.1 Definition and applicability” as well as trailing sentences in such sections like “The test case is appliable for IMS security.”

3. Align 34.229-1 with 34.229-2, possibly by dropping statements in 34.229-1 that are captured in 34.229-2.

4. ICS/IXIT statements often carry statements unrelated to the particular test case. For instance, test case 8.1 carries ICS/IXIT statements about MTSI and SMS. While it can be understood that MTSI and SMS point to the need for the UE to report corresponding feature tags in Register, such ICS/IXIT statemens then are missing, e.g., test case 12.12 which builds on test case 8.1. It is proposed to investigate if the ICS/IXIT Statemens are correct, or needed at all as 34.229-2 defines the applicability statements for test cases. 
5. Replace all occurrences of “early IMS security” in 34.229-1 by “GIBA”

6. Fix all test cases where only one of the two schemes makes sense but the test case description lists both of them to be applicable.

7. Whenever test case description and prose are not in line, decide which one is wrong and act accordingly.
8. Fix test cases where specification of security scheme does not make sense.

9. For the 19.x series decide if to support GIBA at all.

10. Investigate removal of test case descriptions for which there is no TTCN available

In addition:

11. Investigate all test cases which do not carry anything regarding the security scheme in the “Definition and applicability” section if security scheme(s) should be listed there. 

12. For all test cases, bring “Definition and applicability” section in line with corresponding ICS/IXIT statement

13. Support GIBA only for a few select test cases (and the ones that are written specifically for GIBA), and support IMS Security only for all other test cases.

